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SUMMARY

Contemporary cyber forensics operates in a reactive mode: investigators collect evidence
after an incident is reported and pursue remediation one case at a time. In this thesis, I
focus on a novel cyber forensic science that extracts comprehensive evidence from a single
reported incident and translate that evidence into remediation strategies that scale across the
entire cyberthreat campaign.

I begin with MARSEA [1], the first large-scale empirical study of malware that abuses
web applications as command-and-control infrastructure. MARSEA uses concolic analysis to
automatically identify which web applications a malware sample abuses and what vectors it
exploits, then employs session reconstruction and web application modeling to link extracted
evidence to active malicious personas on those platforms. Deployed on 10,000 malware
samples, MARSEA revealed 893 Web App-Engaged malware in 97 families abusing 29 web
applications, and through collaboration with service providers, enabled the takedown of
50% of identified malicious content.

MARSEA’s analysis exposed a particularly elusive subclass of web application abuse:
Dead Drop Resolver malware, which encodes Command and Control server addresses as
hidden payloads within benign web application content. Because these payloads are
manipulated (i.e., encoded or encrypted) before being posted, the evidence extraction
techniques in MARSEA alone cannot recover the full scope of the threat. My next system,
VADER [2], addresses this gap by localizing the dead drop resolution logic within malware
binaries, isolating the de-manipulation boundary, and extracting the underlying
de-manipulation recipes that govern how dead drops are encoded. Once extracted, these
recipes enable web application providers to proactively scan their platforms for unknown
dead drops—shifting remediation from reactive takedown to forward-looking prevention.
Applied to 100,000 malware samples, VADER identified 8,906 Dead Drop Resolver

malware samples, extracted seven distinct de-manipulation recipes, and uncovered 57.1%

XV



additional dead drops across 11 platforms, enabling the removal of 94.4% of proactively
discovered dead drops and disrupting over 6,674 active malware samples.

Extending this evidence-to-remediation paradigm beyond malware, I present COCO [3],
the first automated forensic analysis pipeline for blockchain-based financial fraud. Where
existing defenses stop at flagging individual fraudulent contracts, COCO combines
transaction-level forensics with symbolic analysis to trace and attribute entire fraud
campaigns—recovering all associated fraudulent contracts from a single fraud report,
investigating recipient provenance, and attributing fraudulent capabilities to the Deceptive
Creator Wallets orchestrating the campaigns. Applied to 157 confirmed fraud contracts,
Coco uncovered 1,283,198 associated contracts linked to 91 Deceptive Creator Wallets,
responsible for approximately $2.09 billion in illicit profits traced back to September 2017,
leading to direct collaboration with the U.S. FBI and Etherscan to pursue remediation.

Together, these three systems establish a generalizable framework for proactive cyber
forensics: given a single incident report, automatically extract comprehensive forensic
evidence and generate remediation strategies that neutralize threats at platform and

ecosystem scale.
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CHAPTER 1
INTRODUCTION

1.1 Problem Statement

The modern sophisticated cyberthreats outpace the capacity of defenders to respond. A
central tension underlies this crisis: traditional cyber forensics remains overwhelmingly
reactive. Investigators collect evidence after an incident is reported, present findings for a
single case, and leave remediation to be pursued one case at a time. This reactive posture
is fundamentally mismatched with the scale and persistence of modern threats, where
adversaries operate across entire platforms and can trivially redeploy after any isolated
takedown.

This thesis poses a single research question: How can cyber forensics be transformed
from a reactive, case-by-case discipline into a proactive science that automatically extracts
comprehensive evidence from reported incidents and generates remediation strategies
that scale across entire platforms and ecosystems? 1 pursue this question across two
major cybercrime domains that exemplify the reactive gap. Figure 1.1 illustrates these
three components in relation to their respective subjects of investigation, demonstrating
how the technologies uncovered in each phase influenced the development of subsequent
components.

Malware-driven web application abuse. Malware authors have increasingly
abandoned dedicated attacker-controlled infrastructure in favor of legitimate, widely-used
web applications platforms such as Google Drive, GitHub, Discord, Dropbox, and Pastebin.
By abusing these benign services, adversaries blend malicious traffic into normal network
activity, dramatically reducing the effectiveness of conventional network-based defenses.

When malware further encodes Command and Control (C&C) server addresses as hidden



Malware Forensics

Dead Drop Resolvers
Discovery
MARSEA VADER
Symbolic Analysis & Dynamic Resolution &
Capability Attribution Proactive Remediation
COCO

Blockchain Forensics

Figure 1.1: Interconnection of The Three Components of My Forensics Framework.

payloads within web application content (known as dead drops), even the removal of a
single dead drop provides only temporary relief, as adversaries trivially redeploy new
entries. Investigators lack automated tools that can map malware behavior to the full
breadth of abused web services, recover all associated infrastructure, and enable proactive
remediation at platform scale.

Blockchain-based financial fraud. The explosive growth of decentralized platforms,
particularly Ethereum and its smart contract ecosystem, has enabled a new class of financially
motivated cybercrime. Fraudulent smart contracts, orchestrated by anonymous actors using
crypto wallets, have caused massive financial losses to victims worldwide. The blockchain’s
pseudonymity and immutability render traditional fraud mitigation strategies inadequate:
current responses are limited to flagging individual reported contracts as warnings, while
the criminal entities behind them remain unconstrained and able to perpetually redeploy. No
automated forensic pipeline existed to link individual fraud instances to the broader network
of associated contracts, wallets, and campaign activities—the prerequisite for any proactive
remediation strategy.

The following sections briefly introduce these techniques, outlining their specific

technical contributions and the unique challenges they address.



1.2 Thesis Contributions

This thesis develops and validates the evidence-to-remediation paradigm through three
systems—MARSEA, VADER, and COCO—that progressively deepen a single research
agenda: automated evidence extraction followed by proactive, large-scale remediation. Each
system targets a distinct facet of the reactive gap, and together they demonstrate that the

paradigm generalizes across cybercrime domains.

* MARSEA: Proactive Forensics of Web Application Abuse in Malware. I present
the first large-scale empirical study of malware that abuses web applications as
command-and-control infrastructure. MARSEA uses concolic analysis to automatically
identify which web applications a malware sample abuses and what vectors it exploits.
It then employs session reconstruction and web application modeling to link extracted
evidence to active malicious personas on those platforms. Deployed on 10,000
malware samples, MARSEA revealed 893 Web App-Engaged malware in 97 families
abusing 29 web applications, uncovering a 226% increase in this category since 2020.
Through collaboration with service providers, MARSEA enabled the takedown of 50%

of identified malicious content.

* VADER: Proactive Forensics of Dead Drop Resolver Malware. MARSEA’s analysis
exposed a particularly elusive subclass of web application abuse: Dead Drop Resolver
(DDR) malware, which encodes C&C server addresses as manipulated payloads within
benign web application content. Because these payloads are encoded or encrypted
before being posted, the evidence extraction techniques in MARSEA alone cannot
recover the full scope of the threat. VADER addresses this gap by localizing the DDR
logic within malware binaries, isolating the de-manipulation boundary, and extracting
the underlying de-manipulation recipe that governs how dead drops are encoded. Once
extracted, these recipes enable web application providers to proactively scan their

platforms for unknown dead drops—shifting remediation from reactive takedown to
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forward-looking prevention. Applied to 100,000 malware samples, VADER identified
8,906 DDR malware samples, extracted seven distinct de-manipulation recipes, and
uncovered 57.1% additional dead drops across 11 platforms. Collaboration with
service providers achieved the removal of 94.4% of proactively discovered dead drops,

disrupting over 6,674 active malware samples.

Coco: Proactive Forensics on Blockchain Fraud. Extending the
evidence-to-remediation paradigm beyond malware, I present the first automated
forensic analysis pipeline for blockchain-based financial fraud that goes beyond
individual contract flagging to trace and attribute entire fraud campaigns. COCO
combines transaction-level forensics with symbolic analysis to recover all associated
fraudulent contracts from a single fraud report, investigate recipient provenance, and
attribute fraudulent capabilities to the Deceptive Creator Wallets (DCWs)
orchestrating the campaigns. Applied to 157 confirmed fraud contracts, COCO
uncovered 1,283,198 associated contracts linked to 91 DCWs, responsible for
approximately $2.09 billion in illicit profits traced back to September 2017. This
work has led to direct collaboration with the U.S. FBI and Etherscan to pursue

remediation.

Together, these three systems establish a generalizable framework for proactive cyber

forensics: given a single incident report, automatically extract comprehensive forensic

evidence and generate remediation strategies that neutralize threats at platform and

ecosystem scale—shifting the forensic paradigm from reactive investigation to

evidence-driven, large-scale intervention.

1.3 Thesis Overview

This thesis is organized as follows. Chapter 2 through Chapter 4 present the three projects.

Chapter 5 presents conclusions and future research directions. Below, I provide a brief



overview of each project.

1.3.1 MARSEA: Hiding in Plain Sight: An Empirical Study of Web Application Abuse in

Malware

Web applications provide a wide array of utilities that are abused by malware as a
replacement for traditional attacker-controlled servers. Thwarting these Web App-Engaged
malware requires rapid collaboration between incident responders and web app providers.
Unfortunately, my research found that delays in this collaboration allow such malware to
thrive. I developed MARSEA, an automated malware analysis pipeline that studies web
app-engaged malware and enables rapid remediation. Given 10K malware samples,
MARSEA revealed 893 malware in 97 families abusing 29 web apps. My research
uncovered a 226% increase in the number of these malware samples since 2020 and found
that malware authors are beginning to reduce their reliance on attacker-controlled
servers—a 13.7% decrease in web app-engaged malware relying on attacker-controlled
servers. To date, I have used MARSEA to collaborate with the web app providers to take

down 50% of the malicious web app content.

1.3.2 VADER: Proactive Detection and Remediation of Dead Drop Resolver Malware

Dead Drop Resolver (DDR) malware evades traditional Command and Control server
takedowns by dynamically resolving C&C addresses hosted on popular web applications,
such as Dropbox and Pastebin. These addresses are often manipulated (encoded or
encrypted), rendering existing detection techniques largely ineffective. To tackle this
challenge, I introduce VADER, a malware forensics system specifically designed for the
proactive detection of dead drops. Analyzing a dataset of 100K malware samples collected
in the wild, VADER identified 8,906 DDR malware samples from 110 families that leverage
273 dead drops across seven web applications. Additionally, it proactively uncovered 57.1%

more dead drops spanning 11 web applications. Case studies revealed that over 40% of



DDR malware samples employ sophisticated, layered de-manipulation algorithms. Beyond
detection, VADER enabled proactive remediation by discovering 13 previously unknown
dead drops from a single DDR malware sample, empowering web application providers to

systematically scan their platforms.

1.3.3 Coco: Pulling the Strings: Proactive Forensics on Blockchain Fraud

Criminals, using crypto wallets referred to as Deceptive Creator Wallets (DCWs), have
orchestrated fraudulent activities by luring victims to transfer funds to fraud smart contracts.
Since it is almost impossible to reverse the transactions or pinpoint the true identity of the
criminals, the industry has turned to flagging such contracts as user warnings. However,
current mitigation efforts focus on individual contracts, overlooking the DCWs behind the
scenes. Consequently, my research found that this oversight allows fraud to thrive. To
address this, I developed COCO, an automated forensic analysis pipeline that processes a
single fraud contract and generates evidence that the legal authorities need to mitigate the
fraud. Applying COCO to 157 confirmed fraud contracts, my research uncovered 1,283,198
associated contracts linked to 91 DCWs, responsible for 2,638,752 ETH ($2,089,504,682)
in illicit profits. More alarmingly, COCO traces the fraudulent activities back to September
2017. In response, I am closely collaborating with Etherscan and the FBI to combat the

fraud identified in my study.



CHAPTER 2
HIDING IN PLAIN SIGHT: AN EMPIRICAL STUDY OF WEB APPLICATION
ABUSE IN MALWARE

Abstract

Web applications provide a wide array of utilities that are abused by malware as a
replacement for traditional attacker-controlled servers. Thwarting these Web App-Engaged
(WAE) malware requires rapid collaboration between incident responders and web app
providers. Unfortunately, my research found that delays in this collaboration allow WAE
malware to thrive. I developed Marsea, an automated malware analysis pipeline that studies
WAE malware and enables rapid remediation. Given 10K malware samples, Marsea
revealed 893 WAE malware in 97 families abusing 29 web apps. My research uncovered a
226% increase in the number of WAE malware since 2020 and that malware authors are
beginning to reduce their reliance on attacker-controlled servers. In fact, I found a 13.7%
decrease in WAE malware relying on attacker-controlled servers. To date, I have used
Marsea to collaborate with the web app providers to take down 50% of the malicious web

app content.

2.1 Introduction

Web applications provide a wide range of utilities, including content delivery [4], [5], [6],
[7], [8], data storage [8], [9], [10], [11], social networking [12], [13], [14], and much more.
These utilities incentivize malware authors to integrate popular web apps [15], [16], [17],
[18] into their malware. This integration enables Web App-Engaged (WAE) malware to
profile a victim’s system, retrieve additional payloads, exfiltrate and store victim information,

and even hide subsequent connections to attacker-controlled C&C servers. Even worse,



WAE malware are stealthier because their network traffic blends in with non-malicious
traffic. Stopping this abuse requires technical and policy solutions from Incident Responders
(IRs) and web app providers. However, such novel collaboration has not happened to date,
and little research has been done to prove that WAE malware are prevalent enough to warrant
such an investment.

Recent works on web app security show the possibility of abusing benign services
for malicious purposes [19], [20], [21], [22], [23]. Yet, these works only scratch the
surface of the WAE malware problem by solely considering proof-of-concepts [19], [20],
[21] of possible abuse. The research community also proposed feature sets based on
user engagement [22], [23], [24], [25], [26], [27] to classify abuse, where engagement
is the interaction (e.g., views, likes, commits) that end-users have with web app content.
Unfortunately, these ad-hoc studies focused on specific web apps and omitted the WAE
malware required to attribute the abuse. Separately, prior research performed case studies of
individual WAE malware samples [28], [29], [30] but only provided anecdotal evidence.

Aiming to give IRs and web app providers a clear view of WAE malware in the wild,

this paper seeks to answer five research questions:

RQ1: How prevalent are WAE malware?

RQ2: What capabilities do web apps provide attackers?

RQ3: How effective is the current collaboration between IRs and web app providers?
RQ4: Can the abused web app help estimate the extent of a WAE malware’s infection?

RQS: How should IRs and web app providers collaborate to effectively remediate WAE

malware?

To answer my research questions, I studied WAE malware in collaboration with Netskope,
the leading Secure Access Service Edge (SASE) provider, which provides cloud security and
networking to more than 25% of the Fortune 100. I built Marsea,' an automated concolic

analysis pipeline, to perform a scalable and retroactive study of WAE malware and answer

'MalwAre Replace malicious Servers with wEb app Abuse.
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my five RQs. Given only a malware binary, Marsea uses a novel session reconstruction and
web app modeling approach to identify and partition the abuse vectors based on web app
identities and assets. Identities are identifiable information (e.g., accounts, user names, API
keys). Assets are content (e.g., files, posts) hosted on web apps. These partitioned vectors
reflect the capabilities that the web app provides to the malware and serve as proof-of-abuse,
enabling collaboration. Marsea then performs engagement data harvesting from the abused
web apps, which gives IRs and web app providers an automated approach to measure the
effectiveness of their collaboration. Further, I present three case studies to motivate the need
for Marsea in their future novel collaboration.

To evaluate the prevalence of WAE malware, I deployed Marsea on 3K samples pulled
randomly from VirusTotal [31] spanning the last 3 years. From this dataset, Marsea found
that the number of web app abuse increased by 226% since 2020. Further, a more
comprehensive study requires a larger set of known WAE malware. To this end, my
collaborator gave me an additional 7K suspected WAE malware samples to augment my
existing dataset. Marsea’s study of all 10K samples uncovered 893 malware in 97 malware
families abusing 29 web apps. Worse still, Marsea revealed significant delays in the current
collaboration between IRs and web app providers. I found an average delay of 253 days
between when WAE malware authors create their assets on the web apps and when the
WAE malware is finally detected. My findings also suggest that WAE malware could have
infected up to 909,788 victims by evaluating the engagement data from 33 abused web app
assets. At the time of writing, I have used Marsea to collaborate with the web app providers
to take down 50% of active WAE assets, and I am awaiting responses for the remainder.

Lastly, I have made Marsea available at: https://github.com/CyFI-Lab-Public/MARSEA.

2.2 Challenges and Motivation

RQ1: A temporal measurement of malware web app adoption is required to answer RQ1.

However, many web app assets used by malware are no longer available. Thus, failing to


https://github.com/CyFI-Lab-Public/MARSEA

build this connection leaves subsequent network communications undiscoverable. Worse
still, tracking only web app connections is not evidence of abuse (e.g., malware often connect
to web apps to test network connectivity). Motivated by this, Marsea performs concolic
analysis with a customized exploration strategy to spoof network communications. During
my preliminary study, Marsea concolically analyzed the Zusy WAE malware and confirmed
its connection to the Pastebin web app [8]. Then, Marsea identifies that the fetched content
is written to a local file, confirming that Zusy is not using Pastebin for a connectivity check.
In fact, Zusy hosts the configuration of the cryptocurrency miner XMRIG in the Pastebin
post. Further, Marsea confirmed that Zusy does not rely on attacker-controlled C&C servers

and only abuses Pastebin during its execution.

RQ2: Armed with Marsea, my study (§2.5) revealed that WAE malware are increasing in
prevalence, which should alert the IRs and the web app providers to be prepared for future
growth. Ideally, proof-of-abuse, including the web app capabilities being abused by each
identity and asset, is needed to enable rapid remediation. Deriving this proof motivated my
measurement of capabilities that web apps provide to malware RQ?2.

Capability identification requires partitioning the WAE malware’s abuse vectors based
on their identity and assets. To identify the abuse vectors, Marsea uses Vector Rules (§2.3.2)
to match the information flow from the fetched content. By tracking the information flow
from the content fetched by Zusy to the WriteFile operation, Marsea identified the
File Download vector. Unfortunately, partitioning is challenging since the identity and
asset are not readily available in the WAE malware binary. Investigating Pastebin abuse
requires the Post’s content (the Pastebin asser) and the malware author’s Username (the
Pastebin identity). Upon investigation, I found that Zusy’s binary includes no asset or
identity but only a Pastebin paste key as the object name when configuring the network
session with Pastebin. To overcome this challenge and obtain the identity and asset used by
Zusy, Marsea performs session reconstruction (§2.3.3) to reproduce the Pastebin session

(i.e., GET pastebin.com/raw/QKAdpkY). Then, Marsea uses Web App Modeling
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(§2.3.4) to parse the session and extract the paste key QKAdpkY. Given the identified key
and modeling, Marsea requests Pastebin and confirms that Zusy is abusing the file hosting

capability of Pastebin via the asset (a post named active) from the identity anthrax_.

RQ3: Next, I turned my attention to studying how effective the current collaboration
between IRs and web app providers is. To do so, I define two key time windows during a
WAE malware outbreak. The Response Delay (R D) is the time between when the attackers
create the assets to when the corresponding WAE malware (that abuse those assets) are first
submitted to VirusTotal [31]. The Post-Detection Window (PW) begins when the WAE
malware is first submitted to VirusTotal and ends when web app providers take down the
associated assets. Minimizing RD and PW indicates a more effective collaboration. Upon
closer investigation, I found that web apps track the time information of the hosted assets and
often expose such data to the public. Motivated by this, Marsea queries the time information
of assets from the web app and calculates the 2D of Zusy as 21 days and PW as 108 days.
Worse still, when I began this research, the post was still available on Pastebin. During my

study, Marsea revealed a high RD and PW, leading to significantly more infected victims.

RQ4: Given that the current collaboration fails to quickly take down abused assets, I
wondered how many victims end up infected by WAE malware. Several works have
proposed covert access [32] or active monitoring [33], [34] of attacker-controlled servers.
However, IRs still need to collect information manually to evaluate the extent of infections.
This is hardly scalable and not applicable to WAE malware since the malware’s activity
takes place on a public web app. In fact, the publicly available data gives IRs and web app
providers a unique opportunity to monitor the extent of a WAE malware family’s infection
by harvesting the web app’s engagement data (e.g., views, comments). Armed with this
insight, Marsea harvested the view numbers of the Pastebin post abused by Zusy malware,

which indicates up to 796 victims.

RQS: Noting the deficiency of current collaboration efforts (RQ3) and the extent of WAE

malware infections (RQ4), I develop my techniques in Marsea to target rapid remediation
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of WAE malware. For Zusy, I submitted proof-of-abuse derived from Marsea to Pastebin,
resulting in the revocation of abused identities and assets. Apart from Zusy, Marsea enabled
me to correlate the assets attributed to WAE malware with other identities and assets
on the web app to facilitate the remediation (designated Lateral Remediation in §2.5.5).
Moreover, modern malware perform their infection via multiple stages, and WAE malware
often fetch these stages from web apps. In fact, this research has found that this infection
chain can reveal the connections among different WAE malware families and can assist
IRs in uncovering new WAE malware from a single WAE sample (designated Early Stage
Termination in §2.5.5). Lastly, Marsea also exposes an opportunity to monitor and counteract
the migration of WAE malware intra- and inter-web apps (designated Migration Remediation

in §2.5.5).

2.3 Methodology

Marsea needs only a malware sample binary as input. The analysis is automated to identify
WAE malware and output proof-of-abuse and answers the 5 RQs. Marsea is open source

and available at: https://github.com/CyFI-Lab-Public/MARSEA.

2.3.1 Concolic Exploration Strategy

Marsea uses concolic analysis to spoof network sessions to ensure forced execution of
the malware. Specifically, Marsea introduces symbolic data through system input APIs
that read data from external sources (e.g., network communication). The symbolic data
enables Marsea to drive the execution when the assets are unavailable. As stated in §2.2,
the Zusy malware abused Pastebin to host a malicious configuration file. During analysis,
Zusy invokes InternetReadF1ile to fetch the content from Pastebin. Marsea introduces
symbolic data to the buffer defined by InternetReadFile. When Zusy checks the
string (e.g., cpu) in the buffer, Marsea can generate two states to ensure continued execution

even if the abused asset is unavailable.
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However, since I/0O APIs are expected to be frequently invoked by the WAE malware,
and Marsea injects symbolic data for each, numerous states are generated. For example,
when Zusy fetches content from Pastebin, it continues to invoke InternetReadFile in
a loop until all data has been read, which would be reflected as the parameter
lpdwNumberOfBytesRead being zero. In this case, Marsea injects symbolic data A to
lpdwNumberOfBytesRead. Now, every time the Zusy checks if ); is zero in the i-th
interaction, Marsea spawns two states with \; > 0 to keep the execution in the loop and
with )\; = 0 to drive the execution out of the loop. However, if Marsea chooses the state
randomly, it could easily re-visit the loop. To solve this, I developed a context-aware
exploration strategy.

Specifically, Marsea checks if the control flow being executed: (1) is from the malware
or a Dynamic Linked Library (DLL) and (2) if it has already been analyzed or executed

before. Based on these, each available path will be in any of four possible conditions:

(new code, malware) = « (old code, malware) = ~y

(new code, library) = 3 (old code, library) = ¢

Marsea prioritizes each state to explore by following an order of precedence: o — § —
~v — d. Now, Marsea will prioritize the state leaving the iteration immediately (Ao = 0) and
the state executing the iteration once (A\g # 0 A A\; = 0). This context-aware exploration
strategy enables Marsea to efficiently handle loops and innumerable states (e.g., read until

nothing).

2.3.2 Web App and Vectors Identification

Concolic analysis proves efficient for selective path exploration, but, on its own, it cannot
answer my 5 RQs. To answer RQ1, Marsea needs to identify abused web apps and the
abuse vectors performed by the malware. This is similar to a detective (e.g., IRs) collecting

evidence from a crime scene (e.g., malware) for off-site processing. Without the context
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Algorithm 1: Marsea’s Vector Identification.

Input: Instruction I, Vector Rule R, Connect API Annotation II, Current State .S
Output: Identified Vectors with associated web app Vec

// Initialize vector and propagation graph
1 Vec « 0;
2 Prop + 0;
// Invoke connect function
3 if I.target € 1l then
// Update handle to web app map
4 S.M[DefHandle(I)] < GetTarget(I);
5 end
// I uses handle
if (UseHandle + I.ARGS U S.M) # () then
| S.M[DefHandle(I)] - S.M[UseHandle];
end
for R;; € Rdo
// Invoked function is in rule Ry
10 if I.target € R;; then
// Initialize instruction list to trace back

e e a9 &

u T« [I;
12 while Inst < Pop(T) do

// Add inst in graph Prop
13 Prop.addN ode(inst)

// inst uses handle in S.M
14 if inst. ARGS U S.M # () then
15 | Vecea « S-Mlinst. ARGS U S.M];
16 end

// Trace the symbolic data
17 for NewInst € SymbolicSource(I.ARGS) do

// Build the dependence
18 Prop.addEdge(NewlInst, Inst) T.Append(NewInst);
19 end
20 end
// Try matching Prop with Ry

21 if HasPath(Prop, R;;) then
22 Vecbehavior — Rij;
23 break;
24 end
25 end
26 end

27 return Vec;

of the crime scene, the detective may make (inaccurate) assumptions about evidence. To
overcome this challenge, Marsea uses a fined-grained and context-driven approach to identify
abused web apps and abuse vectors.

Algorithm Algorithm 1 shows how Marsea identifies abused web apps and vectors.

During concolic analysis, Line Line 3 of Algorithm Algorithm 1 tracks the invocation of
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system APIs which build the connection to remote endpoints (e.g., WinHttpConnect),
denoted as II. Once the malware invokes a system API in II, Marsea recovers the
communication target information from the input to the APl (GetTarget()
of Algorithm Algorithm 1). For example, when Zusy builds the network connection to the
remote endpoint by invoking InternetConnect, Marsea identifies the endpoint
pastebin.com from parameter 1pszServerName. Notably, since Marsea’s concolic
analysis logic needs no information of II annotation, it is a one-time effort and can be
extended easily. Armed with the ability to identify abused web apps, Marsea can pursue
large-scale analysis to identify the prevalence of WAE malware (RQ1).

Table 2.1: Abuse Vectors And Associated Rules.

Definitions for Abuse Vector Rules

Primitive = Example Library Functions

Receive:  WinHttpReadData |WinHttpReceiveReponsel...
ReadFile: ReadFilelReadFileEx|ReadFileScatterl..
SysOp: RegOpenKey | CreateFilelDeleteFilel..
WriteFile: WriteFilel fwritelwritel...

Send: send | HttpSendRequest | WinHttpSendRequest | ...
Connect: WinHttpConnect | InternetConnect | connect ...
FEzxecute: ShellExecutelCreateProcess|...

Abuse i
Vectors Priority Rules
Execute Ri1 (Receive — WriteFile)— Execute

File Download Ri2  Receive — WriteFile
Message Fetch  Ry3  Receive — SysOp

File Upload Ro1 ReadF'ile — Send
Message Push Ros  SysOp — Send

Jump Server R31 Connect — Receive — Connect’

Answering RQ2 requires Marsea to identify the abuse vectors, which indicates the
capabilities the web apps provide. To do so, Marsea tracks information flow in the context of
malware execution. Unfortunately, tracking all concrete data during analysis is unnecessary
and unscalable. Recall the symbolic data Marsea introduced to enable the concolic analysis
(§2.3.1). It turns out that the propagation of symbolic data indicates the information flow. As
shown in Lines Line 10 to Line 13 of Algorithm Algorithm 1, Marsea tracks symbolic data

propagation, saved in Prop. For example, after Marsea introduces symbolic data through
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InternetReadFile invoked by Zusy, the symbolic data is propagated to WriteFile.
In this case, Zusy is abusing the web app to perform the File Download vector. These API
dependencies Marsea uses (e.g., InternetReadFile — WriteFile) are presented as
vector rules, 1;; in Table 2.1. The full list of system APIs will be open-sourced along with

Marsea. I present the definition of each abuse vector below:

Execute: The malware retrieves an asset from a web app, stores the content in a local file,
and executes the file on the victim’s system.

File Download: The malware retrieves an asset from a web app and stores the content in a
local file on the victim’s system. These are often configuration files for the malware.
Message Fetch: The malware retrieves an asset from the web app for malware’s internal
use (e.g., C&C commands). Specifically, Marsea tracks that the retrieved asset data is
stored in the malware’s memory and used in subsequent operations (e.g., compared to
a hard-coded string or used as a decryption key) but never written to a local file on the
victim’s system.

File Upload: The malware reads one or more files on the victim’s system and uploads the
data to an asset on the web app.

Message Push: The malware sends data to an asset on the web app. The data does not
originate from a file on the victim’s system. This is commonly used to exfiltrate victim
information (e.g., IP, username).

Jump Server: The malware retrieves an asset from a web app which is used to resolve a

new connection endpoint.

As shown in Table 2.1, I define the rule primitives based on the vectors, which represent
a set of APIs that perform a task that the primitive is named for. Column 1 (bottom half of
the table) lists the abuse vectors considered in this study. To decide on the abuse vector
rules, I referenced reports from security experts [35], [36] and the MITRE ATT&CK

Framework [37] to understand how malware vectors are generally applied. Column 2
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presents the matching priority for each vector. Specifically, R; ; has a higher priority than
R;,, when 7 < m. Given Prop and the Rule set, Marsea identifies abuse vectors by
evaluating if the path presented by R;; exists in Prop (Line Line 21
of Algorithm Algorithm 1). Since the exploration logic does not depend on vector
identification, vector rules are both composable and extensible with no need to re-analyze.

Up until now, Marsea has identified Zusy contacting Pastebin by invoking
InternetConnect and performing the File Download vector by verifying the
information flow from InternetReadFile to WriteFile. However, to conclude that
Zusy 1is abusing Pastebin, Marsea needs to find the connection between
InternetConnect and InternetReadFile. To do so, Marsea reveals the
connection using handles (e.g., HINTERNET, socket), shown in Lines Line 3 to Line 7
of Algorithm Algorithm 1. For each exploration state S, Marsea maintains a map M,
which maps the handles defined by system APIs to the web app. When Marsea identifies
vectors, it checks the map to attribute vectors to abused web apps. For example, amid
Zusy’s analysis, Marsea tracks the handle through InternetConnect —
InternetOpenRequest — InternetReadFile. Armed with the ability to
attribute the abused web app to the malicious vector (e.g., File Download), Marsea confirms

Zusy abusing the file hosting capability of Pastebin (RQ?2).

2.3.3 Session Reconstruction

Unfortunately, reporting Zusy and the abuse vector to Pastebin is not enough to pinpoint
the abuse on the platform and remediate the abuse. Instead, proof-of-abuse, including
partitioned abuse vectors based on identities and assets, is needed. Since WAE malware
abuse web apps through network sessions, identifying the identities and assets requires
Marsea to extract the network sessions first.

However, given the multi-path nature of concolic analysis, acquiring in-order network

sessions at the operating system layer is challenging. For example, concolic analysis can
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switch the exploration state after Zusy invokes InternetConnect. Then, on the system
level, the new network sessions appear to be appended after InternetConnect of the
old state, which is not true in the malware. To overcome this challenge, I introduce a graph
automata model of network session states, which enables Marsea to reconstruct sessions
by interleaving different exploration states. As shown in Figure 2.1, I generalized the
session states into opened ((0)), connected (©), sent ((9)), and closed (@). The transitions
between different states fall into five categories: (1) a transition from the opened state to
a connected state by connecting to the target (function h,.c()), (2) a transition from the
old connected state to a new connected state by assigning session parameter information
through headers (function h..a()) and parameters (function h..p()), (3) a transition from
the connected state to sent state by sending the request (function h..s()), (4) a transition
to the closed state by freeing the resource (function hg.cl() and h,.cl()). Each transition
function in Figure 2.1 presents a group of system APIs. During the analysis of Zusy, the
session state transition © — (© happens when Zusy invokes InternetConnect. As
stated in §2.3.2, Marsea extracts the abused web app, e.g., pastebin.com, during this
transition. The next session state transition Marsea observed in Zusy was © to ©, caused by
invoking InternetOpenRequest. During this transition, Marsea extracts the session
parameters. For Zusy, this is the verb (GET) and object name (pQKAdpkY). When Zusy
invokes Ht t pSendRequest, the session state transitions from (©) to (5). Note the transition
from () to @ can include more operations (e.g., receiving). I abstracted those into a dotted
line since Marsea only needs sessions composed by the malware to extract the abused
identities and assets. Given Marsea’s session graph automata model, it reconstructs multiple

network sessions by interleaving execution states.

2.3.4 Web App Modeling

Given reconstructed network sessions, Marsea is ready to identify the identities and assets.

However, since web apps do not share the same session syntax, it is challenging to parse
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Figure 2.1: Graph Automata Model To Guide Session Reconstruction From Interleaving
Execution States.

the reconstructed network sessions. Luckily, each web app provides public documents to
regulate the network sessions. Motivated by this, I proposed a web app model, ® = (¢, ¢3),
to model the API described in the web app’s documentation. ¢, includes the compositions
of the public frontends of the web apps. ¢3 = [#1, 02, ...] includes web app APIs. Each web
app API 6; embeds the response format to annotate the identity, asset, time, engagement, and
raw data. Now, Marsea can uncover the web app’s identifier specific to the abused asset from
the reconstructed network sessions. Then, Marsea uses the identifier and web app APIs, ¢g,
to harvest and parse the information fetched from the web app. For example, to query the
abused post from Pastebin through the public frontend, Zusy appends a Pastebin paste key
QKAdpkY after the URL pastebin.com/raw. Using ¢,, Marsea extracts the paste key
from the reconstructed network sessions. Meanwhile, Pastebin APIs api_scrape_item
and api_scrape_item_meta can be used to query the raw data and the metadata
information, respectively. By modeling these APIs, Marsea queries Pastebin using the paste
key and parses the response to uncover: (1) the raw data of the abused post, (2) the identity
(Username anthrax_), (3) asset (post named act ive), (4) creation time (12-19-2021),
and (5) the engagement data (796 views).

With the identity, Marsea uses the modeled frontend (¢,) and modeled APIs (¢3) to
query the frontend and APIs accepting the identity as input. For Zusy, Marsea uses modeled

frontend pastebin.com/u/ to query other posts from anthrax_. Notably, given the
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finite number of web apps and the APIs they provided, Marsea can be easily extended to
support additional web apps. Till now, the partitioned vectors constitute the admissible
proof-of-abuse, which enables fast collaboration. (RQS). Meanwhile, Marsea can evaluate
the extent of infection using the harvested engagement data (RQ4). By querying the first
detection date of the malware and comparing the date with the harvested time information,

Marsea can calculate the Response Delay and the Post-detection Window (RQ3).

2.4 Validating My Techniques

Implementation. Marsea is implemented in C++ (12K lines) leveraging S2E [38], which
has been used in top-tier research, for concolic analysis [39], [40], [41], and Python (8K
lines) to attribute identified malicious vectors to abused identities and assets and harvest
corresponding engagement information on the abused web app platforms. I used
AVClass2 [42], a state-of-the-art malware labeling tool, to label my dataset. I used an
Ubuntu 20.04 LTS system to host Marsea. Given one malware, Marsea spawns a Windows
7 virtual machine (20GB RAM and 6 x 3.9GHz CPUs) based on the snapshot of a
bare-metal machine to mimic the victim system.

In this section, I validate Marsea’s ability in (1) abuse vector identification, (2) attributing
vectors to abused identities and assets, and (3) comparing the identified vectors with concrete
execution. I randomly selected malware samples from my dataset until I found those with
industry security reports, resulting in 20 WAE malware from 11 families. I manually

reverse-engineered these samples and used industry reports to derive ground truth?.

2.4.1 Vector Identification

Table 2.2 presents Marsea’s abuse vector identification evaluation. Columns 1-4 list the
abused web apps, malicious vectors, malware families, and the number of samples (#V)

in my ground truth dataset. Column 5 presents the ground truth results (G) derived from

ZNote that Marsea does not need nor have access to this ground truth data.
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Table 2.2: Evaluation Of Abuse Vector Identification And Identity and Assets Attribution.

Web #ID #A

Aoy Vec Family #VGCMTPFPFN___ " TPFN Path
PP GMGM

Ramnit 1 2022 00 112230 887

Exg Apost 2200002 10100 2 1117

GitHub Zorex 5505500 111120 943

Didr 1111100111120 1,043

pp Apost 2406420112230 L117

Dide 1 111100111120 1,043

Twitter JS Vtflooder 5 505 5 0 0 11 112 0 279

Exg Banload 1 101 100 111120 1503

Lowball 1 2022 0 0 11223 0 2474

Dropbox by j wball 1 404 4 0 0 11445 0 2474

FU Lowball 1 2022 0 0 11223 0 2474

MP Lowball 1 303 3 0 0 1133 4 0 2474

VrsTotal® FU Vtflooder 5 505 5 0 0 1 1 112 0 279

. Ramnit 1 111100 111120 803

GDrive EXEp,mbook 1 11110 0 11 1120 341

Telegram MF Sstealer! 1 111 1 0 0 10 11 1 1 1,631

. JS Msil 2201101 111120 803

Pastebin
MF Dkomet2? 1 101 1 0 0 111120 1325

Total All 11 204354240 2 3 1816272642 3 1,052%

1,2,3: Short for Stellarstealer, Darkkomet and VirusTotal
4: Average explored paths for each sample
#ID: Number of identities  #A: Number of assets

the industry report and manual investigation. Column 6 presents the concrete execution
results (C). Specifically, I count the vectors the concrete execution could reveal by manually
verifying the information flow. The results generated by Marsea (M) and the evaluation
metrics are presented in Columns 7-10, including True Positive (TP), False Positive (FP),
and False Negative (FN). The paths Marsea explored are shown in the last column.
Overall, Marsea correctly (TP) identified 40 abuse vectors across 20 malware samples.
As shown in Column 5 of Table 2.2, compared with single-path concrete execution, Marsea
identified 37 more vectors, accounting for 86% of the vectors in the ground truth.
Understandably, since remote endpoint network communication can be implemented
through multiple API calls (e.g., socket, connect, recv), single-path exploration can
halt during connection establishment if the endpoint is unavailable. Next, my manual

investigation found 43 abuse vectors, revealing an overall accuracy of 93%. As seen in Row
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2, Row 5, and Row 17 of Table 2.2, Marsea produced 2 FPs and 3 FNs when it analyzed
Apost and Msil. For each variant of Apost, my manual investigation revealed that the
malware retrieved 3 files from a GitHub repository. One of these files is a binary executed
by the malware, which accounts for the 1 Execute (EXE) abuse vector, while the other 2
files were dropped as configuration files. However, Marsea reported no EXE vector (Row 2)
and 3 File Download (FD) vectors (Row 5). Similarly, for one Msil variant, my manual
investigation uncovered Pastebin abuse to resolve the new network connection target.
However, Marsea reported no Jump Server (JS) vector. Upon closer inspection, I found that
both cases were due to unresolved symbolic constraints accumulated through exploration,
which further impedes Marsea’s exploration. I confirmed these are rare occurrences. Note,
since the FD vector is the precondition of the EXE vector (the malware needs to download
the file before executing it), in the case of Apost, the FP is the direct cause of the FN.
Therefore, once Marsea can escalate FD vector to EXE vector, it will not introduce any FPs
or FNs. Overall, Marsea was 93% accurate in abuse vector identification, making it robust

for my large-scale study.

2.4.2 Identities & Assets Attribution

While analyzing the ground truth dataset, Marsea located the identities and assets during
exploration. I compared the results Marsea generated with my manually-derived ground
truth and concrete execution, and the results are presented in Columns 10-15 of Table 2.2.
Specifically, Columns 11-16 show unique identities (#ID) and assets (#A) Marsea identified.
Columns 17-19 present Marsea ’s evaluation metrics, including the True Positive (TP), False
Negative (FN), and explored paths. To illustrate, Row 9 shows the results of Marsea’s
analysis of Lowball. Marsea revealed 2 EXE vectors tied back to 2 assets (files) hosted on
Dropbox using 1 identity (API key). Overall, Marsea found a total of 42 different assets
and identities out of 45 manually-derived assets and identities in 20 WAE malware samples,
which yield over 93% accuracy.

Next, Marsea introduced 3 FNs when analyzing malware Apost and Stellarstealer. The
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FN in Apost is caused by the prior vector identification FN in §2.4.1 (if Marsea misses a
vector, then it can not attribute that vector). Upon closer inspection, I found that the FNs in
Stellarstealer are because the abused Telegram channel is no longer available. Even though
Marsea can extract the asset’s content (Telegram channel) from the network session, Marsea
cannot identify the identity (i.e., Username) since that information is hosted in the channel
and not included in the network sessions. Still, given the low number of FNs and over
93% accuracy, Marsea provides the means to attribute abuse vectors to identities and assets

effectively.

2.5 WAE Malware Study Insights

To study the prevalence of WAE malware (RQ1), I deployed Marsea on 3K malware
randomly pulled from VirusTotal [31], spanning 2020-2022 (1K samples per year).
Specifically, I used VirusTotal Intelligence Search [43] to fetch signatures of all Windows
PE malware with a first submission date in each of the 3 years and at least 5 AV engine
detections, indicating maliciousness [44]. Then, I randomly selected 1K signatures from
each year and deployed Marsea on the fetched samples. For RQs 2-5, I extend my dataset
with an additional 7K suspected WAE malware samples collected by Netskope (totaling

10K samples) to investigate WAE malware-specific topics.

2.5.1 WAE Malware Prevalence

Marsea extracted communication endpoints from the 3K samples randomly pulled from
VirusTotal. Based on the endpoints, the malware are categorized as WAE-only (i.e.,
communicates solely with web apps), hybrid (i.e., communicates with both web apps and
attacker-controlled C&C servers), and malicious backend-only (i.e., communicates solely
with attacker-controlled C&C servers). Marsea evaluates the reputation of the endpoint
effective Second-Level Domain (eSLD) using Tranco 1M top sites [45] and Cisco

Talos [46]. If the eSLD is categorized as untrusted by Cisco Talos or is not listed in the
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Table 2.3: RQ1 Malware Reliance On WAE And Year Over Year (YoY) Increase Of WAE
Adoption.

Year Vector WAE Hybrid Malicious Total
Execute 47 3 177 227
File Download 38 6 143 187
2022 Message Fetch 10 0 255 265
Jump Server 33 0 21 54
File Upload 15 3 274 292
Message Push 41 2 235 278
Subtotal +22% YoY 173 14 813 1,000
Execute 52 0 218 270
File Download 34 9 147 190
2021 Message Fetch 5 0 213 218
Jump Server 19 0 33 52
File Upload 9 7 297 313
Message Push 31 0 144 175
Subtotal +166% YoY 141 16 843 1,000
Execute 21 1 329 351
File Download 13 3 158 174
2020 Message Fetch 7 0 293 300
Jump Server 4 1 79 84
File Upload 3 0 194 197
Message Push 5 0 53 58
Subtotal 53 5 942 1,000

Total  +226% 2020—2022 367

[O8]
|91

2,598 3,000

Tranco top sites, Marsea considers it an attacker-controlled C&C server.

Notably, malware can contact endpoints only to verify the network connectivity of the
infected victim system. Failing to exclude these cases would lead to a biased prevalence
measurement. However, Marsea would not report any abuse vector for a connectivity check
since the information flow (e.g., status code) fetched from the websites would not flow to
the system APIs Marsea modeled. The overall results are presented in Table 2.3. I made
several observations from Table 2.3: (1) As shown in the Total row of Table 2.3, in the last
three years, malicious backend-only malware, WAE-only malware, and hybrid malware
account for 2598 (86.6%), 367 (12.2%), and 35 (1.2%) of all 3K malware. (2) As shown
in Column 5 of Table 2.3, the malware using only malicious backends has decreased by
13.7%. (3) Marsea found notably few hybrid malware (only 35 across all 3 years), which

suggests that WAE malware authors prefer to shift entirely to web apps. (4) From the
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Total row of Table 2.3, the WAE-only malware has increased by 226% in the last three
years (increased by 22% and 166% in 2022 and 2021), indicating the recent prevalence of

WAE-only malware.

RQ1: Marsea identified 2,598 (86.6%) malware that rely on attacker-controlled
servers. Marsea also revealed a 226 % increase in WAE-only malware since 2020,
showing malware’s growing adoption of web app abuse. This steep increase should

alert the IRs and the web app providers to be prepared for future growth.

2.5.2  WAE Malware Capabilities

Deploying Marsea on 10K malware samples confirmed 893 WAE malware across 97
malware families, abusing 29 web apps. Since WAE malware abuse vectors indicate the
web app capabilities abused by the malware, I present the vectors Marsea identified
in Table 2.4. T aimed to study the temporal adoption of each abuse vector on different web
apps. To do so, I computed the First Abuse Date (F'AD) and Last Abuse Date (L AD) for
each vector v on every web app w, shown in Columns 6-7. The FAD is the earliest
VirusTotal “first submission date” across all WAE malware samples found abusing v on w.
The LAD is the most recent VirusTotal “first submission date” across all WAE malware
samples abusing v on w (i.e., when VirusTotal discovered the most recent variant). Then, I
measured the time difference to evaluate the abuse history of malware abusing v on w,
shown in the History column of Table 2.4. Notably, the lifetime of abused assets can be
longer than the abuse history, which will be evaluated in §2.5.3.

As shown in the Summary row of Table 2.4, Marsea found a total of 893 (8.9%) WAE
malware in 10K samples. Notably, 32% of the 7K samples that Netskope suspected as
being WAE malware were only performing network connectivity checks using web apps.
As mentioned in §2.5.1, connectivity checks present no malicious vectors and are omitted

from my study. This accounts for the drop in the percentage of WAE malware compared

25



Table 2.4: WAE Vector Landscape.

Category  Web Apps Vector Mal Fam FAD LAD History

(Days)

_ EXE 263 24 2020-01 2022-06 894

GDrive FD 36 6 2020-03 2022-03 716

IS 23 5 2019-06 2022-03 1,002

EXE 13 6 2010-07 2020-10 3,734

File Dropbox  FD 1 1 2016-05 2022-02 2,091

Sharing FU 4 3201609 2021-07 1,756

) FD 5 3 2021-12 2022-04 130

Pastebin ~ MF 26 11 2018-02 2022-02 1,463

IS 25 10 2014-02 2022-04 2,990

Zippyshare EXE 1 1 2018-06 2018-06 3

Imgur EXE 1 1 2013-10 2013-10 1

. EXE 17 1 2016-05 2020-06 1,490

Tietuku  gpy 17 1 2016-05 2020-06 1,490

EXE 20 10 2020-09 2022-10 772

GitHub FD 4 2 2020-09 2022-10 762

Software MF 9 5 2019-10 2022-04 922

Hosting IS 4 1 2020-03 2022-03 732

EXE 9 1 2022-01 2022-02 33

SourceForge yq 1 6 2022-01 2022-02 20

Telegram  MF 4 2 2022-02  2022-03 30

Social  Twitter IS 54 7 2014-06 2022-01 2,773

Networking Discord  EXE 49 11 2021-03 2022-01 314

MP 37 9 2021-10 2022-03 153

Slack MP 13 4 2020-08 2022-03 585

Facebook ~ MF 1 1 2018-07 2018-08 29

V Kontakte FD 1 1 201802 2020-01 705

EXE 3 2 2011-11 2014-05 914

) Wordpress  yg 9 3 2011-05 2020-05 4,026
Website

Builder  yopo EXE 5 2 2010-03 2019-10 3,596

FD 3 1 2012-05 2017-11 2,021

. EXE 1 1 2007-03 2014-05 2,628

Tripod FD 1 1 2012-01 2021-07 3,474

EXE 1 1 2018-07 2018-08 853

FD 1 1 2011-11 2014-05 932

Blog Blogspot ik i 1 201807 2018-08 29

IS 3 3 2017-05 2020-02 1,014

Dynamic  Affaid IS 110 8 2020-09 2022-03 544

DNS  pyckDNS IS 8 1 2022-02  2022-02 1

Cmyip MF 6 2 2011-11 2014-05 910

Wikidates ~MF 5 1 2022-03 2022-03 1

Local Info  p, ¢ MF 3 2 2020-10 2020-12 59

wimip MF 2 2 2011-11 2014-05 898

Ip2location  MF 2 2 2011-11 2014-05 898

Ip-address MF 2 2 2011-11 2014-05 898

Ipify MF 11 6 2022-01 2022-02 27

Timeanddate MF 1 1 2022-03 2022-03 1

Anti-Virus VirusTotal FU 106 10 2014-06 2022-05 2,281

Summary 29 6 8931 97T 2007-03 2022-03 5493

with §2.5.1.
Row 1 Columns 4-5 of Table 2.4 show that 263 (29.4%) WAE malware in 24 (24.7%)
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families abuse GDrive to perform the Execute (EXE) vector. GDrive is the most abused web
app, illustrating the attackers’ preference for reputable web apps. Surprisingly, GDrive not
only gives the WAE malware the capability of hosting malicious executables, as shown in
Row 1, but also enables the resolution of next-hop endpoints, shown as JS vector in Row
3. Similarly, from Rows 37-38 (Dynamic DNS), Afraid and DuckDNS provide 118 WAE
malware with the capability to resolve additional endpoints, protecting attacker-controlled
C&C servers. Consequently, when the resolved endpoints are denylisted, the attackers can
update the record in the web app to re-activate the WAE malware on the victim system.
From the category Local Info, Marsea found 8 web apps abused to query the IP,
geo-location, and the local time of the victim system. Since identity and assets are not
required to use these services, it is challenging to remediate the abuse. I suggest that these
web app providers require an identity in the network session when providing service to
prevent abuse by blocking the malicious identity. The wide range of capabilities and the
benefit of the benign traffic incentivizes malware authors to integrate web apps, which
explains the growth of WAE malware found in §2.5.1. Unnervingly, I found that this
incentivization happened earlier than expected. As shown in the Summary row of Table 2.4,
the WAE malware can be traced back to 2007, and the average abuse history of web apps

can reach up to 5,493 days.

RQ2: Marsea revealed 893 WAE malware (97 families) abusing 29 web apps.
Identifying 6 malicious vectors in WAE malware indicates a wide range of
web-app-provided capabilities. Worse still, WAE malware in my dataset spans back to

2007, with an average of 5,493 days of abuse history for each abused web app.

2.5.3 Collaboration Evaluation

To evaluate collaboration effectiveness, I measure RD by calculating the time difference

between the First Creation Date (F'C' D) of assets the WAE malware abused and the First

27



Table 2.5: Collaboration Evaluation By Measuring RD And PW of Live Identity (ID) and
Asset (A).

Web Live 41D #A Live Assets Growth Response Delay Hpw

Apps Mal (2011-2022) Min Max Med Avg (Days)
GDirive 214 41 42 2 104 72 59 -59
GitHub 34 1927 01,320 446 583 173
Pastebin 33 1213 . — 1 242 122 118 -118
Telegram 2 2 2 ~ 296 359 327 327 -328
Twitter 26 11 - -51 -51 -51 -51 51
WordPress 3 3 3 " 5 38 37 29 1,635
Discord 21 21 21 / 7 100 34 51 -17
Blogspot 3 4 4 00— 72012 7 -13 26
Dropbox 10 10 10 / 11,440 741 813 -813
Webs 1 1 1 398 398 398 398 -398
Afraid (o 1 1 - 18121,8121,8121,812 -1,812
Tripod 1 1 1 -19 -19 -19 -19 19
Facebook TP - 8 8 8 85 10
VK 1P - 1 1 1 1 1
DuckDNS 1 - —— 759 759 759 759 -759
Summary 430 119129 0 1812 344 253 -49

Submission Date (F'S D) of the WAE malware on VirusTotal. RD also presents the time
window that the WAE malware could have to infect systems without being identified as
malware. Similarly, I calculate PW using the time difference between the malware’s
First Submission Date (#'S D) and the attacker’s Last Update Date (LU D) of the assets the
malware abused. Notably, Marsea uses web app modeling (§2.3.4) to harvest the information.
Since the web app abuse identification does not rely on web app modeling, I curated the
web app modeling based on the identified web apps during my study. The web apps and
their available information are listed in §A.1.

The results of this evaluation are shown in Table 2.5. Note that WAE malware can abuse
legitimate web app assets as its components (e.g., pulling legitimate proxy software), in

which case they are omitted in Table 2.5 since RD and PW could not reflect the efficiency
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of the current collaboration. I will further discuss how I identified the legitimate assets
in §2.5.4.

Shown in Column 2 of Table 2.5, before I started collaborating with the web app
providers, 96% WAE malware Marsea analyzed still had live assets on the abused web
app platform. Column 5 shows that assets on Website Builders (i.e., WordPress, Tripod,
Webs) are particularly long-lived. For example, Marsea identified the Symmi malware
abusing the WordPress website turrona5.wordpress.com to resolve the next-hop
endpoint. Surprisingly, the content on the website was posted in 2011 and is still live until
2022. Since I took down these assets by collaborating with web app providers (discussed
in §2.5.5), it is evident that IRs failed to initialize the collaboration. Worse still, the Summary
row of Table 2.5 shows that the RD of IRs reaches 253 days on average. In other words,
analyzed WAE malware could go undetected for approximately 253 days. More interestingly,
Column 10 shows the average PW (1,,,,) for each abused asset. A positive 1, (e.g., Github)

indicates that the abused assets were updated even after the malware was detected.

RQ3: Marsea found that 48% of 893 WAE malware remained active until my study.
An average RD of 253 days reveals deficient collaboration between the IRs and
the web app providers. Marsea found some abused assets updated for hundreds or

thousands of days after the malware was detected.

2.5.4 WAE Malware Engagement Data

In this section, I perform a large case study to estimate the extent of a WAE malware
infection by analyzing the assets’ engagement data. Starting with the 15 web apps shown
in Table 2.5, 6 of them (which host 93 live assets) expose engagement data to the public. I
randomly picked 5 malware families from each abused web app, resulting in 33 assets for
my case study. For GitHub, WAE malware use benign and malicious repos, so I randomly

picked 5 malware families for each case.
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Table 2.6: WAE Engagement Information.

Family Identity Asset FCD LCD Lan/Geo Engagement
Pastebin (Asset: Post)
. . . . AllAssets: 3 Types: TXT(3)  AlIFCD: 2022-01-01
Neshta vinmarcio g3w5Zkzi 2022-01-01 2022-01-01 Alabanian AllViews: 6,142 Visits: 6,099
. . . AllAssets: 5 Types: TXT(3)  AINIFCD: 2019-09-19
Bymeria Huynhnhi92 Y8VWhxtG 2021-07-22 2021-07-22 English AllViews: 426,979 Types:AutoIT(2) Visits: 108,629
. .. AllAssets: 47 Types: TXT(47) AIlFCD: 2016-11-11
Ursu pastwahman xkkQYFEa 2018-01-09 2018-01-09 English AllViews: 5.389.380 Visits: 793381
Wacatac sdfgsdf qiMfPtmr 2021-12-21 2021-12-21 Russian Visits: 3866
Zusy anthrax_ QKAdpkY 2021-12-19 2021-12-19 English Visits: 796
Github (Asset: Repo)
README: 99 Star: 8,499 Fork: 1,448
. av-core! -11- -05- d .
Aauto XTLS Xray-core 2020-11-09 2022-05-25 English Contributors: 39 Repos: 17 Info: 84%
. .. README: 24 Star: 4 Fork: 3
"~ - 1 | - - -
Apost clangremlini ayeloader-dll-repo” 2020-04-16 2022-02-03 English Contributors: 2 Repos: 13 Info: 81%
I README: 13 Followers: 12 Fork: 2
1 - - | - anads
Ayajbrci kevlu8 OpenFRE 2022-01-16 2022-03-28 Canada Star: 3 Repos: 50 Info: 90.6%
- . . . . . README: 274 Star: 59 Fork: 38
1
Msilzilla fireworm71 veriumMiner 2014-04-23 2022-01-25 English Info: 71.8% Followers: 8 Repos: 4
. . . README: 45 Star: 178 Fork: 27
1 - - - -
Onlinegames blaumaus le_chiffre 2020-11-14 2022-04-03 Ukraine Info: 87.5% Followers: 35 Repos: 32
.. README: 0 Followers: 49
Redcap maks88192939 Programm 2020-09-28 2020-09-28 English Info: 71.8% Repos: 32
.. README: 0 Fork: 2
Lazy 0x00BAD st_mod 2020-05-25 2022-01-28 English Info: 78% Repos: 4
. .. README: 0 Fork: 0
Wacatac aaleaf Lite 2020-04-10 2022-11-16 English Info: 78% Repos: 9
.. README: 1 Fork: 0
Tasker max444432 RMS2 2021-09-09 2022-07-14 English Info: 71.8% Repos: 12
. . .. README: 2 Repos: 1
aphony12 imcool 2021-06-27 2021-09-20 English Contributors: 1 Info: 71.8%
. . .. README: 2 Repos: 1
) deviluker jszpy 2021-06-27 2021-06-27 English Contributors: 1 Info: 71.8%
Growtopic
- . .. README: 2 Repos: 2
giganiga nothing 2021-06-27 2021-09-20 English Contributors: 1 Info: 71.8%
. . . .. README: 2 Repos: 1
rosen6 rosesareroses 2021-06-27 2021-06-27 English Contributors: 1 Info: 71.8%
Telegram (Asset: Channel)
Razy h_money_1 h+money+1 2020-09-29 2020-09-29 English Subscribers: 3 Views: 12
Zenpak johnyes13 johnyes1121 2020-12-20 2020-12-20 English Subscribers: 3 Views: 6
GDrive (Asset: File)
Onlinegames sahnoila24 hwid 2021-10-17 2021-10-17 English Text: 76 Bytes
Avemaria  reubzjohn Egcs 2020-08-26 2020-08-26 Unknown Binary: 574KB
Netwiredrc moham? Agqzm 2020-04-03 2020-04-03 Unknown Binary: 815KB
R . Lorenz Kraft ~ Bftv 2020-04-23 2020-04-23 Unknown Binary: 378KB
eMEOS  Formal D.0.0. Ortl 2020-07-13 2020-07-13 Unknown Binary: IMB
Sabsik yuser20 XeroTool.a3x 2021-10-24 2021-10-24 Unknown Binary: 85KB
Blogspot (Asset: Web Page)
Sisron Nemorent Blog Post 2012-02-05 2014-01-12 Egypt Blogs: 230 Profile Views: 535
Vobfus nmournt Blog Post 2012-02-05 2014-01-01 Egypt Blogs: 116 Profile Views: 535
Zpevdo freechecking911 Blog Post 2018-07-29 2018-11-08  Thai  Blogs: 118 Profile Views: 14
Virut togpage Blog Post 2012-12-09 2014-03-11 Egypt Blogs: 2,380 Profile Views: 667
Wordpress (Asset: Web Page)
Symmi turronaS Blog Post 2011-05-14 2011-05-14 English Blogs: 1
Sysn negragarchada Blog Post 2011-07-01 2011-07-01 English Blogs: 1
Ayajbrei tenah® Blog Post 2017-07-26 2017-07-26 Turkish Blogs: 1

1: Benign repositories hosting general-purpose programs that are fetched by WAE malware. See §2.5.4 for details. All other assets
were manually verified as hosting malicious content. 2: Short for mohamedshokry19792016. 3: Short for tenahukame6823496829.

30



Surprisingly, the engagement data of malicious assets indicate that WAE malware could
have infected up to 909,788 victims. Interestingly, most engagement data is from the view
numbers exposed by Pastebin. Notably, this number is likely inflated by multiple accesses
from the same sample and views from other sources like crawlers.

The engagement data results are presented in Table 2.6. Columns 4-5 show abused
assets’ First and Last Creation Date (F'C'D and LC' D). Column 6 shows the geo-location
(Geo) or language (Lan) of the abused assets derived using polygot [47]. Column 7 presents
the engagement data supported by each web app. Rows 1-5 of Table 2.6 present the 5
Pastebin users and posts used by WAE malware, from which Marsea harvested the view
number of the posts (Visits). Surprisingly, Marsea uncovered 908,109 views from 5 posts,

averaging 181,621 views per post, indicating a significant extent of infection.

Benign & Malicious Assets. WAE malware also abuse benign web app assets (e.g.,
Xray-core Github repo used by Aauto, Verium cryptocurrency miner used by Msilzilla).
To distinguish, given the extracted identity and assets, Marsea uses GitHub APIs to query
the identity information and calculate the information completeness (I/nfo in Column 7).
Specifically, given all fields defined by the web app in the user class, U, and the fields filled
by the identity, /d, Marsea calculates the information completeness using Info = |Id|/|U]|.
Similarly, by visiting the abused repositories, Marsea counts the lines of code (LoC) in the
README . md file.

From Rows 6-18 of Table 2.6, I made several observations: (1) Column 7 shows that the
average LoC of the README of benign repos and malicious repos are 91 and 1,
respectively. Unlike benign projects that use README files, malicious repos do not require
such comprehensive information. (2) Rows 6-16 show that the average information
completeness (/n fo) of identities that create benign repositories and malicious repositories
are 82.88% and 73.3%, respectively. Understandably, attackers prefer to leave this

information blank during registration. Interestingly, Rows 13-16 of Table 2.6 show that
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Table 2.7: Reporting To Web App Providers.

Collab Web App Avg. Resp Time Taken
Type  Providers (days) Reported Down
Discord 2 21 17
GitHub 103 27 1
Bilateral DuckDNS 2 1 1
Afraid 2 1 1
MediaFire 1 1 1
Twitter 3 1 0
Facebook 12 1 0
Pastebin 1 13 13
Google 138 42 11
WordPress 7 3 3
Webs 3 1 1
Unilateral Tripod 4 1 1
Blogspot 5 4 4
Telegram 14 2 2
Dropbox 11 10 10
Summary 24 129 65

attackers created 4 different GitHub repos on the same day, which the same malware family
abused. I suspect that weak registration verification encourages attackers to create multiple
assets using different identities.

Unfortunately, my study found several web apps that do not collect engagement data or
expose it to the public. Given the significant extent of WAE malware infection revealed by

Marsea, I suggest the web app providers collect and provide engagement.

RQ4: By harvesting engagement data, Marsea revealed that WAE malware could have
infected up to 909,788 victims from 33 abused assets. Marsea allows IRs to separate
malicious and benign assets via identity completeness (82.88% complete for benign
versus 73.3% for malicious identities) and asset comprehensiveness (91 average LoC

for benign versus only 1 for malicious assets).

2.5.5 Novel Collaboration

The end goal of IR and web app collaboration is the remediation of web app abuse. During

my study, Marsea identified 129 active malicious assets directly abused by 439 WAE
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malware. Using the proof-of-abuse generated by Marsea, I collaborated with web app
providers who have taken down 65 malicious assets (50%) to date. The detailed results
of these collaborations are shown in Table 2.7. Unfortunately, as shown in Rows 2 and 9,
GitHub and Google took 103 and 138 days to take action. Consequently, only 12 of the
69 live assets reported to GitHub and Google have been remediated. Of the remaining 60
reported assets on other web apps, 53 (83%) were taken down within 2 weeks. I continue to
pursue the remediation of the remainder.

I categorize the collaboration into bilateral and unilateral in Column 1 of Table 2.7.
Bilateral means web app providers update IRs throughout the remediation process and
provide IRs with a response. This allows IRs to track the remediation process and assist web
app providers when necessary. Unilateral means that IRs can only report the asset/identity as
abusive via a ticket system. Reporting tools are often as simple as a button on the web app
(e.g., Google does not provide any way for IRs to provide proof-of-abuse). Consequently,
IRs are excluded from the subsequent remediation process. The directly abused assets I
reported and took down are shown in Columns 4-5. Interested readers are directed to §A.2
for responses I received for bilateral collaboration. From Table 2.7, I observe the lengthy
response period by more popular and reputable web app providers. For example, Google
took 138 days to react. Even though unilateral collaboration can remediate the abuse
relatively quickly, it can easily create hurdles for follow-up actions initialized by IRs if the

remediation is slow. Therefore, rapid bilateral collaboration should be encouraged.

Lateral Remediation. As shown in Rows 1-3 of Table 2.6, besides the 3 posts directly
abused by WAE malware, Marsea found 52 more posts from these identities. These
additional assets give a unique opportunity to perform lateral remediation during my novel
collaboration. As shown in Row 3 of Table 2.6, Marsea found the Ursu malware using the
post (with paste key xkkQYFEa) by pastwahman on Pastebin. Enabled by the Pastebin

API, Marsea can locate another 46 posts from pastwahman. The earliest creation date
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spans 424 days before the F'C'D of the directly abused post. Marsea found that these
potentially malicious posts have 5,822,501 views, 4,909,908 more than the directly abused
posts. I collaborated with Pastebin to remove these assets from the same identity.
Surprisingly, during my investigation of all posts from the pastwahman identity, I found
the DARKOM (paste key kE8tbd6t) post with a VB script. The script queried a Pastebin
post named allinone (paste key g6dvaKSf) under a different identity, Get silent.
Through further collaboration with Pastebin to remediate Getsilent, I took down 30
additional posts. Overall, starting from 1 post, lateral collaboration enabled me to take

down an additional 76 assets.

Early Stage Remediation. During my study, Marsea observed WAE malware fetch
additional malware from web apps. I also used Marsea on these dropped malware to rebuild
the abuse chain and explore the possibility of early-stage remediation. Table 2.8 presents 3
first-stage WAE malware families with multi-stage abuse chains. Columns 1-2 of Table 2.8
present the malware families and the number of malware observed (Mal). Column 3 presents
the abused web apps, and Column 4 shows the malicious vectors. Column 5 presents the
attacker-controlled C&C server communication targets in each stage. Columns 6-8 present
the number of web app sessions reconstructed (W), the number of malicious endpoints (M),
and the percentage of malicious sessions (%M), respectively. I use b to present the dropper
chain.

From Table 2.8, I observed that from 14 first-stage WAE malware (from 3 families),
Marsea revealed 15 additional dropped malware from 6 families. More importantly, as
shown in Column 8 of Table 2.8, the initial infections only abuse web apps (0% in the
9%M column). Later-stage malware increasingly rely on attacker-controlled C&C servers
as the abuse chain gets longer (ending at 100% in the %M column). Ensuring the initial
stage remains stealthy and persistent allows the attackers to update the assets on the web

apps to drop new payloads once the later-stage malware are flagged as malicious. It is
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Table 2.8: Multi-Stage Abuse Chain.

Malicious W

Family = Mal Web Apps Vec C&C M %M
Dkomet? 11 GDriveEXE - 30 0%
GDriveEXE
4 Ipify MF mooo.com
b% Razy 2 Discord MP itvhacker.gq' 4 2 33%
Afraid JS
212.193.30.45
L Zapchast 1 - - 9121933021 0 2 100%
LDisco 3 DlsIcpci;g Mg itvhackergq! 2 1  33%
LHosts 1 - - 61.160.247.187 0 1 100%
Discord MP
L Dkomet? 1 Ipify MF mooo.com 3 1  25%
Afraid JS
: Discord MP .
LBdbd® 1 lslpﬁy MF itvhackergg! 2 1 33%
GDriveEXE
. Ipify MF
Binder 2 Discord MP - 6 0 0%
Afraid JS
LDisco 2 Dlslcp(;g ME itvehacker.gq! 4 1 20%
GDriveEXE
2 Ipify MF
LDkomet* 2 Discord Mp Mmooo.com 4 | 20%
Afraid JS
LDisco 1 Dlslcp(;lrcg II:,I/IIIZ itvhacker.gqg' 2 1  33%
. GDriveEXE
Wapomi 1 Afraid JS - 3 0 0%
LWapomi 1 - - ddos.dnsb8net 0 3 100%

1,2,3: Short for itroblvehacker.gq, Darkkomet, Bladabindi.

4: Presents the payload dropping.

also interesting to note that 38% of malware dropped by GDrive connects back to GDrive

to download different next-stage payloads, seeking persistent infection. This suggests a

malware development toolkit abusing GDrive and Discord.

My findings show that IRs have a key opportunity: Early-stage remediation cuts this

abuse chain, preventing WAE malware from dropping additional malware.

Migration Remediation.

different web apps or different identities under the same web app. I hand-verified the content

Marsea observed 4 cases of WAE malware migrating across
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Table 2.9: WAE Malware Migration.

Family Mal FSD Web Apps Vector Iden Assets
2013-06 Webs FD se**x3 settigs.xls

Sohanad 2
1 2013-08 Webs FD ad**x9 settings.doc

Sabsik 1 2021-06 GitHub MF cuxxxu uattached

abst 8 2022-10 GitHub MF Arx+xk auth
H 2 2021-05 Github EXE sw*x*a Nsudo.exe

ynamer 1 5021-09 Discord EXE 88xx%2 Nsudo.exe
Mi 1 2022-01 Dropbox MF 4g*x+xa hwid.txt

sil 1

2022-01 GDrive MF saxxxxa hwid.txt

of the abused assets, and if the abused assets share the same content or format, I use it as
proof of the migration. The results are shown in Table 2.9.

From Table 2.9, I made the following observations: (1) WAE migration can be divided
into intra- and inter-web apps, as shown in Rows 1-4 and 5-8, respectively. (2) 100% of
WAE malware in this case study changed identity names during migration. (3) 2 malware
families (shown in Row 5-8), which account for 29.4% of the malware samples in Table 2.9,
keep the same asset name during the migration. The attackers only update the assets name
during intra-web app migration Therefore, an information-sharing process among web app

providers is needed to enable content-based asset monitoring.

RQS: I reported 129 abused assets to web app providers, who took down 65 (50%) of
them. I presented 3 novel collaboration opportunities. Marsea enabled me to identify
web app abuse migration. From Lateral Remediation, Marsea found an additional 76

assets that I successfully remediated.

2.6 Related Work

Empirical Study of WAE Malware. Past research studied WAE as seen from the
botnet [19], [21], [22], [48], [49] by detailing one or several specific attacks. Barroso et
al. [50] presented a survey of cybercriminals exploiting public web servers to carry out
different attacks. Zhang et al. [S1] proposed an approach to detect compromised websites

for searching poisoning attacks. Wang et al. [20] performed a comprehensive analysis of
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Economic Denial of Sustainability (EDoS) attacks conducted through free public third-party
services. Liao et al. [23] conducted a study on the abuse of cloud repositories as a malicious
service by analyzing redirection chains. Li et al. [52] studied abusive hosts on Internet
Service Providers (ISP). Alrwais et al. [53] studied the malicious activities which were
hosted on the sub-allocations of the legitimate service provider. Botacin et al. [30]
performed a longitudinal analysis of Brazilian Financial Malware, revealing the abuse of
web apps. Han et al. [49] performed a large-scale analysis of malware interacting with
Amazon EC2 [54]. Lever et al. [55] used the malware execution traces and the DNS queries
to study the efficacy of network detection. While these studies focused on different attacks
and analyzed cloud services, Marsea analyzes WAE malware to support live actions against
malware. Our approach goes beyond investigating web apps to reveal unexpected abuse of

non-standard web apps.

Malware Behavior Analysis. There are works using taint analysis [56], [57], API trace
analysis [58], [59], [60], [61], [62], [63], and network traffic analysis [64], [65], [66] to
reveal malware behaviors. However, Marsea uses symbolic data propagation to track the
information flow and to perform multi-path exploration. Marsea bridges the gap between
analyzed WAE malware and the abused web apps by attributing malicious vectors to the
abused identities and assets. Further, Marsea harvests the engagement information of abused

identities and assets to evaluate the extent of the infection.

Concolic Analysis. Several tools perform concolic analysis on a source code level [67],
[68], [69] and a binary level [38], [70], [71], [72], [73]. Since these tools suffer from path
explosion, the research community has several strategies to mitigate this problem [74], [75].
However, these tools are largely geared toward vulnerability analysis. There are also existing
works built on top of S2E [40], [41], [76], [77]. Unfortunately, these works serve different
goals from WAE malware analysis. Instead, Marsea uses a new code-orientated exploration

strategy and introduces symbolic data through peripheral inputs and evasive functions. This
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enables Marsea to categorize WAE through data flow analysis and will not face the challenge

introduced by context-sensitive malware or logic bombs.

2.7 Discussion and Limitations

Ethical Discussion. 1 remediated WAE malware by collaborating with the web app
providers. During the remediation process, I strictly followed the guidelines and terms
of service provided by web app providers (e.g. [78], [79], [80], [81], [82], [83]) I do not
store or use private credential information extracted from the malware to access any remote
endpoints. I do not attempt to remediate the identities and assets WAE malware used without

collaboration from web app providers.

Challenges of Concolic Analysis on Malware. Marsea is built upon concolic analysis.
Like other concolic and symbolic analysis techniques [71], [84], [85], [86], Marsea can
suffer from the path explosion motivating my design in §2.3.1. My validation in §2.4
empirically shows that Marsea avoids path explosion in WAE malware. Furthermore,
malware often employ packing or obfuscation techniques. Since Marsea uses concolic
analysis, the malware can unpack itself at runtime [32]. Prior works [63], [73], [87], [88]
explored handling sophisticated malware deploying code obfuscation specifically aiming to

thwart symbolic analysis. I followed their best practices while designing Marsea.

2.8 Conclusion

Marsea revealed a 226% increase in WAE-only malware since 2020, showing malware’s
growing adoption of web app abuse. Marsea identified 893 WAE malware (97 families)
abusing 29 web apps. Worse still, Marsea also found 430 WAE malware (48% of the
893 total) remained active with available web app assets. Assets for these WAE malware
remained available for an average of 253 days. Enabled by Marsea, I reported 129 cases of
abuse to web app providers, who took down 65 (50%) of them, and I continue to pursue the

remediation of the remainder.
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CHAPTER 3
VADER: PROACTIVE DETECTION AND REMEDIATION OF DEAD DROP
RESOLVER MALWARE

Abstract

Dead Drop Resolver (DDR) malware evades traditional Command and Control (C&C) server
takedowns by dynamically resolving C&C addresses hosted on popular web applications,
such as Dropbox and Pastebin. These addresses are often manipulated (i.e., encoded
or encrypted), rendering existing detection techniques largely ineffective. To tackle this
challenge, I introduce VADER, a malware forensics system specifically designed for the
proactive detection of dead drops. Analyzing a dataset of 100k malware samples collected
in the wild, VADER identified 8,906 DDR malware samples from 110 families that leverage
273 dead drops across seven web applications. Additionally, it proactively uncovered 57.1%
more dead drops spanning 11 web applications. Case studies revealed that over 40% of DDR
malware samples employ sophisticated, layered de-manipulation algorithms, highlighting
the prevalence and complexity of this evasion technique. Beyond detection, VADER enabled
proactive remediation by discovering 13 previously unknown dead drops from a single DDR
malware sample. This approach empowers web application providers to systematically scan

their platforms, enabling the early detection and mitigation of dead drops.

3.1 Introduction

Dead Drop Resolver (DDR) is a technique developed by malware authors to evade traditional
takedown methods for Command and Control (C&C) servers [89], [90], [91], [92], [93], [94],
[95], [96], [97], [98], [99]. For example, Figure 3.1 shows the workflow of the razy [100]

malware. Razy manipulates (i.e., encodes or encrypts) its C&C server address and hosts it
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Figure 3.1: Razy’s [100] DDR workflow. @): The malware author manipulates the C&C
server address and posts it on X.com as a dead drop. @: Razy executes on the victim

systems and fetches the dead drop. €): Razy resolves the dead drop content to connect to
the C&C server.

on X.com, serving as “dead drop” (). Once executed on the victim machine, razy fetches
@ and decodes €) the dead drop content to resolve its C&C server address, confirming it as
a DDR malware sample.

Current remediation strategies fail for DDR malware samples because web app providers
respond to individual dead drops that a DDR malware sample is actively using @). However,
malware authors can reuse manipulation techniques to encode new C&C addresses, creating
polymorphic dead drops. As a result, the reactive approach misses opportunities to mitigate
dead drops early in the DDR lifecycle @). This research proposes a proactive approach,
where web app providers can scan their platforms to identify and neutralize dead drops.

Malware authors are increasingly exploiting web apps to host dead drops [1], yet
state-of-the-art techniques lack the scalability needed for proactive remediation by web app
providers. The current methods primarily rely on manual inspection to understand how
malware authors encode C&C addresses hosted on web apps [101], [102], [103] or stored
as blockchain transactions [104], [105]. Proposals such as submitting new transactions to
update the most recent blockchain data to sinkhole C&C addresses [106] demand extensive

manual effort and remain ad-hoc. Similarly, web app providers can try to detect dead drops
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by profiling incoming connections from DDR malware samples to their platforms. However,
existing malicious connection detection techniques [55], [89], [96], [107], [108], [109],
[110] are ineffective in the DDR context. This is because web apps enforce the use of
specific protocols for all connections, making it impossible to distinguish between legitimate
and malicious connections.

Adding to these difficulties, web app providers face technical challenges in combating
DDR malware. One key issue is the wide variety of manipulation techniques (e.g., BASE64),
making it impractical to decode all content using every method. Even worse, C&C addresses
are often encoded using multiple layers of techniques, some requiring specific parameters
(e.g., XOR). In fact, single dead drops can employ three or more manipulation layers
(83.5.4), rendering brute forcing infeasible. However, my analysis of DDR incidents shows
DDR malware samples must be equipped with the precise combination and configuration
of de-manipulation techniques. This led to my first key insight: Understanding how DDR
malware samples decode dead drop content allows web app providers to derive reusable
“recipes” to proactively identify similarly encoded C&C addresses.

Before extracting recipes, the immediate challenge web app providers face is confirming
a malware sample’s DDR capability. This is further complicated when a DDR malware
sample connects to multiple web apps and C&C servers, creating intertwined and ambiguous
connections. Rather than focusing solely on these connections alone, my detailed analysis
of DDR malware samples reveals distinct operations for fetching, de-manipulating, and
establishing new C&C connections. This led to a second key insight: Analyzing the
information flow, starting from the fetched content, effectively isolates and confirms DDR
logic.

Even with the DDR capability confirmed, identifying the exact de-manipulation
techniques and their order requires manual analysis [104], [106], [111]. Nevertheless, my
research discovered a third key insight: De-manipulation routines applied to fetched content

can reduce to mathematical operations. By abstracting these formulas and comparing them
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to known patterns, web app providers can confirm the de-manipulation techniques used and
generate effective recipes for proactive remediation.

To explore my key insights, I studied DDR malware samples with support of Netskope,
the leading Secure Access Service Edge (SASE) provider, which delivers cloud security and
networking to more than 30% of Fortune 100. I developed VADER for proactiVe deAd
Drop rEsolver Remediation. VADER is a web app and malware analysis framework to
automatically detect and proactively uncover dead drops. VADER systematically explores a
DDR malware sample to localize the DDR logic (§3.3.1). It then identifies de-manipulation
algorithms by analyzing the symbolic expressions generated during its execution. However,
a significant challenge lies in accurately isolating the relevant segments of these expressions
for precise matching. To address this, VADER employs an innovative Input/Output (10)
boundary isolation technique (§3.3.2), that delineates the boundaries of routines within the
symbolic expressions. This approach enables VADER to effectively isolate and match
expressions, deriving de-manipulation recipes (§3.3.3). Through this recipe-based
pattern-discovery approach, VADER can efficiently uncover C&C addresses concealed
within dead drops.

I deployed VADER on 100k malware samples from 2012 to 2022, identifying 8,906
DDR malware samples and 273 dead drops. Pastebin was the most prevalent platform,
accounting for 68% of cases. This underscores the importance of VADER-generated
recipes for proactive dead drop discovery. As of this submission, I have removed 94.4%
of identified dead drops through collaboration with web app providers, disrupting at least
6,674 DDR malware samples by eliminating the dead drops they relied on. Applying
these recipes to network traffic datasets from open-source projects [112], I uncovered four
additional abused web apps and 72 previously undisclosed dead drops. I also presented
two case studies on de-manipulation recipe complexity and a real-world forensic analysis
of a prominent remote access trojan. The VADER framework can be found at: https:

//github.com/CyFI-Lab-Public/VADER.
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3.2 Overview

3.2.1 Running Example - The Mudrop Malware

In VADER ’s practical demonstration to combat DDR malware and uncover more dead drops,
I use mudrop as the running example. Imagine this forensic scenario: the WordPress [113]
security team receives an alert from FIRST [114], a global cybersecurity organization, about
a new malware sample, mudrop. Flagged as a potential threat to WordPress, mudrop is
shared by FIRST as part of its collaborative security effort.

Upon analyzing the sample, WordPress identifies that mudrop connects to WordPress
atblizzartone.wordpress.comand http://188.190.98.163/configs,a
potential C&C server.

At this point, WordPress must answer several forensic questions:
Q1: Is mudrop a DDR malware sample?
Q2: Does mudrop use WordPress as a dead drop?
Q3: How does mudrop decode its dead drop?
Q4: Are there other dead drops hosted on WordPress?

Unfortunately, answering these questions poses significant research challenges. Firstly,
there is no definitive proof that mudrop relies on WordPress to resolve its C&C server
address. Mudrop can connect to WordPress to test internet connectivity before executing its
malicious payload, as many malware samples do. Second, if it is a DDR malware sample,
and the content is retrieved from blizzartone.wordpress. com, it will be encoded,
as shown below:

£237769666e6£636f233631328393e2039313e2838313f2£2a307474786

Clearly, this encoded snippet does not match the C&C address, complicating efforts to

confirm DDR behavior.
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Table 3.1: VADER’s Mudrop Proactive Discovery Results.

VADER'’s Mudrop Analysis Output

Dead Drop http://blizzartone.wordpress.com
LDead Drop Content £237769666e6f636£2336313e28393e2039313e2838313f2f2a307474786
LRecipe Basel6 Decoding + Char Rotation x4

LC&C Address http://188.190.98.163/configs

Proactive Discovery 1
Dead Drop http://selfcut.wordpress.com
LDead Drop Content 336313e28393e2039313e2838313£2£2a307474786
LC&C Address http://188.190.98.163

Proactive Discovery 2
Dead Drop https://brainbot02.wordpress.com
LDead Drop Content F247F626F2137313E2836313E2134323E22393F2F2A307474786
LC&C Address http://92.241.168.171/bot

Proactive Discovery 3
Dead Drop https://suck4.wordpress.com

LDead Drop Content 131323e2538313e2037313e2733313£2f2a307474786
LC&C Address http://137.170.185.211

To address these research challenges and answer the aforementioned questions, VADER
employs novel techniques to: (Q1 & Q2) localize DDR logic within the malware (§3.3.1);
(Q3) apply de-manipulation to dead drop content (§3.3.2); and formulate a de-manipulation
recipe (§3.3.3). (Q4) Then, the recipe can be applied to web app content or network traffic,
proactively identifying previously undisclosed dead drops. This multiplies the effectiveness
of DDR remediation—a contribution not yet explored in prior research. Moreover,
WordPress can share mudrop’s recipe with FIRST and web app providers to extend
remediation.

Once the mudrop sample is provided, VADER identifies its DDR logic, notifying the
WordPress provider that the mudrop sample retrieves dead drop content from a WordPress
post and decodes it to obtain the C&C address, as shown in Table 3.1. The provider can
then remove the dead drop content. However, providers still lack insight into how mudrop
decodes the content, which is key to proactively finding hidden dead drops. By analyzing
the mudrop’s DDR logic, VADER tracks the decoding process, revealing layered Basel6
encoding and character rotation algorithms (i.e., the recipe) to extract the dead drop content

(see Table 3.1, VADER’s Mudrop Analysis Output).
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3.2.2 Proactive Dead Drop Discovery

VADER’s recipe goes beyond simply validating a malware’s dead drop. It enables
content-based scanning (e.g., web apps, network traffic) to proactively uncover polymorphic
dead drops. For example, WordPress could scan its platform for identical content and
remove known dead drops. However, as C&C servers rapidly evolve, attackers can abuse
WordPress to host varied dead drops that resolve to different C&C addresses. This makes it
nearly impossible for WordPress to locate these dead drops by matching identical content.

To overcome this challenge, VADER scans accessible WordPress posts or messages,
decodes them using the de-manipulation recipe from mudrop (Table 3.1, Row 4), and
extracts IPs/URLSs via a regular expression. It then checks these against blocklists (e.g.,
VirusTotal, URLHaus) to classify web app accounts as dead drops for remediation. As
Table 3.1 illustrates, VADER proactively discovered three previously unknown WordPress
dead drops, sel fcut (Proactive Discovery 1), brainbot 02 (Proactive Discovery 2), and
suck4 (Proactive Discovery 3), demonstrating its ability to detect varied content beyond

exact matches.

3.2.3 VADER in Practice

Web App Providers + VADER. Section §3.2.2 shows how VADER’s recipes can enhance
remediation by proactively uncovering dead drops. While my lab setting limits access to
web app platforms, providers are better positioned to scan their own platforms at scale.
Platforms like Discord already scan hosted files proactively [115], and Google uses its
Content Safety API to detect child sexual abuse material at scale [116]. Additionally,
Roblox, Discord, and Reddit also work with law enforcement to identify extremist users via
advanced scanning [117]. I am therefore confident that these providers can use VADER to

proactively detect dead drops.

Intrusion Detection System + VADER. Intrusion Detection Systems (IDS) can integrate
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Figure 3.2: DDR Logic Localization.

VADER. When malware is detected, VADER verifies its DDR logic and extracts recipes,
which IDSs can use to analyze network traffic and de-manipulate embedded payloads. If
any IPs or URLs are found, analysts can use internal tools to confirm maliciousness [118],
enabling proactive dead drop discovery and strengthening network protection. This is shown
in §3.4.2, where VADER’s recipes were applied to network traffic. By using these recipes to
de-manipulate payloads, I proactively uncovered 72 dead drops across 11 web apps, hiding
67 C&C addresses. My collaboration with web app providers led to the removal of 94.4%

of these proactively identified dead drops.

3.3 Methodology

VADER uses a three-phase approach: DDR logic localization (§3.3.1) takes a potential
DDR malware sample as input to confirm DDR capabilities. The output is a symbolic
expression generated during DDR malware sample exploration. VADER then isolates
de-manipulation boundaries (§3.3.2) to segment the symbolic expression for comparison
with a set of reference de-manipulation algorithms for recipe identification (§3.3.3). Finally,
a recipe-based pattern-discovery solution demonstrates how the recipe can be used to

proactively uncover previously undisclosed dead drops.
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3.3.1 DDR Logic Localization

The goal of this phase is DDR capability identification via logic localization. To localize
DDR logic, VADER uses concolic (concrete and symbolic) analysis to first identify the

DDR Client Connection and then the Dead Drop Connection.

DDR Client Connection. During VADER’s analysis, VADER intercepts the DDR
malware sample’s invocation of network APIs used for web app connection (Figure 3.2, ).
Web app connection is determined by comparing the connection target (e.g., mudrop uses
wordpress . com) against a predefined list of allowed web app candidates (Figure 3.2, @
). This list is based on Tranco [45]!, allowing me to identify only benign websites that
support DDR?. After the web app connection is established, the DDR malware sample

retrieves the encoded content from the dead drop (e.g., blizzartone for mudrop).

Dead Drop Connection. To confirm the dead drop connection, VADER injects symbolic
data into the memory location allocated by the malware to store the fetched content (e.g.,
mudrop uses 1pBuffer of WinHttpReadData) and tags it (Figure 3.2, €). VADER
uses concolic taint propagation to track the tag. However, de-manipulation algorithms
generally contain loops that result in multiple states for exploration, thereby increasing
computational complexity when using concolic execution. De-manipulating the encoded
content requires that each character be transformed into cleartext. Thus, the content length
(e.g., lpdwNumberOfBytesRead) determines how many iterations of character
transformation are necessary. To ensure tractable analyses amid multi-state exploration,
VADER uses state prioritization. Specifically, VADER prioritizes unexplored code and
selects states corresponding to new code regions. For example, if VADER explores a
de-manipulation loop, it will generate two states:

(1) 7 < sizeof(lpdwNumberOfBytesRead)

! Available at https://tranco-list.eu/list/ 7X9VX.
’I assume malicious connection targets if not found on Tranco.
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Table 3.2: Common Data Manipulation Algorithms.

Decryption & Decoding Algos References

Exclusive OR (XOR) [119], [120], [121], [122], [123]
AES [124], [125]

DES [126], [127]

Data Protection API [127]

RC4 [119]

String to Int, Int to String [128]

Character Rotation [121], [122]

Character Subtraction [122]

Base 16 [101], [122], [129]

Base 32 [130]

Base 64 [100], [102], [121], [122], [129]
Base 85 [131], [132]

String Parsing [100], [101], [121], [128], [133]

(2) 1 > sizeof(lpdwNumberOfBytesRead)
As execution continues in the first state, two additional states are generated:

(1)) 2+ 1 < sizeof(lpdwNumberOfBytesRead)

(15) ¢ > sizeof(1pdwNumberOfBytesRead)
Since state (1) and (12) explore the same code in two different states, state (1) is
de-prioritized. This technique ensures that VADER can efficiently handle loops while
ensuring that de-manipulation algorithms are fully explored as it prioritizes state (1) until
complete.

During exploration, the tag emerges in a network connection API (e.g., mudrop uses
pswzServerName for WinHttpConnect) Figure 3.2, @. Importantly, what remains

is a symbolic expression with all data computations performed on the manipulated content.

3.3.2 De-Manipulation 10 Boundary Isolation

This phase aims to isolate de-manipulation algorithms in the symbolic expression using
their input and output data to mark their boundary. De-manipulation includes decryption
(e.g., AES) and decoding (e.g., Basel6). My preliminary investigation suggests 14
de-manipulation (nine decoding, five decryption) algorithms common in malware

(Table 3.2).
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Reference Algorithm Implementations. 1 leveraged open-source repositories and
libraries to find algorithm implementations, as detailed in Table 3.2. VADER supports
extensions by adding more algorithm source code. These implementations are (1) directly
integrated into VADER for input-output observation or (2) symbolically explored to
generate expressions that represent their computational processes. VADER uses (1) to
identify decoder input-output boundaries and (2) to validate de-manipulation algorithms
against these boundaries.

Symbolic expressions, especially when subjected to malware-induced mathematical
manipulations, lack clear observable boundaries, complicating the partitioning of multiple
de-manipulation algorithms and potentially hindering dead drop discovery. To address this,
VADER employs the symbolic expression from DDR logic localization (§3.3.1) and uses
concrete decoder analysis (§35) and decryption source-to-sink mapping (§35) to isolate

decoders and decryption processes.

Concrete Decoder Analysis

To isolate decoder boundaries, VADER uses Algorithm 2, which relies on concrete values
computed during DDR malware sample execution (concrete values are based on constraints
accumulated during execution) to find the input and output (IO) of the decoder. As VADER
analyzes the DDR malware sample, Algorithm 2 evaluates memory accesses and concretizes
its symbolic contents (Line 4 to Line 6). Next, it iterates through decoders from Table 3.2
using the concrete data as input (Line 7 to Line 8). Each output is stored in a container for
algorithm-to-instruction mapping L for later referencing (Line 9). Thus far, the concretized
data C' (Line 6), the decoder D (Line 7), the decoded result d (Line 8), and L (Line 9) have
been initialized. This process continues throughout VADER’s analysis. Concurrently, the
algorithm iterates through all previously stored results in L (Line 10 to Line 13) to extract
comparative data for boundary isolation. Specifically, if the algorithm finds a previous

decoded value (e.g., the C&C address) that matches the current concrete value, then the
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Algorithm 2: De-Manipulation Boundary Isolation

Input: Malware, Decoders\Decryptors = {D' ... D16}
Output: DB : Container to store De-Manipulation Boundaries

// Store Algorithm-to-Instruction mapping
1 L+«—o
2 Function DeManipulationBoundary (Malware)

3 while Instruction < ExploreMalware(M alware) do
4 I + Instruction
5 if M < MemoryAccessed(I) then
6 C + ConcretizeMemoryContent(M)
// Iterate 9 Decoder Algorithms
7 foreach D € Decoders do
8 d < DecodeConcreteData(D, C)
UpdateDecoder M apping(L, I, C, d)
// Iterate previously mapped results
10 foreach | < L do
11 Iy, Cp,dp 1
// Previously decoded results equals current
concrete value
12 if d, = C then
13 ‘ Update Boundary(DB, D, I, I)
14 end
15 end
16 end
17 else if C; <+ I'mported FuncCall(I) then
// Iterate 7 Decryption Algorithms
18 foreach D € Decryptors do
// Locate Start and End boundaries
19 if S, I, < DecryptIO(D, C;) then
20 ‘ IBoundary U (S, I;)
21 elseif £/, I, + DecryptIO(D, C;) then
22 ‘ OBoundary U (E, 1)
23 end
24 end
25 end
26 end
// Create Decryption IO Pairs
27 DecryptIOPairs < MatchIO(I Boundary, OBoundary)
28 for Pr € DecryptlOPairs do
29 D,Is, 1. < Pr
30 UpdateDeManBoundary(DB, D, I, I.)
31 end
32 if DB then
33 ‘ Closest Boundary(D B)
34 end
35 end

decoder boundary begins at the instruction of the decoded value to the instruction of the

current matching concrete value.
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Figure 3.3: Mudrop’s Decoder 10 Boundary Isolation.

I illustrate Algorithm 2 using mudrop in Figure 3.3. At instruction #4 (Inst4), mudrop
accesses memory and VADER concretizes the memory to mudrop’s fetched content
(Figure 3.3, @). The input is submitted to reference decoder algorithms, and the output
(Figure 3.3, @) is stored for later comparison. As execution continues, VADER compares
concretized results with previously decoded results to identify a match. If a match is
identified (Figure 3.3, €)), the decoder boundary (e.g., Base64) is from Inst4 to Inst35
(Figure 3.3, @). However, VADER may identify multiple boundaries for each decoder.
Thus, the boundary for Base64 is also Inst12 to Inst35 (Figure 3.3, @). This occurs if a
wrapper function is used that does not modify input or output values. Before completing
boundary analysis, VADER computes the shortest distance between boundary instructions
for boundary isolation (Line 33 in Algorithm 2).

Using the boundary, VADER segments the symbolic expression from §3.3.1 for
verification. An astute reader may consider symbolic expression matching redundant since
VADER has already concretely delineated the DDR malware sample’s decoders. This is
necessary to discriminate two algorithms producing the same output, e.g., if mudrop’s
encoded content

£237769666e6£636£2336313e28393e2039313e2838313£2£2a307474786
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is decoded with Basel6 ~and character rotation, the result s
http://188.190.98.163/configs (see Table 3.1). If we use the same input and
XOR with

£25f02e216dcd919c30b5b3dd3baa3cc3aab3dd3b503¢919dcd612e20f
we arrive at identical outputs. If the DDR botnet orchestrators post additional encoded
messages, relying on only the concretely derived decoders could lead authorities to apply
the incorrect de-manipulation recipe. Thus, VADER compares each segmented boundary

with its corresponding reference implementation symbolic expression for robust verification.

Decryption Source-To-Sink Mapping

VADER intercepts invoked API for DDR logic localization (§3.3.1). These interceptions
also prove useful to link decryption APIs-in-sequence for analysis. Specifically, while
VADER explores the DDR malware sample (Line 3 in Algorithm 2), it evaluates call
instructions and selects those that are specific to imported functions (Line 17
in Algorithm 2). If the imported function is an API responsible for instantiating decryption
(e.g., CryptAcquireContext), VADER updates the /IBoundary set representing the
boundary source (Line 19 to Line 20 in Algorithm 2). If the boundary sink is identified (e.g.,
CryptReleaseContext), VADER updates OBoundary (Line 21 to Line 22
in Algorithm 2). To pair sources and sinks, VADER uses MatchIO() (Line 27
in Algorithm 2). For example, during concolic exploration, if two states are explored, and
the first state invokes a source and sink API, those APIs are paired since they were invoked
and intercepted by VADER from the same state. This ensures that APIs invoked in different
paths are not incorrectly paired. Finally, these pairs are used to update my container of all

de-manipulation boundaries for analysis (Line 28 to Line 28 in Algorithm 2).
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Algorithm 3: Symbolic Expression Matching

Input: DB : Container to store Decoder Boundaries
Output: DR : Decoding Recipe

1 M) < Malware Symbolic Expression

2RI + Symbolic Expressions for Reference Implementations

3 Function SymbolicExpressionMatching(D B)

4 foreach b € DB do

// Extract the decoder and start & end boundary addresses
D, I, I. < b

s « Segment Expression(My, I, I.)

// Assign decoder symbolic expression

ri < RI.index(D)

8 if dm < CompareExpressions(s, ri) then
9 ‘ DR.add(dm)
10 end
11 end
12 end

3.3.3 De-Manipulation Recipe Identification

This phase develops the de-manipulation recipe using symbolic expression matching.
Encoded content may include extra string markers or inconsistently manipulated data.
Without segmenting the symbolic expression before comparison with a reference
implementation, false negatives can occur. Therefore, granular segmentation is essential for

accurate verification of de-manipulation algorithms.

Segmenting Expressions. Algorithm 3 takes DB (decoding boundaries) from
Algorithm 2 to segment the symbolic expression (lines 4-6). Each boundary b (lines 4-5)
contains the decoder type D and the starting /; and ending /. boundary addresses used to
segment the expression based on its attributes, i.e., addresses where the symbolic
expressions grow. VADER parses only those parts of the expression within the boundary
(Line 6 in Algorithm 3). Now, VADER compares the segmented expression with the

symbolic reference implementation expression corresponding to D (Line 7 in Algorithm 3).

Compare Expressions. VADER injects symbolic data A to localize the DDR logic, which

generates a malware symbolic expression M, (Figure 3.4, ). To generate the reference
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implementation expressions, M is used as input to decoding algorithms (Figure 3.4, @
), ensuring the resulting expression (e.g., B16, in Figure 3.4, @) assumes the constraints

imposed during the malware execution. This is a prerequisite for symbolic expression

comparison, which relies on symbolic solvers. When a decoding algorithm is symbolically

explored, concrete values assumed during forking correspond to the previous constraints

imposed by M,.

Now, having both symbolic expressions, VADER can compare them for equivalence
(Figure 3.4, @). For comparison (Line 8 in Algorithm 3), there are two conditional
constructs: (1) check whether the overall expressions match; if not, (2) solve for and
compare the concrete outputs. Toward clarity, I use a symbolic expression with starting A
values (Read byte_1, v0_xor_0). This expression is used as input to two versions
of an XOR by 0x23 algorithm. As the expression is decoded, it grows with additional
operations corresponding to algorithmic computations. For example, one byte of M), and
XOR, is partially transformed into:

M, = (Or (ZExt (Read byte_1, v0_xor_0)) 0x23)
XOR), = (Xor 0x23 (ZExt (Read byte_1, vO0_xor_0)))

Comparing M), and XOR) considers node placement, edges, and expression size. This
static check is less computationally expensive. If it fails, VADER invokes the symbolic
solver to compare the concrete outputs of both expressions. Concrete values are based on
the constraints from A, that are imposed on X O R, during its execution. This ensures that
expressions are evaluated based on the same constraints, resulting in the same concrete
output if they are functionally identical. Since each comparison is per explored path, the
results are a ratio of matches versus non-matches, i.e., when concretized outputs for each
path are equal, it is a match; otherwise, it is a non-match. If the ratio is high enough

(explained in §3.5), their equivalence is confirmed (Figure 3.4, e).
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Figure 3.4: Symbolic Expression Matching For Mudrop.

Compare Decryption Expressions. At this stage, VADER verifies decryption algorithms
by partitioning boundaries based on source and sink markers. These boundaries are set by
analyzing the constraints on sinks (OBoundary) in relation to their sources (IBoundary). 1t
is important to recall that VADER employs taint analysis during DDR logic localization
(§3.3.1). Figure 3.5 illustrates segmenting symbolic expressions with isolated boundaries
(note: No discovered DDR malware sample encrypts dead drop content; this example uses
a non-DDR malware sample to demonstrate the approach). The dotted lines represent the
matching of input [in] constraints from a parameter with the output [out] constraints of
at least one API predecessor. When a decryption API, like CryptReleaseContext,
is used, VADER conducts a backward analysis of constraints to trace the API sequence,
confirming the decryption algorithm. This decryption constraint-chaining method links the
constraints of recovered APIs to their preceding APIs.

In Figure 3.5, decryption starts after data retrieval from the web app (1), followed
by cryptographic context initialization (2) and key derivation (3) before data decryption
(lpBuffer, 4). VADER uses backward analysis to identify decryption constraints and

the sequence of APIs in the malware’s symbolic expression, extracting only the relevant
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Figure 3.5: Constraint Chaining For Crypto Identification.

decryption portion.

To create reference symbolic expressions for comparison, VADER uses decryption
models based on the API sequence from Table 3.2. By examining these implementations,
VADER generates a symbolic expression and applies decryption constraint chaining to
identify constraints related to the API sequence. The segmented expression is then compared
with reference constraints using the compareExpression function (Algorithm 1, line 8). A
match confirms that the decryption API computations align with the reference models. Upon
matching, VADER produces a de-manipulation recipe detailing the decryption steps used
by the DDR malware sample. This recipe can be applied to web app content to determine

whether it represents a dead drop.
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3.4 Post-Deployment Findings

I deployed VADER on a 100k malware dataset built by randomly downloading Windows
executables uploaded to VirusTotal between 2012 and 2022 [31]. Each malware sample
triggered more than one anti-virus (AV) engine, based on dataset parameters from Zhu et
al. [134], who studied VirusTotal labeling dynamics. Tranco [45] ensured the malware
connected to at least one web app.

I present the distribution of DDR malware and its web apps in Table 3.3. For intrusion
detection, I applied VADER ’s methods to real-world network traffic from Netresec [112]
(Table 3.4), a source cited in top-tier research [135], [136]. For HTTPS, I accessed the
web app endpoint, decoded the response with the recipe, and extracted IP/URL addresses,
which I scanned on VirusTotal [31] and URLhaus [137] to confirm maliciousness. Finally, I
provide two case studies to demonstrate the prevalence and complexity of de-manipulation

recipes and a practical approach to proactively discover dead drops.

3.4.1 DDR-Enabling Web Apps

Table 3.3 shows the distribution of DDR malware. Column 1 lists web apps, Column 2 their
domains, and Column 3 the number of malware samples (#M) using each app. Column 4
shows unique dead drops, while Columns 5-7 provide a temporal snapshot over 11 years,
using first- and last-seen dates from VirusTotal. Column 8 reports distinct malware families
(#F), and Column 9 highlights backup dead drop domains, used if the primary fails. Columns
10-11 list de-manipulation recipe counts and unique recipes discovered.

From Table 3.3, Pastebin accounts for about 68% of discovered DDR malware (6,053).
VADER found 44 unique dead drops (22% of all) across 32 malware families. The caes of
Pastebin DDR malware that I identified span 2014-2022, with a major spike in 2021-2022,
accounting for nearly 5k discoveries. Historically, Pastebin has hosted stolen content or

malware [8]. This work is among the first to expose its pervasiveness as a platform for
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hosting dead drops. VADER identified one recipe per malware and four unique recipes
for Pastebin DDR malware (Columns 10—11). The low count of unique recipes relative to
malware volume shows VADER is scalable for proactive detection.

Surprisingly, Blockchain web apps are the second most used for dead drops, spread
across five domains. The most common, blockchain. info, hosts 776 malware samples
retrieving Txn or wallet IDs and de-manipulating them to C&C addresses. VADER found
37 Blockchain dead drops (24 Txn IDs, 13 Wallet IDs) and 2,200 samples (17% of dead
drops, 25% of malware). Column 9 shows 1,194 Blockchain samples with backups, e.g.,
blockr.io as primary and blockchain.info as backup. Both support querying Txn
records using one recipe (Column 10). While Blockchain records are immutable, dead drops
can still be flagged when Txn values match dead drop content.

VADER also found 11 X.com dead drops in 473 malware. I classified dead drop origins
as (1) hard-coded, like traditional DDR, and (2) dynamically generated, similar to DGA
malware. This emerged in the sample fugrafa, which uses X.com to host encoded C&C
addresses. VADER found three backup X.com dead drops during DDR logic localization.
Further analysis showed that the account name varies based on a function’s output, generating
accounts like np8j70ovagdl, gSeuqgysfub, and gistp74311. Despite this complexity,
VADER, combined with DGA counteraction techniques, can effectively mitigate such
threats [138], [139].

VADER identified 117 Google dead drops, where data on Google web apps is accessed
via unique file IDs. By analyzing file URLs, I traced the endusers for each file on Google
Drive and Docs, finding both were hosted by the same user. VADER also discovered dead
drops on Dropbox and GitHub, with 11 and seven malware instances, respectively. One
WordPress dead drop and its de-manipulation recipe were included in my findings, along
with three more WordPress dead drops uncovered through proactive discovery (see §3.2).

Row Total, Column 4 reveals spikes in DDR adoption from 2012-2022, showing a

cycle of growth, delayed remediation, and resurgence. This trend, especially the recent
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rise, highlights the need for proactive discovery to curb the reemergence of DDR malware,
particularly as new strains appear.

In total, VADER identified 8,906 samples and 200%, including 1,199 with backups.
VADER also uncovered seven unique de-manipulation recipes, demonstrating the scalability
of my approach. I am collaborating with web app providers on remediation and have

disrupted at least 6,674 DDR samples by removing their dead drops.

3.4.2 VADER-Enabled Proactive Discovery

The rise of DDR malware underscores the need for proactive measures to uncover hidden
dead drops. Using de-manipulation recipes from DDR malware samples, I applied them
to the Netresec [112] network traffic dataset, summarized in Table 3.4. Column 1 lists the
recipes used to decode web app responses. After decoding, I cross-referenced the data with
URLhaus [137] and VirusTotal [31] to identify potential C&C addresses, recording infected
web apps and dead drops in Columns 2 and 3. Column 4 shows unique C&C addresses,
while Column 5 provides the first submission date (FSD) from URLhaus, correlating with
the C&C server discovery date. Column 6 reports active C&C addresses. To determine C&C
server liveness, domain-based addresses were checked for website availability, and IP-based
addresses were verified using nmap to confirm open ports, following a less intrusive method
from prior research [32].

To evaluate VADER in real-world scenarios, I assessed false positives (FPs) and false
negatives (FNs), as shown in Columns 7 and 8. An FP occurs when a dead drop candidate
is later found to serve benign purposes. Since many web apps (e.g., OneDrive, Dropbox,
Discord) do not disclose user activity details (e.g., login times, IP addresses), determining
intent behind a dead drop is difficult. Therefore, I rely on service providers for verification,
marking a dead drop as an FP if it remains active after notification. This helps estimate

the upper bound of FPs. FNs occur when a dead drop was created before its C&C address

3Analyzing 100k malware samples revealed 273 dead drops (see §B.4).
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Table 3.4: Applying Recipes On Network Traffic Dataset To Proactively Discover Dead
Drops

. 1 2
Recipe  Web Apps # Dead # Unique  popy’  (pline FP? FN*

Drops C&C
Pastebin 1 1 2023-12-14 1 0 0
Retry.co 1 1 2024-02-08 1 0 0
StrPrs  GitHub 1 1 2023-12-22 1 0 0
+ Base64 Prlvatebln 1 1 2024-02-08 1 0 N/A
OneDrive 3 3 2023-11-14 1 0 N/A
Discord 2 2 2023-12-13 1 0 N/A
Dropbox 1 1 2023-11-17 1 0 0
Pastebin 10 9 2024-02-01 5 2 3
Kpaste 7 7 2018-11-27 4 0 N/A
Base64 GitHub 1 1 2024-01-31 0 0 0
Dropbox 2 2 2023-12-21 1 0 0
Discord 6 6 2019-05-17 5 0 N/A
OneDrive 3 3 2023-06-08 2 0 N/A
Basel6 gastebi.n 1 1 2023-12-21 1 0 0
+ Chr Rot neDrive 1 1 2023-10-23 1 0 N/A
Discord 2 2 2021-04-29 1 0 N/A
Pastebin 1 1 2024-01-12 1 0 0
XOR Justpaste.it 1 1 2023-12-12 1 0 1
+ Chr Rot Dropbox 2 2 2024-01-24 1 0 0
+ Basel6 OneDrive 2 2 2023-11-15 1 0 N/A
Telegram 1 1 2023-12-15 1 0 1
Codepad 2 2 2024-02-19 1 0 N/A
XOR Retry.co 1 1 2024-02-13 0 0 1
+ Chr Rot Dropbox 2 2 2023-06-15 1 0 0
OneDrive 1 1 2024-01-25 0 0 N/A
Discord 2 2 2023-11-26 2 0 N/A
OneDrive 3 3 2023-11-27 2 1 N/A
Str Prs Telegram 1 1 2024-01-29 1 0 1
Discord 3 3 2024-01-09 2 0 N/A
Pastebin 7 3 2022-10-13 2 1 1
Total 11 72 67 2018-11-27 43 4 8

1: First Submission Date on URLhaus [137]. 2: Number of live C&C servers.
3: A false positive (FP) is reported if a proactively identified dead drop

is not taken down by web app providers.
4: A false negative (FN) is reported if the creation time of the dead drop

is earlier than the time the C&C address is added to the blocklist.

was added to the blocklist, reflecting VADER'’s ability to detect dead drops quickly. For
platforms that do not disclose content creation times (e.g., OneDrive), these entries are
marked N/A in Column 8.

From Table 3.3, VADER identified seven web apps hosting dead drops. Recipe-enabled
proactive discovery, shown in column 2 of Table 3.4, revealed 11 web applications, an
increase of 57. 1%. The use of de-manipulation recipes identified 72 dead drops, averaging

6.5 per web app (Column 3), highlighting the significant role of recipe identification in
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uncovering threats. Notably, only two recipes involved a single de-manipulation layer
(Base64 and String Parsing). With over 40% of dead drops using multiple layers, brute-force
approaches are infeasible, emphasizing VADER’s effectiveness.

Next, Column F'SD lists the submission dates of C&C addresses behind dead drops,
with the earliest from six years ago, showing the persistence of DDR malware. Comparing
Column 4 and Column 6, over 64% of C&C addresses remain active, highlighting VADER
’s significant contribution.

In Column 7, VADER achieved a low FP rate of 5.56% among the 72 identified dead
drops. All FPs originated from single-layer recipes, likely due to benign uses of encoded
IPs and URLs. With over 40% of dead drops using multiple techniques, VADER proves
effective in uncovering hidden threats. Additionally, eight FNs were observed, reflecting the
limitations in identifying dead drops on their creation day, but these will be mitigated by
blocklist updates.

Overall, VADER achieves a recall rate of about 90% and an F1 score of 92%,
demonstrating its effectiveness in identifying and mitigating DDR malware threats.
Moreover, I have removed 94.4% of identified dead drops through collaboration with web

app providers.

3.5 Pre-Deployment Evaluation

VADER is built upon S2E [38] for concolic analysis, with custom code for localizing DDR
logic and identifying de-manipulation recipes. It integrates AVClass2, a widely utilized

malware labeling tool [1], [32], [55], [140], [141], [142].

3.5.1 DDR Logic Localization

To evaluate VADER’s ability to identify DDR logic, I tested it with five known DDR malware
families, each with five randomly selected variants, totaling 25 ground truth samples. The

performance evaluation is summarized in Table 3.6, which lists the web app, domain,
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malware family, and relevant reports detailing the ground truth, including the web app
connection. Accuracy metrics such as true positive (TP), false positive (FP), and false
negative (FN) values are also provided. Overall, VADER successfully localized the DDR
logic in 23 out of 25 samples, achieving a 92% recall rate and an F1 score of 96%.

In my analysis, I identified two false FNs in msil (Table 3.6, Row 5). Manual review
confirmed DDR malware, but VADER missed the dead drop link due to unresolved symbolic
constraints, though this was rare. Additionally, VADER can analyze a DDR malware sample
even when associated dead drops are inactive. For instance, in analyzing comnie (Row 2
of Table 3.6), the dead drop was inactive, yet VADER used concolic analysis to successfully
localize the DDR logic. With only two FNs and a 92% recall in DDR logic localization, I
am confident in VADER’s ability to identify DDR malware and extract de-manipulation

recipes for proactive dead drop discovery.

3.5.2 Validating Symbolic Expression Matching

Upon confirming that VADER can locate DDR logic with high accuracy, I now need
to validate whether VADER can detect the decoding algorithm regardless of how it is
implemented in the malware. This requires me to: (1) compare the source code similarity
across all decoding algorithm implementations to ensure they are distinct (i.e., XOR must not
match with Character Rotation), and (2) compare the equivalence of symbolic expressions
for each pair of algorithms to demonstrate that de-manipulation algorithms in the same class
consistently produce high-confidence matches, regardless of implementation details (i.e.,

BASEO64 source code implementations).

Source Code Similarity. I selected up to three implementations of each algorithm listed
in Table 3.2 from open-source repositories or libraries. Importantly, VADER is flexible and
can be extended to support additional algorithm implementations. Using Moss [143], a

widely used software similarity framework, I compared all implementations and found a 0%
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Table 3.6: Validating DDR Logic Localization.

Web App Domain Family Source # TP FP FN
Blockchain  blockchain.info pony [106] 5 500
Google Drive drive.google.com  doina [103] 5 500
Pastebin kryptik pastebin.com [1] 5 500
Pastebin msil pastebin.com [1] 5 3 0 2
X X.com razy [100] 5 5 0 0
Total 25 Acc. (92%)23 0 2

match between them, confirming their distinctiveness. For instance, no XOR
implementation matches another, nor does it resemble implementations from other

algorithm classes. Detailed results are provided in §B.2.

Symbolic Expression Matching. Given the distinct source code implementations for
each decoding algorithm category, I now need to compare the equivalence of symbolic
expressions generated by VADER across different implementations of decoding algorithms.
The validation result is shown in Table 3.7. With a symbolic input size of 8 bytes, the
expression has 256° (4.2 billion) possible inputs. Ideally, we would evaluate the entire input
space when comparing symbolic expressions, but this is time-prohibitive. Instead, I exhaust
the input space for each pair over two hours to assess the number of matches in the output
space. This is sufficient, as the ratio of non-matches to matches plateaus and stabilizes after
30 minutes within the two-hour window. A graphical representation of the plateau for each
set of comparisons is presented in §B.3.

As shown in Table 3.7, the symbolic expressions generated by VADER for different
implementations within the same algorithm class achieve consistently high scores. This
indicates that VADER can effectively recognize functional equivalence within algorithm
classes. In contrast, expressions generated for algorithms across different classes show
significantly lower scores, underscoring the differences in their operational logic. For

example, Table 3.7c reveals that most comparisons (474/554*) between algorithms from

471/625 algorithms are compared with themselves.

65



Table 3.7: Validation of Symbolic Expressions Produced By VADER To Assess Functional
Equivalence Across De-Manipulation Algorithm Implementations.

(a) AES - RC4.

AES DES DPAPI RC4
vl v2 vl v2 vl v2 vl v2

V1100100 0 0 0 0 0
AES 15100100 0 0 0 0

0100100 0 O
100 100

(e
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DES v2

SO OO OO OO

0 0

vi 0 O
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0 0

0 0
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RC4 V2

—_—
(e en]

(b) XOR - String Parsing (Str Prs).

XOR ChrSub S <1 ChrRot StrPrs
vl v2 v3 vl v2 v3 — <+ vl v2 v3 vl v2
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v3100100100 0 O O 11

0
0
0
vi 0 O 0100 92 94 0O O
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v2 0 0 O 86100 84 11
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0 0100100100
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(c) Base Decoders (16, 32, 64, 85).

Basel6 Base32 Base64 Base85
vl v2 v3 vl v2 v3 vl v2 v3 vl v2 v3

v1100 98 92 16 19 11 28 0 16 21 9 42
v2 89100 72 15 8 23 50 51 52 32 14 7
v3 96 91100 14 23 22 12 9 27 11 24 22

vl 12 11 14100 97 98 62 68 64 1 22 13
v2 1 1 13 98100 97 2 12 9 0 17 8
v3 13 21 16 92 83100 3 9 22 13 4 3

vl 70 14 2 0 0 27100 44 77 19 0 O
v2 116 4 3 4 4 97100100 21 14 5
v3 4 40 16 11 3 21 89100100 7 18 10

vl 17 45 46 23 42 62 41 37 19100 91 93
v2 10 61 42 29 37 58 38 52 43 87100 92
v3 32 15 29 22 12 33 19 27 20 89 92100

B64 B32 B16

B85
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different classes result in a 0% similarity match.

A specific case is observed in Table 3.7c, Row 7, where the symbolic expression for
Base64 v1 shows low similarity scores when compared to those of other versions. Upon
investigation, I determined that the match rates of 44% and 77% for Base64 v2 and v3,
respectively, are attributable to extensive error-checking routines present in Base64 vl.
These routines cause VADER to fork into two distinct paths during symbolic execution:
(1) a success path and (2) a failure path that returns null. In contrast, Base64 v2 and v3
employ less stringent error-checking mechanisms, which result in symbolic expressions that
predominantly reflect successful operations. This difference explains the observed lower
similarity scores when v1 is compared to v2 and v3.

When comparing Base64 v2 and v3 to v1, I observed match rates of 97%, 89%, and
100%, respectively (Table 3.7c, Rows 8 and 9, Column 7). This is because v2 and v3 lack
the extensive error-checking routines of v1. Since all versions handle 8-byte input, if v2
executes symbolically first, it guides VADER along v1’s success path, resulting in higher
match rates. This shows how differences in error-checking impact symbolic exploration and
similarity metrics.

Base decoding classes (e.g., Basel6, Base32, Base64) all use lookup tables for character
translation, creating a baseline similarity due to shared structural elements. As a result, only
six out of 144 comparisons had a 0% match, far fewer than the expected 108 for unrelated
Base classes. However, the similarity noise for cross-class comparisons remains lower
than in same-class comparisons. This ensures the observed similarities are not sufficient to
determine functional equivalence between unrelated Base algorithms.

Finally, my analysis shows that VADER can identify de-manipulation algorithms across
different implementations. For optimal large-scale performance, I select algorithm
implementations with in-class match rates over 90% and cross-class rates under 25% (e.g.,
vl). This selection minimizes false positives and improves VADER'’s reliability in

identifying de-manipulation recipes.
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Table 3.8: De-Manipulation Recipe Identification.

Web App  Family Source # Algorithm TPFP FN
Blockchain  pony [106] 5 String Parsing, Basel6 5 0 0
Google Drive doina [103] 5 None 0 5t 0
Pastebin kryptik [1] 5 Base64 50 0
Pastebin msil [1] 5 Base64 5 0 0
X razy [100] 5 String Parsing, Base64 5 0 0
None spora [124] 5 AES 4 0 1
Total 30 Acc. (83%) 245 1

1: FPs are caused by plaintext IP address format validation, which uses
String Parsing. However, this has a negligible impact on proactive
dead drop discovery.

3.5.3 De-Manipulation Recipe Identification

Table 3.8 shows my evaluation of VADER’s 10 boundary isolation and de-manipulation
algorithm verification. In all cases, the IO boundary aligned with a single, verified algorithm.
Columns 1 and 2 provide details on the web app and malware family. I expanded my dataset
to include spora, which uses cryptographic routines. The final columns of the table show the
number of malware variants per family and the identified de-manipulation recipes. Overall,
VADER successfully identified recipes for 30 malware samples, achieving a 96% recall rate
and an F1 score of 89%.

I identified five false positives (FPs). For example, doina requests a plaintext IP from
Google Drive, but VADER flagged it as String Parsing because its format validation
resembled parsing. These FPs have minimal impact since the content is not hidden.
Additionally, VADER can struggle with unresolved symbolic constraints, which limits
constraint chaining for source-to-sink mapping. Despite these issues, the low FP and FN

counts demonstrate VADER’s accuracy in identifying de-manipulation recipes.

3.5.4 Case Studies

My first case study demonstrates the prevalence and complexity of de-manipulation recipes.

I also show that VADER effectively detects C&C addresses on Pastebin, prevalent in my
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research. While my access to Pastebin is limited, this highlights the advantages of VADER,

especially for web app providers with full platform access.

Prevalence and Complexity

To understand the prevalence and complexity of identified recipes in malware, I analyze
the malware in this study. Table 3.5 shows de-manipulation recipes in Column 1 with their
prevalence over time in Column 2. Columns 3 and 4 count malware and families, while
Columns 4 and 5 list associated web apps and unique dead drops. Column 6 displays content
types, and the final columns show algorithmic complexity in basic blocks.

Among the nine decoders listed in Table 3.2, VADER identified five, with XOR being
the only cryptographic algorithm used by DDR malware in my dataset. This aligns with
observed trends [32], [144], where encryption is often avoided due to its complexity. In
contrast, decoding algorithms are platform-independent and widely supported, allowing
malware authors to reuse routines across systems and environments.

From Column 3 (#M), we see that String Parsing (Str Prs) and Base64 decoding is the
most common de-manipulation recipe, appearing in 3,301 DDR samples (=~ 37% of my
dataset). Base64 offers obfuscation and preserves data during transport, contributing to its
popularity. For instance, the razy malware strips five leading ) ) ) ) ) from its dead drop
content and Base64-decodes the rest.

Base64 typically encodes binary data into ASCII for C&C URLSs, while Base16 encodes
IPs in hex to obscure them. As shown in Table 3.1, the mudrop malware uses Basel6
decoding to extract its C&C IP from dead drop content. Other examples include Base16+Chr
Rot (Row 5) and Basel6+Str Prs+Str—Int (Row 6), the latter being specific to blockchain
web apps. However, since the net resec dataset in §3.4.2 lacks blockchain connections,
this technique wasn’t detected.

The Recipe Complexity columns reflect how challenging it is to generate de-manipulation

recipes. Malware using three or more algorithms may span over 69 basic blocks (Row 6).
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Even simpler cases, like Str Prs, which extracts and parses dead drop content, can reach
up to 27 basic blocks. On average, each sample uses 1.5 de-manipulation algorithms per
recipe. Despite this, VADER effectively generates these recipes. I have shown how they
enable discovering dead drops from network traffic and will next demonstrate their use in

analyzing web app content.

Table 3.9: VADER’s Banload Analysis.

VADER’s Banload Analysis Output
Web App Account  http://pastebin.com/raw/jYzmPCEr
LDead Drop Content c2t5cGUubX1kZG5zLml 1l
LRecipe Base64 Decoding
LC&C Address  skype.myddns.me

Proactive Discovery: Pastebin

Dead Drop Content C&C Address
Ohx614sm c2t5cGUubX1kZG5zLml 1 skype.myddns.me
4yAyQVev d3d3LnRvcDE20C5vcme= www.topl68.0org
AHtgg5QQ c2t5cGUubX1kZG5zLml 1 skype.myddns.me
FaZgCHMN c2t5cGUuUbX1kZG5zImll skype.myddns.me
grHusy2R c2t5cGUuUbX1kZG5zImll skype.myddns.me
L2QEYA3P d3d3LnRvcDE20C5vcme= www.topl68.org
V7Cm4vid c2t5cGUubX1kZG5zLml 1 skype.myddns.me
Vr8Bequa c2t5cGUubX1kZG5zLml 1 skype.myddns.me
XcHYKsYP c2t5cGUubX1kZG5zLml1l skype.myddns.me
WpU6vm5L cHIVZmFzc21zdGFuY2Uu¥Y29t profassistance.com
xj8s4nF1l MTIxLjIyNidyMzcuNQ== 121.226.237.5
EALLXQZw MTEwL jE4Mi430C4xNg== 103.254.75.18
DdEhn3D7 ZNV1bHJ1c2N1ZS5pZQ== fuelrescue.ie

Proactive Discovery Via Web App Scanning

Banload uses Pastebin at http://pastebin.com/raw/jYzmPCEr as its dead drop.
VADER identified c2t 5cGUubX1kZG5zLml1 and the Base64 de-manipulation recipe
(Rows 1 and 2 in Table 3.9). Applying this recipe, VADER decoded the C&C address
skype.myddns.me and can use this de-manipulation recipe to proactively discover
previously undisclosed dead drops.

With VADER, data is randomly extracted from Pastebin using eight-character labels,
de-manipulated via the recipe, and parsed with regex for IPs or URLs. These addresses are

checked against URLhaus or VirusTotal for malicious activity, and associated accounts are
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flagged for remediation. As noted in §3.2.3, web app providers can scan platforms at scale
for abuse, demonstrating VADER’s potential for proactive dead drop discovery.

In Table 3.9, I present previously undisclosed dead drops and C&C addresses. Column 1
lists the discovered Pastebin dead drops, Column 2 shows the dead drop content, and Column
3 provides the associated C&C addresses. My proactive approach uncovered 13 previously
unknown dead drops, with seven linked to the same C&C address as banload. Of the six
remaining C&C addresses, five were unique. These results highlight that, even with limited
data extraction resources compared to web app providers, VADER combined with internal

tools can already enhance platform security and deliver proactive outcomes.

3.6 Discussion

Brute-Forcing Efforts. Web app providers can take content from their platform to use as
input to a DDR malware sample and observe possible C&C connections. Instead, VADER
enables providers to analyze malware once, extract its de-manipulation recipe, and apply it
at scale to identify dead drops efficiently. While brute-forcing known de-manipulation
algorithms may appear straightforward, multi-layered de-manipulation and the infinite
parameter space required by some algorithms render this approach infeasible. VADER
overcomes these challenges by using symbolic constraints to automatically recover

de-manipulation logic, regardless of layers or parameters.

Evasion Techniques. VADER addresses many malware evasion techniques by hooking
system APIs (see §3.3.1). Although comprehensive evasion mitigation is out of scope,
VADER models commonly observed evasive APIs identified by industry and academic
experts [145], [146], [147], [148]. For example, when GetLocalelnfo is invoked to detect a
bot’s location, VADER injects symbolic return values, tricking the DDR malware sample
into continued execution. This enables effective analysis even with evasive behavior. My

implementation, evaluated on a malware sample set collected between 2012 and 2022,
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achieves 92% accuracy in localizing the DDR logic. Thanks to VADER’s extensible design,
web app providers can add support for emerging evasion techniques. A full list of modeled

evasive APIs is in §B.1.

Advanced Packers and Obfuscators. Advanced packers (e.g., VMProtect) or obfuscators
(e.g., O-LLVM) can complicate DDR malware detection and recipe extraction for web
app providers. These challenges are not unique to VADER but reflect broader issues in
symbolic analysis, where handling such techniques often requires added human effort.
Several approaches have been proposed [99], [149], [150], [151] to recover the semantics of
obfuscated code. As VADER does not rely on any special functionality in S2E, web app
providers can readily extend it to support advanced packers and obfuscators in future DDR

malware.

Generalizability. Expanding VADER is straightforward; new de-manipulation algorithms
can be added by integrating their source code. While my dataset lacks fully customized
de-manipulation algorithms, such extensions are feasible. In these cases, the recipes
generated by VADER would model the algorithms through character operations. I recognize
the potential challenges fully customized algorithms may pose to S2E. However, as
discussed earlier, VADER’s methodology is tool-agnostic, ensuring compatibility with more

advanced concolic analysis frameworks.

3.7 Related Work

Malware-Driven Web Application Abuse. Existing research has investigated web apps
abused for botnet activities, focusing on end-user perspectives [19], [21], [53], [152], [153],
[154], [155], [156]. Recent efforts have examined the intricate relationship between web
apps and the malware that leverages them for victimization [1]. While studies have targeted

specific malware families [101], [102], [106], [129] and blockchain abuse [3], [104], [105],
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[111], [157], their findings largely propose reactive countermeasures. Before VADER,

proactively discovering dead drops remained unaddressed.

Data Manipulation Identification. Previous research focused on the extraction of binary
code using dynamic or symbolic analysis [150], [158], [159], [160], [161], [162], [163],
[164], [165], [166]. These methods are limited by code coverage or reliance on available
network endpoints. In contrast, VADER ’s concolic analysis improves malware exploration
even with dead endpoints. While ByteWeight [167] uses deep neural networks to identify
de-manipulation algorithms, it requires a large training dataset. VADER, however, uses
symbolic expression matching to identify de-manipulation algorithms regardless of

implementation.

Leveraging Concolic Analysis. Concolic analysis has been widely used by the research
community in bug identification [72], [168], [169], test case generation [170], [171], [172],
dynamic analysis [63], [173], [174], [175], [176], and taint analysis [177], [178], [179],
[180]. However, since these related works are largely geared towards vulnerability analysis,
they are not easily extensible to help web app providers mitigate DDR practices. In contrast,
VADER is among the first proposals to help web app providers confirm DDR capability
from malware samples and extract de-manipulation recipes. This capability enables web

app providers to proactively identify dead drops.

C&C Address Identification. Existing techniques detect C&C addresses by analyzing
malicious network traffic [89], [93], [94], [96], [97], [98], but these typically identify C&C
addresses for individual malware samples. In contrast, VADER identifies multiple dead
drops from a single malware sample, which may conceal different C&C addresses. While
tools like Cyberprobe [95] and ExecScent [107] probe remote endpoints to detect C&C
addresses, they’re ineffective against DDR malware that hides C&C addresses behind dead

drops. Instead, VADER uncovers previously undisclosed dead drops, enabling web app
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providers to address abuse and counteract botnets.

3.8 Conclusion

This paper presents VADER, a framework for proactively uncovering and neutralizing dead
drops used by DDR malware by dynamically resolving C&C addresses on popular web apps.
Analyzing 100k malware samples, VADER identified DDR malware from 110 families
and 273 dead drops across seven web apps. Using de-manipulation recipes from DDR
malware samples, VADER improved dead drop identification by 57.1% in network traffic.
Case studies revealed that over 40% of samples use advanced de-manipulation techniques.
VADER removed 94.4% of identified dead drops, disrupting 6,674 DDR malware samples.
This work shows the potential for web app providers to adopt VADER for early detection

and proactive dead drop remediation.
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CHAPTER 4
PULLING THE STRINGS: PROACTIVE FORENSICS ON BLOCKCHAIN FRAUD

Abstract

Criminals, using crypto wallets referred to as Deceptive Creator Wallets (DCWs), have
orchestrated fraudulent activities by luring victims to transfer funds to fraud smart contracts.
Since it is almost impossible to reverse the transactions or pinpoint the true identity of the
criminals, the industry has turned to flagging such contracts as user warnings. However,
current mitigation efforts focus on individual contracts, overlooking the DCWs behind the
scenes. Consequently, my research found that this oversight allows fraud to thrive. To
address this, I developed CoCo, an automated forensic analysis pipeline that processes a
single fraud contract and generates evidence that the legal authorities need to mitigate the
fraud. Applying CoCo to 157 confirmed fraud contracts, my research uncovered 1,283,198
associated contracts linked to 91 DCWs, responsible for 2,638,752 ETH ($2,089,504,682)
in illicit profits. More alarmingly, CoCo traces the fraudulent activities back to September
2017. In response, I am closely collaborating with Etherscan and the FBI to combat the

fraud identified in my study.

4.1 Introduction

Smart contracts have been exploited to orchestrate fraudulent activities, resulting in financial
losses [181], [182]. In this scenario, the criminals use their crypto wallets, referred to as
Deceptive Creator Wallets (DCWs), to deploy fraud smart contracts. The criminals then
lure victims with false promises, leading them to transfer funds to these contracts, which
then illicitly divert the victims’ assets to criminal-designated recipients. The irreversible

and anonymous nature of the blockchain makes it impossible to reverse the transactions or
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to identify these criminals. To mitigate this, the industry flags fraud contracts as warnings
to users, as illustrated in Figure 4.1 on Etherscan [183]. In fact, several works have been
proposed to automate fraud contract reporting [184], [185], [186], [187], [188], [189], [190],
[191], [192], [193], [194], [195], [196], [197], [198]. Unfortunately, current mitigation
efforts focus on individual contracts, overlooking the DCW orchestrating the fraud.

Compounding the issue is the low cost of smart contract deployment, as DCWs can
continuously deploy new fraud contracts to avoid detection. Additionally, the blockchain not
only enables wallets to deploy contracts but also allows contracts to deploy others, giving
DCWs a fast-track method for fraud contract creation through continuous invocation. DCWs
use this to conceal the recipients of fraud contracts by dynamically resolving on-chain data.
This approach leads to the quick deployment of complex, interconnected fraud networks,
where these associated contracts exhibit various capabilities, including asset transfer and
new contract deployment.

Imagine this forensic scenario: FBI agents receive a report concerning a contract
suspected of being involved in fraudulent activities. Ideally, FBI agents would go beyond
merely mitigating the reported fraud contract; they would proactively delve into
investigating the DCW orchestrating these activities to collect critical evidence. This effort
aligns with the principles of the Uniform Electronic Transactions Act (UETA) [199] and
National Commerce Act (E-Sign Act) [200], which recognizes the importance of electronic
agents (DCW in this paper) in the initiation, execution, and management of electronic
contracts. Motivated by the UETA and E-Sign Act, this evidence should encompass: @)
The associated contracts from the same DCW along with their recipients. This evidence
reflects the concept of managing electronic contracts, as defined by the UETA and E-Sign
Act. @ The provenance of dynamically resolved recipients, related to the act of initiating
electronic contracts as delineated in the UETA and E-Sign Act. @) The attribution of
capabilities to the contracts. This evidence is motivated by the act of executing electronic

contracts, as highlighted in the UETA and E-Sign Act. FBI agents could then submit
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collected evidence to the court. Upon authorization, FBI agents could utilize Evidence @) to
flag additional accounts (i.e., wallets, contracts) on the blockchain and freeze assets [201],
effectively disrupting the fraudulent activities. Additionally, Evidence @) sheds light on the
origins of dynamically resolved recipients, providing agents with indicators of early
recipient changes and enabling more proactive mitigation. Finally, the analysis of contract
capabilities in Evidence @) uncovers targeted mitigation strategies for specific capabilities

(e.g., monitoring contracts designating fraud contract recipients).

& Contract

0x70305B080eFc49eB5DFb9bdA78Aea516c398f804

Warning! There are reports that this address was X
used in a Phishing scam. Please exercise caution
when interacting with this address.

@ Fake_Phishing750 = Phish / Hack w  More «

Figure 4.1: Flagged fraud contract.

Traditionally, FBI agents would acquire such evidence by relying on explicit clues, the
historical transactions. In fact, prior research [184], [185] leveraged these explicit clues to
identify fraud contracts. However, these contracts are just the starting point for forensic
analysis. A smart contract can execute various transactions depending on different
conditions. Consequently, the FBI agents quickly discover that a forensic approach that
focuses strictly on explicit clues might cause investigators to omit evidence from
yet-to-be-executed transactions, thereby halting the investigation until the relevant
transactions occur.

From a different perspective, contract transactions on the blockchain are direct results of
their implementations. Therefore, I shifted my focus to how a smart contract’s

implementation could reveal implicit clues of fraudulent activities orchestrated by the DCW,
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such as (1) future transactions that the DCW’s contract is programmed to execute, (2) the
origin of the recipients used by the DCW’s contract, and (3) the capabilities with which the
contract is equipped. In fact, several works have been proposed [202], [203], [204], [205],
[206], [207], [208] to perform program analysis on smart contracts. However, these
techniques target vulnerability detection in benign contracts. The significant distinction
between identifying vulnerabilities and discerning fraud capabilities means that these
methods are not readily adaptable to extract forensic clues from fraud contracts and the
DCW operating behind the scenes.

Drawing inspiration from real-world forensic investigations that gather evidence from
various clues at crime scenes, | propose combining explicit clues with advanced program
analysis of fraud contracts for enhanced forensic analysis. Based on this insight, I developed
CoCo!, a post-detection forensics pipeline enabling FBI agents to extract three key pieces
of evidence of the DCW. Given one fraud contract, CoCo first uses Associated Contracts
Recovery (§4.3.1) to pinpoint associated contracts by utilizing explicit clues. This process
mirrors the method of unraveling a criminal network, starting from one identified suspect
and extending to the ringleader, additional suspects, and the middleman orchestrating the
recruitment. Next, CoCo conducts symbolic analysis on each contract deployed by the DCW
(§28), identifying all potential recipients without depending on historical transactions. This
step is comparable to identifying all possible contacts of the suspects, even those yet to
engage in criminal activity. CoCo then combines explicit and implicit clues in Recipient
Provenance Investigation (§4.3.2) to uncover the origin of dynamically resolved recipients.
This resembles discovering the middleman’s hidden list of recruits, enabling authorities
to detect future suspect recruitment early. Finally, CoCo applies Capability Attribution
Analysis (§4.3.3) to assign specific capabilities to each contract deployed by the DCW,
similar to a detective deducing the role each suspect plays in a criminal network to tailor

countermeasures for each role.

1CoCo: ForensiCs on CreatOr Wallet Behind Smart COntract Fraud
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Deploying CoCo on 157 confirmed fraud contracts, my work identified 1,283,198
associated contracts across 91 DCWs, making a total of 2,638,752 ETH ($2,089,504,682)
illicit profit. More alarmingly, CoCo’s analysis tracked the fraudulent activities back to
September 2017. I am closely collaborating with Etherscan [183] and the FBI [209] (§C.2)
to mitigate the fraud uncovered by my study. Lastly, I have made CoCo available at

https://github.com/CyFI-Lab-Public/COCO.

4.2 Motivation

Accounts (i.e., wallets and contracts) on Ethereum are identified by 40-character hexadecimal
strings, known as addresses. Similarly, transactions on Ethereum can be identified by
64-character hexadecimal strings, commonly referred to as transaction hashes. To enhance
the readability of this paper, I have used abbreviations of the last six characters of the
addresses and transaction hashes with the prefixes W- for wallet, C- for contract, and T-
for transaction. For example, the fraud contract shown in Figure 4.2a can be identified by
address, 0x70305b080efc49eb5dfb9bda78aea516c3 98£804 . In this paper, I will refer
to it as C- 98£804 . For the full addresses and transaction hashes used throughout this paper,

readers are directed to Table C.1 in §C.3.

4.2.1 Background

Smart Contract. A smart contract is a self-executing program operating on a blockchain,
set to action when specific predefined conditions are satisfied. The execution of a smart
contract comprises three core components: (1) the contract’s bytecode, which contains the
compiled instructions of the smart contract code, (2) an execution context, which includes
the Program Counter (PC), available gas, stack, and memory, These components manage the
execution flow and intermediate computations during the execution of a smart contract, (3)
a persistent storage mechanism specific to each smart contract, providing a mapping from

256-bit words to corresponding 256-bit words. This storage is utilized by smart contracts to
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preserve the state across transactions.

Transaction & Trace. A transaction represents an action initiated by an external account
(i.e., a user’s wallet) that interacts with the blockchain. Transactions can encompass various
actions, such as transferring ETH, interacting with a smart contract, or even deploying a
new contract. Traces, on the other hand, provide step-by-step execution logs that detail
all the internal calls and state changes triggered by a transaction. For example, consider
a transaction in which a user sends ETH to a smart contract, which then distributes this
ETH to other addresses based on its logic. The transaction itself records the user’s action of
sending ETH to the contract. However, the trace of this transaction would reveal the detailed
sequence of events inside the contract, such as the contract calling its internal functions to

distribute ETH to other addresses.

Event Logs. Event logs are small data amounts on the blockchain that utilize five opcodes
(LOGO to LOG4) for log emission. Each log can include up to four 32-byte topics and a data
section. The topics typically describe the event, often incorporating the event signature—a
Keccak-256 [210] hash of the event name along with its parameter types. This allows
for targeted searches, such as identifying logs for specific events or addresses. The data
section complements the topics by providing non-searchable additional information. It can
contain more complex details, like arrays or strings, making the logs both comprehensive
and flexible. Consider an event like event Event(address indexed from, address
to). For this event, the first topic is derived using a Keccak-256 hash on the event signature
Event (address,address). The second topic is the indexed from address. Since the to

parameter is not indexed, its value is stored in the log’s data section.

4.2.2 Preliminary Forensics Investigation

To illustrate the method of deriving the three pieces of evidence, I devised a hypothetical

forensic investigation scenario modeled on a real-world case. FBI agents received
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Crypterium
YVe also want to give you. guys free (_:oins as ;elfdrop you can get Crypterium
instantly before we distribute our airdop coins. .

@crypterium
Send any amount of ETH from this list to our sales address: . . . .
0x70305B080eFc49e B5DFbObdA78Aea516¢398f804 Please keep in mind that Crypterium is not

having an airdrop.
This is not the Crypterium's offer, it's just a
scam.

Please only send once we are
limiting this offer once to each member.

0.005 ETH to get 1,500 CRPT
0.01 ETH to get 2,000 CRPT
0.05 ETH to get 3,000 CRPT Don't go to the following sites (links are

0,3 ETH 1o 2263000 CRET edited to prevent accidental following):

1 ETH to get 10,000 CRPT . .
@Crypteriumairdropbot
https://coinmarketcap.com/currencies/crypterium/ t.me/Crypteri umCRPT

Coinmarketcap
Crypterium (CRPT) price, charts, market cap, (: :’ 4:05 PM - Apr 2,2018

and other metrics | CoinMarketCap

Get Crypterium price, charts, and other \/.
cryptocurrency info Q 1 177 @ 30 m .1,
(a) Fraud message on Telegram. (b) Confirmation on X.com.

Figure 4.2: Fraud contract in the real world.

information from an individual who reported being defrauded by a deceptive message on
Telegram [14]. As shown in Figure 4.2a, the DCW propagated a deceptive message
impersonating Crypterium [211], a blockchain startup. In this message, the DCW promised
a giveaway, conditional upon interactions with the contract identified by C-98£804. Upon
delving deeper, the agents uncovered several similar fraudulent messages disseminated
across various platforms, as listed in Figure C.1 and Figure C.2 in §C.1. To ascertain the
fraudulent nature of this contract, the agents located a confirmation from Crypterium on
X.com [12], as evidenced in Figure 4.2b.

At this juncture, the agent possessed only the confirmed fraud contract address,
C-98£804. To proceed with legal action, the agents required three pieces of evidence, as
outlined in §4.1, which would be necessary to present in court. This would support more
proactive mitigation strategies, such as flagging more fraud contracts or freezing the

associated wallets or contracts (as was previously done by the FBI [201], [212]).
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Associated Contracts & Recipients. Extracting Evidence @ consists of two steps:
first, identifying the associated contracts and, second, pinpointing their recipients. My
approach begins by leveraging the transparent nature of the blockchain to reveal associated
contracts. Specifically, my investigation started with an analysis of transactions fo C-98£804,
leading me to transaction T-8bbae5, which deployed the contract. The sender information
embedded in this transaction reveals the DCW as W-521058. Tracing back from this
transaction, I further explored other contracts deployed by W-521058 directly, amounting
to 395,685 contracts in total. Subsequent examination of transactions from these contracts
unveiled a total of 251,087 contracts with historical transactions to the same recipient —
W-763bcO.

Another problem that emerged during this process is that 144,597 (36.5%) contracts
show no historical transactions. Sole reliance on explicit clues cannot reveal the recipients
of these contracts. Instead, I turned my attention to the first implicit clue: The contract’s
implementation could reveal future transactions that the contracts is programmed to execute.
Despite their diverse logic, fraud contracts still need to employ CALL opcode for ETH
transfers. A detailed analysis of the CALL callsites within these contracts revealed that
all 144,597 contracts possess the capability to transfer victim ETH to a single recipient,
W-763bcO. As shown on Row 3 of Table 4.1, this led to the generation of Evidence @),
showing that there are 395,684 associated contracts capable of redirecting victim assets
to the recipient wallet W-763bc0. Notably, one contract deployed by W-521058 remains

unattributed. The subsequent sections introduce the methods to dissect this singular contract.

Masquerading As Inactive. The previous analysis of W-521058 shows that a constant
fraud contract deployment ranged from October 2017 to January 2021. At first glance, FBI
agents might conclude that the DCW ceased the fraud after January 2021 due to a halt in
deploying new fraud contracts. However, they soon realized that 98.4% of transactions

initiated by W-521058 after that invoked C-48d304.
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Table 4.1: Recovered Evidence From COCO’s Forensics Investigation.

Fraud Contract C-98£804
Creator W-521058
Evidence @ Associated Contracts:

Direct: 395,685 (™ 11)
Indirect: 65,330 (™ 0)
Recipients: W-763bc0®

Evidence @ C-48d304 — Storage — Contract

Evidence 9 attry: Forced Transfer (395,684)
attry: Contract Self-Replication (1)
attrs: Fraud Event Logging (395,684)
attry: Recipient Resolution (65,330)

Fraud Impact Victim: 232,011
ETH: 1,240,355

™. Number of contracts flagged on Etherscan [183].

This motivated me to switch my focus to contract C-48d304. My analysis of the
implementation showed that C-48d304 uses opcode CREATE2 to deploy new contracts
activated upon its invocation. To make things worse, the DCW used C-48d304 to indirectly
deploy new contracts, which were designed to transfer victim assets. This led to the discovery
of an additional 65,330 associated contracts, as detailed on Row 3 of Table 4.1, significantly
expanding the scope of the investigation.

Given the newly discovered associated contracts deployed indirectly by the DCW, FBI
agents now need to know whether these contracts share the same recipients as before.
Surprisingly, FBI agents quickly realized that they could not extract recipient addresses as
before by examining the address passed to the CALL opcode because the contracts
dynamically resolved the recipients. This brought me to the second implicit clue: In-depth
program analysis on the contract could reveal the origin of dynamically resolved recipients.
Equipped with this implicit clue, I discovered that the newly identified contracts retrieve
values from their storage, which are then passed as recipient addresses to the CALL opcode.
Recognizing that these indirectly deployed contracts use storage to determine recipients, the

key question became: Who defines this storage? To answer this question, I delve deeper into
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the contract deployment chain (i.e., W-521058 — C-48d304 — Child_Contracts). It
turned out that the parent contract C-48d304 defines the storage of the child contracts
during the deployment process. Interestingly, the recipient address set by the parent contract
points to the same recipient: W-763bc0. By performing the provenance analysis on the
contract deployment chain, I generated Evidence @), as shown on Row 4 of Table 4.1. The
reconstructed provenance of the fraud contract deployment chain reveals that 65,330
contracts lack hardcoded recipients. Instead, these contracts determine the recipient

dynamically via their own storage parameters, as defined by the parent contract C-48d304.

Capabilities Attribution. Evidence @) and Evidence @ present a good opportunity for
the agents to flag the accounts mentioned therein, serving as a reactive strategy to mitigate
the ongoing fraudulent activities. However, due to the immutable nature of the blockchain,
completely eliminating the DCW from the system is almost impossible. Therefore, it
becomes equally crucial for FBI agents to implement proactive strategies aimed at
preventing future fraudulent activities. This led to my last implicit clue: In-detailed
program analysis could identify the capabilities of contracts, which can then be mapped to
corresponding proactive mitigation strategies. Specifically, as shown on Row 5 of Table 4.1,
I found a total of four different capabilities presented in the associated contracts, as
Evidence €). My discovery of a hardcoded recipient in CALL led to the identification of the
Forced Transfer capability group, prompting a reactive strategy to flag these accounts and
their recipients. Additionally, the detection of CREATE2 opcode usage for deploying
asset-transferring contracts highlighted the Contract Self-Replication capability group,
enabling FBI agents to proactively flag future deployed contracts. Furthermore, I pinpointed
395,684 contracts with the Fraud Event Logging capability, using the LOG opcode to
generate blockchain event logs. Given the indexability of the event logs, FBI agents can
actively monitor these logs for early detection of fraudulent activities.

With Evidence @), Evidence @), and Evidence @ generated, I further evaluated
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the effectiveness of current mitigation efforts. Alarmingly, as indicated by ™ on Row 3
of Table 4.1, only 11 out of 461,015 associated contracts are flagged on Etherscan [183].
Compounding this issue, I analyzed historical transactions fo these contracts, assessing the
impact of fraud activities by W-521058. This led to the discovery of 232,011 unique victim
addresses and an illicit profit of 1,240,355 ETH. These findings highlight the urgent need
for forensic analysis focused on DCWs, and I am collaborating closely with Etherscan [183]

and FBI [209] to mitigate the fraud.

Investigators With CoCo. Upon receiving a fraud smart contract report, FBI agents input
the fraud smart contract address into CoCo for forensic analysis. After CoCo’s analysis,
FBI agents acquire the three pieces of evidence discussed. FBI agents can then submit
this evidence to the court and relate each piece of evidence to the UETA [199] and E-Sign
Act [200], as demonstrated in §4.1. FBI agents could utilize Evidence 0 to flag additional
accounts involved in the fraudulent activities. Evidence @) provides FBI agents with the
ability to detect and mark the new recipients designated by scammers to gather illicit profits
even before these recipients become actively involved. With Evidence @), FBI agents can

take appropriate mitigation actions, as detailed in §4.3.3.

4.3 Design

CoCo equips FBI agents with the techniques to investigate the DCW orchestrating the
fraudulent activities using smart contracts. Starting with a fraud contract, CoCo generates
Evidence @) by uncovering the associated contracts from the same DCW along with the
recipients they could interact with (§4.3.1). Subsequently, CoCo conducts a recipient
provenance analysis on dynamically resolved recipients to produce Evidence @ (§4.3.2).
Lastly, CoCo performs Capability Attribution Analysis to identify and attribute capabilities

to associated contracts, establishing Evidence @).
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4.3.1 Associated Contracts Recovery

Evidence @ could help FBI agents freeze the assets and flag associated contracts and
recipients beyond the confirmed fraud contract. To derive Evidence @), CoCo conducts

Associated Contracts Investigation and Recipients Forensic Investigation.

Associated Contracts Investigation

Given a reported fraud contract or, CoCo begins by extracting all historical transactions
directed fo this contract, represented as 7 = {t1, t, ..., t,, }. For instance, when considering
the fraud contract C-98£804 detailed in §4.2.2, CoCo records a total of 455 transactions
directed to it. Naive FBI agents might assume the first transaction tzn, to be the creation
transaction. Unfortunately, as seen in real-world situations [213] and in §4.4.2, there are
instances where victims transact with a fraud contract even before its deployment, rendering
the first transaction an unreliable indicator. To address this, CoCo traverses through 7
and identifies the transaction that creates the fraud contract, called a creation transaction,
denoted as txn.,.. For the contract C-98£804, CoCo identifies txn.. = T-8bbae5. This
identified creation transaction acts as an explicit clue, offering FBI agents a crucial lead to
determine the sender of the transaction as DCW’s wallet, denoted as w. Ideally, the agents
would then monitor all transactions initiated by the w and categorize associated contracts as
{tmtoltm € T Atp.type == CreateContract}.

Unfortunately, as highlighted in §4.2.1, W-521058 deployed 65,330 fraud contracts
indirectly by invoking contract C-48d304. Since those transactions are a simple contract
call, tracking only contract creation transactions initiated by the DCW easily could produce
inaccurate Evidence@ This nuance underscores the importance for FBI agents to discern the
deployment chain. To overcome this challenge, CoCo utilizes the traces of each transaction.
This solution is built upon an observation: If an invoked contract deploys a new contract
during a transaction, this action will be recorded in the transaction’s traces, as it forms part

of the subsequent activities of the invoked contract. Armed with txn.,., CoCo deploys the
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Algorithm 4: Identify Associated Contracts

Input: DCW w
Output: Associated Contracts Set C
1 C+ o
2 Function GenerateTxnGraph (tzn)
G« @,
// Iterate over traces in txn to build graph
for trace € txn do
from « trace.from
to < trace.to
edge < trace.type
G.add_edge(from,to, edge = edge)
end
10 return G
11 end
// Extract all transactions From w
12 T, < GetAllTxnFrom(w);
// Generate contract deployment graph O0f w

13 G+ |J GenerateTxnGraph(txn;)
Vtxn, €Ty,

// Update C with contracts deployed directly

14 C « {edge.toledge € G A edge.type == CreateContract}
// Identify contracts deployed indirectly

15 for s; € C do

w

L -JE- N - 7

16 T, < GetAllTxnFrom(s;);
17 for trace € GenerateTxnGraph(tan € T,) do
// Handle different trace type
18 switch trace.type do
// If deploy other contracts

19 case CreateContract do

// Extract deployed contract
20 8; < trace.to

// Get all transactions initiated by the deployed contract
21 T,, <+ GetAllTxnFrom(s;)

// Track contract recursively
22 GU |J GenerateTxnGraph(tzn)

VtwneTsj

23 C+CUs;
24 end
25 end
26 end
27 end
28 return C

methodology presented in Algorithm 4. As shown on Line 4 of Algorithm 4, for a given
transaction, CoCo navigates through traces in that invocation to craft the graph G = (N, £).
Here, each node n € N\ presents an account, and every edge e € £ presents a trace, which

could be subsequent behaviors (e.g., contract invocation, contract creation). By tracking the
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trace with type CreateContract, CoCo is able to identify the contracts deployed indirectly.

Given the ability to identify contracts deployed both directly and indirectly from
transactions, CoCo now can identify associated contracts by performing forensic analysis
on the DCW’s wallet w. Specifically, CoCo starts by tracking all transactions initiated by w
(shown on Line 12 of Algorithm 4), designated as 7T;,. Then, for each transaction tzn; € T,,,
CoCo uses GenerateTxnGraph introduced on Line 2 in Algorithm 4 to distill the internal
trace graph, subsequently consolidating them to form the transaction graph G for wallet w.
Essentially, G encapsulates the transaction used by w to deploy contracts directly and the
invocation of the contract. To delve deeper into this chain and disclose the contracts
spawned by it, as shown on Line 17 of Algorithm 4, CoCo gathers traces initiated by each
contract s;, termed 7Ty,. If a trace results in CreateContract (shown on Line 19
of Algorithm 4), CoCo first updates G with the transactions from this newly deployed

contract recursively and then incorporates the deployment result into associated contracts.

Recipient Investigation

Assembly Stack (before and after) Comment

0x08: ADDRESS ‘ ) ‘ ‘ this.addr ‘ Address of the executing contract

0x1f: BALANCE  this.balanceB | gﬁ;ﬁii?ggzggddm“’ return

6;;25; GT Whether the current balance

is bigger than 0

Pt | o TUMPI 0x30 B>0 | | @ | Jump to 0x30 if B is bigger than 0
0x2c: PUSHI 0x0 | © Joxo Push 0 on stack

s 0x31: PUSH20 addr | @ | adar Push addr on stack
0x77: CALL | gas [addr| B[ ... [ success | Extracts addr as recipient

from stack

Figure 4.3: Recipient investigation of C-98£804.

The only missing piece of Evidence @) now is the recipients, along with the associated

contracts identified. This identification enables FBI agents to flag accounts and freeze
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ETH assets more proactively. However, as illustrated in §4.2.2, my initial investigation
indicates that 36.5% of the fraudulent contracts deployed by W-521058 lack any historical
transactions. Relying solely on, or waiting for, these explicit clues (i.e., transactions) could
significantly hinder the progress of the investigation.

To overcome this challenge, CoCo conducts a transaction-agnostic symbolic analysis
on each associated contract. Specifically, CoCo designates the input space I, storage space
S, and account balance B as symbolic. This symbolic designation allows CoCo to conduct
a multi-path exploration based on the contract’s logic. Figure 4.3 shows a segment of the
opcode in fraud contract C-98£804, as discussed in §4.2.2. As shown at address 0x1f
in Figure 4.3, when CoCo symbolically executes BALANCE opcode to retrieve the balance
of the contract, CoCo marks the returned value as symbolic. Subsequently, this symbolic
value is used by the GT opcode shown at address 0x25 to assess whether the balance exceeds
0. Upon reaching the JUMPI opcode at address 0x2b in Figure 4.3, which performs a
conditional jump based on the preceding comparison, CoCo forks the execution state into
two paths. One path, Path, in Figure 4.3, operates under the condition B > 0, while the
other, Paths in Figure 4.3, assumes B < 0, allowing CoCo to explore behaviors in both
contexts. As depicted at address 0x31 in Figure 4.3, the fraud contract deploys PUSH20
opcode to push an address addr onto the stack. However, the specific purpose of addr
remains unclear to CoCo. Subsequently, when the CALL opcode is invoked at address
0x77 of Figure 4.3, CoCo retrieves the address addr from the stack, indicating its use as
a recipient address. Notably, the smart contract permits the invocation of code from other
contracts via DELEGATECALL or CALLCODE. In fraud contracts, such delegation can obscure
potential transaction logic in other contracts. To uncover all possible recipients used by the
contract, CoCo recursively delves into contracts invoked with DELEGATECALL or CALLCODE,
inheriting constraints from the caller contract. This transaction-agnostic analytical method
equips FBI agents with the capabilities to analyze associated contracts and pinpoint potential

recipients, independent of historical transaction data.
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4.3.2 Recipient Provenance Analysis

Following the derivation of Evidence @), a subsequent challenge arises in that not all
contracts employ hardcoded recipients; many use dynamic resolution. As CoCo tracks
recipients from the stack during multi-path exploration (§28), dynamically resolved
recipients present a challenge, lacking hardcoded addresses on the stack. This situation
motivates Evidence 9, which focuses on the recipient’s provenance, including both the
resolution logic and the recipient’s origin. With Evidence 9 FBI agents gain the ability to
flag accounts that define recipients and monitor recipient changes at upstream, enabling
proactive mitigation of fraudulent activities. CoCo employs In Contract Resolution Analysis
and Cross Contract Resolution Analysis to ascertain the provenance of dynamically

resolved recipients.

In Contract Resolution Analysis. CoCo determines dynamical resolution when the
recipient, identified in Recipient Investigation (§28), corresponds to a symbolic value recps.
Then, CoCo conducts a backward slice on recp, to identify the origin of recps. For instance,
in analyzing the fraud contract deployed by C-48d304 (§4.2.2), CoCo uncovers that the
recipient on the stack is a symbolic value. When CoCo performs backward slice on recps, it
traces back to opcode AND at address 0x4d, indicating recpy is from a logical AND operation.
Moving further back, CoCo encounters another AND operation at address x37. Continuing
this trace, CoCo reaches an opcode DIV at address 0x21. This division operation implies
that recp, is dependent on a division calculation. The backward slice eventually leads CoCo
to address Ox1a with a SLOAD operation. At that moment, CoCo proves that recp;, originates
from the contract’s storage. By examining the parameter passed to SLOAD, a constant 0x00,

CoCo concludes that the recipient address is located in storage location S[0].

Cross Contract Resolution Analysis. The previous analysis reveals only where the fraud

contract loads the recipient from. However, there is no evidence of which account defines
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the recipient address (i.e., the value stored in S[0]). To address this and draw a full picture
of Evidence @, CoCo conducts Cross Contract Resolution Analysis. Notably, smart
contracts rely on the CREATE or CREATE2 opcodes to deploy other contracts. Executing
these opcodes results in a contract deployment transaction, and eventually, both opcodes
need init code as input. Motivated by this, once CoCo determines the in-contract origin
of a dynamically resolved recipient, such as S[0], it identifies the contract’s deployment
transaction (as discussed in §4.3.1). From this transaction, CoCo extracts the init code
used in the contract’s creation. It then conducts symbolic analysis on this init code to track
changes to the in-contract recipient origin. For instance, in the case of associated contract
C-99bcb3, CoCo pinpoints its deployment transaction with hash T-d9d53e, initiated by
W-521058 via invoking C-48d304. By analyzing the direct creator contract, CoCo extracts
the init code from the parameter passed to CREATE2. Subsequent symbolic analysis on this
init code reveals the use of SSTORE opcode, pointing to key 0 and assigning a hardcoded
address as a value. Consequently, CoCo attributes the parent contract as the origin of the

recipient.

4.3.3 Capability Attribution Analysis

Evidence 9 attributes specific capabilities to contracts associated with a confirmed fraud.
These capabilities guide FBI agents in implementing corresponding mitigation strategies
for ongoing and future fraud prevention. CoCo uses symbolic data, introduced in §28,
effectively highlighting the information flow to track the capabilities of associated contracts.
An example in §4.3.2 demonstrates this: When CoCo detects symbolic data propagation from
SLOAD to the recipient in a CALL opcode, it’s interpreted as Dynamic Recipient Resolution,
triggering the M onitor mitigation strategy. The 10 capabilities identified by CoCo, along
with semantic models and mitigation strategies, are outlined in Table 4.2. As seen on
Column 4 of Table 4.2, CoCo proposes three different mitigation strategies. The function

F(0) represents flagging and freezing the account denoted by 6. S(f) means scanning
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the blockchain for contracts sharing the same code as 6 if 6 is a contract address, or for
identical data to 6 if 6 represents raw byte content. M/ (6) indicates monitoring the account
specified by 6. Notably, CoCo’s approach to symbolic analysis, independent of semantic

model knowledge, requires only a one-time effort and offers ease of extension.

1. Forced Transfer. When the opcode is CALL and the first element on the stack is
not symbolic (hardcoded) and the second element is greater than zero, this indicates a
Forced Transfer. This capability involves transferring ETH to a hardcoded recipient address,
suggesting a transfer to a specific address. Identifying and reporting these hardcoded

recipients allows FBI agents to proactively flag and freeze the extracted recipient accounts.

2. User-Defined Transfer. This occurs when the CALL opcode is used with a symbolic
recipient, which is specified by the user. The recipient address is usually derived from user
input, typically through CALLDATA or MLOAD. Reporting this capability allows FBI agents to

proactively flag the recipients specified in the user transaction.

3. Dynamical Recipient Resolution. In this scenario, the CALL opcode uses a symbolic
first stack element where the recipient address is dynamically determined. This is identified
when the first stack element depends on the return of SLOAD. This dynamic resolution allows
the DCW to alter the recipient address. Reporting this capability allows FBI agents not only
to flag the current recipient address, but also to monitor the location where the contract load

recipient address, in order to detect a change in the recipient’s address before fraud occurs.

4. Address Allocation. The SSTORE opcode, coupled with a non-symbolic first stack
element that is an address of an account, indicates Address Allocation capability. Here, a
specific address is hardcoded into storage and subsequently used in transaction operations,
which can be identified if SLOAD with a particular key equals the non-symoblic data identified

previously and is followed by CALL or CALLDATA operations. Reporting this allows FBI
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agents to proactively flag the account and monitor the transactions of this contract since it

could update the address.

S. Contract Self-Replication. This capability is identified when either the CREATE or
CREATEZ2 opcode is used with a non-symbolic first element on the stack. It indicates Contract
Self-Replication, where a contract replicates itself using a predefined template. This is often

used in fraudulent activities to propagate fraud contracts.

6. Dynamic Contract Deployment. Identified by the use of CREATE or CREATE2 opcodes
with a symbolic first element on the stack, this capability suggests Dynamic Contract
Deployment. It is marked by the dynamic deployment of new contracts, which can vary in

nature and functionality based on the input or state, allowing for varied fraudulent activities.

7. Predefined Contract Redirection. This occurs when either the DELEGATECALL or
CALLCODE opcode is used with a non-symbolic first element on the stack. It indicates a
redirection of execution to another contract with a hardcoded address, typically for executing

specific fraudulent actions predefined in the target contract.

8. Dynamic Execution Delegation. Identified by the use of DELEGATECALL or CALLCODE
opcodes with a symbolic first element on the stack, this capability suggests the delegation of
execution to different contracts based on dynamic conditions or inputs. It allows a contract

to adapt its execution and fraud strategy based on real-time data or states.

9. Address Forwarding Strategy. This is observed when the SSTORE opcode is used
with a non-symbolic second element on the stack that points to an account, and a key exists
such that SLOAD with this key equals the value previously stored, The loaded value would
be passed to DELEGATECALL or CALLCODE. It indicates a strategic storing of an address for

subsequent use in delegation operations, implying a planned redirection of execution.
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10. Fraud Event Logging. This is observed when CoCo encounters the LOGX opcode (X
€ [0, 4]), which is used to log events. This capability suggests that the contract logs event
that could be used to track the contract’s activities and identify fraudulent transactions.
CoCo is now equipped with the technique to produce Evidence @) by attributing
capabilities to each associated contract and proposing corresponding mitigation strategies.

This categorization enables FBI agents to implement bulk mitigation actions effectively.

4.4 Case Studies

4.4.1 Case Study 1: Contracts Shared By DCWs

Deploying CoCo on the dataset surprisingly revealed contract reuse across different DCWs.
Specifically, CoCo identified a total of three different bytecodes used by seven DCWs
involving 16 contracts. The FBI agents may incorrectly assume that contracts sharing the
same bytecode would execute the same transactions. This assumption would be valid if
these contracts shared the Forced Transfer capability, which means that hardcoded recipients
are in the code. Interestingly, CoCo reported that these 16 contracts are all equipped with the
Dynamic Recipient Resolution capability. For example, CoCo observed that the contracts
could execute SLOAD to load an address from the sixth storage slot. Then, the loaded result
would be utilized as the recipient in the fraudulent transactions. By performing Recipient
Provenance Analysis, as detailed in §4.3.2, CoCo discovered that the sixth storage slot
consistently hosted the address of the creator. Consequently, even though these 16 contracts

share three unique bytecodes, they still engaged in different transactions.

4.4.2 Case Study 2: Abuse Of CREATE2

Beyond merely scrutinizing the overarching fraudulent activities orchestrated by DCWs,
deploying CoCo also enables a detailed examination of their technical evolution. During
the analysis of W-521058, who has collected around 1,250,355 of illicit ETH profit, CoCo

observed an evolution from manual fraud contract deployment to an automated fraud
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contract deployment given C-48d304 with Contract Self-Replication. Compounding this
issue, during the analysis of C-48d304, CoCo discovered that instead of using the CREATE
opcode, the DCW employed CREATE2. The CREATE opcode computes the address of
the deployed contract using Keccak256 [210] on sender and nonce where sender is the
address of the sender and nonce represents the number of transactions originating from
the sender’s address. Although CREATE’s functionality is deterministic, predicting the
address of the deployed contract remains a challenge since it relies on the on-chain data,
nonce. In contrast, instead of using nonce, the CREATE2 opcode facilitates the creation of
contracts with a deterministic address by using salt, which could be arbitrarily defined in the
transaction. This feature allows DCWs to predict the address of the yet-to-be-deployed fraud
contract without even accessing the blockchain. Consequently, DCWs could lure victims
into transacting with a ‘non-existent’ fraud contract [213]. At such a juncture, discerning the
malicious nature of the contract becomes exceedingly challenging for the victims, as it is yet
to be deployed. To substantiate this hypothesis, I observed that all 65,530 fraud contracts

had victim transactions that occurred prior to the actual deployment of the fraud contract.

4.5 Evaluation

In this section, I demonstrate the effectiveness of CoCo in uncovering the impact of DCWs.
I obtained contracts marked as fraudulent from Etherscan [183]. To avoid false positives
and potential overclaiming, I manually verified each marked contract by checking for either
public reports or reported victims in Etherscan’s comment section. This resulted in 157
flagged contracts. I utilized an open-source project [214] that pulled the Etherscan labeled

data.

4.5.1 Post Deployment Dataset Highlights

Deploying CoCo on my dataset revealed an unnerving trend in fraudulent activities

perpetrated through smart contracts. Given 157 flagged smart contracts on Etherscan [183],
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CoCo uncovered a total of 1,283,198 associated contracts from 91 DCWs behind these
contracts. The distribution of these associated contracts is presented in Figure 4.4.
Furthermore, as highlighted under Profit (ETH) in Figure 4.4, CoCo assessed the impact of
these fraudulent activities by calculating the ETH equivalent of the illicit profits stolen by
DCWs. Specifically, CoCo determined that DCWs amassed a total of 2,638,752 ETH in
illicit profits, averaging 2.06 ETH per contract. Interestingly, Figure 4.4 also reveals a
strong correlation between the number of associated contracts and the profits accruing to
DCWs. This suggests that rather than relying on a small number of contracts, DCWs are
more inclined to distribute risk across various fraud contracts. The tactics of DCWs reflect

the effectiveness of current mitigation strategies, such as flagging, in influencing DCWs’

operations.
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Figure 4.4: Distribution of associated contracts and illicit ETH profits across DCWs.

4.5.2 Impact Of DCW

Table 4.3 presents the top 10 DCWs with the highest fraud profit identified by CoCo. Column
1 shows the abbreviation of each DCW. Columns 2 and 3 show the start and end dates of
each DCW’s fraudulent activities, respectively. Column 4 details the number of fraudulent
transactions associated with each DCW outlined in Column 1, arranged temporally. Column

5 indicates the aggregate quantity of ETH illicitly appropriated by each DCW. Considering
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that the objective of the DCW is to generate real-world currency profits, CoCo converts
the stolen ETH into USD based on the exchange rate at the time of each transaction; this
converted amount is reflected in Column 6. Beyond assessing the economic impact to
indicate the extent of the fraudulent activities, FBI agents should also consider the severity
the fraud based on the number of affected individuals. In support of this, CoCo identifies
the associated contracts and their corresponding transactions, subsequently determining
the origin of each transaction. Such origins are used as the estimation of victim accounts.
Columns 7 through 9 show the minimum, maximum, and average number of distinct victims
engaged with the DCW detailed in Column 1 on a daily basis. Column 10 provides a
total victim count. To underscore the significance of CoCo, I compared the efficacy in
victim identification by FBI agents solely from reported fraud contracts against the enhanced
forensics capabilities equipped by using CoCo.

Table 4.3 provides insight into the operations of fraudulent activities conducted via smart
contracts. Column 2 reveals that, out of 10 contracts analyzed by CoCo, the inception of
such fraudulent activities dates back five years to September 2017, which is only two years
subsequent to Ethereum’s introduction [215]. This highlights the long-standing presence
of fraudulent undertakings within the Ethereum network. It was anticipated that this
prolonged history of fraudulent acts would have garnered the attention of law enforcement
and government agencies, prompting them to initiate countermeasures. Unfortunately, when
I examine Column 3 of Table 4.3, it is apparent that four out of 10 DCWs (40.00%) remain
active up to the date of this study (shown as Jun 2023 in Column 3 of Table 4.3). For
example, Row 1 of Table 4.3 illustrates that the fraud led by W-521058 has persisted for
five years. Considering the observed efforts by government agencies (e.g., the FBI) to
combat general cryptocurrency fraud [201], it is clear that the stealth and complexity of
smart-contract-based fraud have outpaced the investigative capabilities of legal authorities.

The enduring presence of DCWs, coupled with inadequate investigative approaches, has

led to the rampant presence of these fraudulent activities. An examination of Column 4
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of Table 4.3, which details the daily transaction volume of the DCW listed in Column 1,
yields several notable observations: (1) As evidenced by Rows 1-4 of Table 4.3, substantial
DCWs do not opt for discretion; instead, they exhibit consistently high volumes of fraudulent
transactions on a daily basis. (2) Although the transaction volume for less-aggressive DCW's
may vary, as depicted by Rows 5-10 of Table 4.3, their brief duration of activity still
demonstrates a significant level of traffic.

The high volume of fraudulent transactions directly correlates with the substantial profits
these DCWs yield. Columns 5 and 6 of Table 4.3 demonstrate that the foremost 10 DCWs
have collectively garnered 2,002,533 ETH ($1,741,081,326) in illicit profits. In reviewing
Row 1 of Table 4.3, it becomes evident that the most profitable scheme, conducted by
W-521058, has amassed 1,240,355 ETH ($1,384,080,119) in unlawful earnings, accounting
for 61.94% of the total ETH and 79.50% of the total USD accumulated by these 10 leading
DCWs.

It is clear that fraudulent activities facilitated by smart contracts present a critical issue,
especially considering the substantial illicit profits they have accrued. Alarmingly, the
situation may escalate when considering the number of victims impacted by these DCWs.
Columns 9-10 of Table 4.3 detail the minimum, maximum, and average number of daily
victims for the top 10 DCWs. A closer look at Column 10 of Table 4.3 shows that the total
victim count from these fraudulent operations could reach 493,068. Focusing on Row 1 of
Table 4.3, I find that the fraudulent activities conducted by W-521058 have affected 232,011
individuals, which represents 47.05% of all identified victims. Comparing Columns 5-6
with Column 10, it is apparent that, on average, each victim has lost 4.06 ETH ($3531.12) to
these DCWs. I have thus demonstrated that fraudulent activities executed via smart contracts
are a great concern, both in terms of the illicit profits and the number of victims affected. To
further underscore the need for more proactive forensic analysis, Column 11 of Table 4.3
shows the potential increase in identified victims using CoCo. The Summary row highlights

an average gain of 445,556% additional victims, reinforcing the importance of integrating
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CoCo into DCW fraud forensics.

4.5.3 Dirill Down Into Fraud Contracts

As detailed in §4.5.2, I have established that the illicit profits collected by the fraudulent
activities can reach $1,741,081,326 and the the number of involved victims can easily reach
493,068. However, it is unclear whether the smart contracts driving these frauds exhibit
a similar transaction pattern (e.g., volume) or profit margin. To address this gap, I delve
deeper into the contracts in the following section. Table 4.4 lists the top 15 fraudulent
contracts, ranked by the highest illicit profits, as identified by CoCo. Column 1 shows the
abbreviation for each contract; readers interested in the full address can refer to Table C.1.
Columns 2-3 outline the start time and end time of the fraudulent activities for each contract,
respectively. Column 4 presents the daily fraudulent transaction volume timeline for each
contract in Column 1. Columns 5-7 show the daily illicit ETH profits for each contract in
Column 1, formatted as Minimum (Min), Maximum (Max), and Average (Avg). Column
8 tallies the total amount of ETH each contract has accumulated from the transactions of
victims. To further quantify the impact of these fraud contracts, CoCo has converted the
ETH amounts into USD based on the historical exchange rates at the time of each transaction.
The corresponding USD profits are shown in Columns 9-12. Specifically, Columns 9-11
detail the daily USD profits, while Column 12 aggregates the total USD revenue accrued by
each contract throughout its period of activity.

Table 4.4 provides interesting insights into the fraud contracts that direct fraudulent
activities orchestrated by DCWs. As discussed in §4.5.2, 1 observed that fraudulent
activities tend to have an extended duration of activity. Meanwhile, an examination of
Columns 2-3 in Table 4.4 indicates that 14 out of 15 contracts (93.33%) have sustained
fraudulent activities for over a year. This observation could be attributed to the immutable
characteristic of blockchain technology. Specifically, once fraud contracts are exposed, their

perpetrators might not be concerned about the contracts being terminated. Intuitively, one
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might assume that these fraud contracts would exhibit a consistently high volume of
fraudulent activity since the orchestrators do not have to worry about the contracts being
dismantled. Surprisingly, Column 3 of Table 4.4 shows that the contracts on Rows 4, 8-10,
and 14-15 of Table 4.4 (40.00% of the top 15 contracts) undergo a significant period of
dormancy before experiencing a resurgence of fraudulent activities. This pattern suggests
that, regardless of their lack of concern over contract removal, orchestrators still take
measures to prevent the fraud contracts from being detected.

Upon reviewing Columns 8 and 12 of Table 4.4, it is evident that the top 15 contracts
have collectively accumulated illicit gains of 673,221 ETH ($745,743,608). It is important
to note that the USD profits are calculated using the historical ETH-to-USD exchange rate
corresponding to the dates of the fraudulent transactions. Considering the extended duration
of the fraudulent activities and the rising value of ETH, it is conceivable that the perpetrators
might realize even greater profits if they were to liquidate their ETH holdings at current
market prices. Delving deeper into the profit analysis, a focus on Columns 7 and 11 of
Table 4.4, which outline the average daily ETH and USD profits generated by the contracts
listed in Column 1, shows that periods of dormancy have not impeded the substantial
accumulation of profits by the orchestrators. Referencing Table 4.4, it is evident that with the
aid of CoCo, FBI agents can ascertain that the average daily profits of the contracts amount
to 325 ETH and $360,436. These figures constitute 2.23% and 1.53% of the maximum daily
profits, respectively. The data highlighted here underscore the orchestrators’ proficiency
in sustaining a regular flow of illicit revenue, navigating even through sporadic phases of
dormancy. This revelation amplifies the gravity of fraudulent activities facilitated by smart

contracts and underscores the urgency to deploy CoCo for comprehensive forensic analysis.

4.6 Validation

I implemented a prototype of CoCo in Python leveraging Mythril [216], with customized

module (~10K lines) to perform program analysis and on-chain transaction analysis (~10K
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lines). I conducted my experiments on an Ubuntu 20.04 LTS system equipped with 12 CPUs
and 64GB of memory. For validation purposes, I randomly selected fraud contracts from my
dataset until I found 12 with different DCWs. The distribution of ground truth dataset aligns
with the overall distribution of the DCW and the number of fraud contracts they deployed,
shown in Figure 4.4 in §4.5.1. Notably, since contract flagging serves as a user warning and
removing these accounts from the blockchain is almost impossible, these flagged contracts
might still be active. To ensure the reproducibility of my study, I based my analysis on the

Ethereum state as of June 26, 2023.

Ground Truth. Generating ground truth for the validation dataset required me to produce
both on-chain transaction ground truth and off-chain contract implementation ground truth.
For transaction ground truth, I deployed an Ethereum archive node utilizing Reth [217]
to access the on-chain data. For the contract implementation ground truth, I employed
Panoramix [218] and Dedaub [219] to decompile each contract, followed by a manual

inspection of the decompiled code to ascertain its provenance, logic, and capabilities.

4.6.1 Associated Contracts & Recipients

Table 4.5 presents CoCo’s validation result. As shown in the False Positive (FP) and False
Negative (FN) columns, CoCo generated seven FPs and one FN. To prevent overstating
performance, I assign one TP in both Associated Contracts (Columns 3-4 of Table 4.5)
and Deploy Length (Columns 7-8 of Table 4.5) if CoCo correctly identifies all associated
contracts and deployment lengths, respectively, otherwise assigning zero in each case. Given
this, it can be seen that CoCo achieves an overall accuracy of 90.91%, demonstrating its
efficiency in generating precise forensic evidence. Delving further into the performance of
CoCo, each piece of evidence (Evidence @), Evidence @), and Evidence @) is evaluated.
The first two columns of Table 4.5 list the abbreviation of each reported fraud contract

processed by CoCo and the uncovered DCW, respectively. Interested readers can find the
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full address of the abbreviation in Table C.1. Columns 3-6 show the validation results for
Evidence @).

As shown in the Total row, CoCo pinpointed 1,050,705 associated contracts, along with
17 recipients. My ground truth data indicates the presence of 1,050,703 associated contracts
with 17 recipients. Upon a thorough investigation, I found that two FPs can be attributed to
the distinct methods employed by DCWs (Row 6 and Row 12 of Table 4.5) in deploying
the fraud contracts. Specifically, CoCo discovered that W-3CD202 and W-5FFDdc invoked
contract C-36FFaE and C-1e3e4e to introduce new fraud contracts, respectively. In the
course of analyzing C-36FFaE, CoCo identified that, rather than employing the standard
CREATE or CREATE2 operations for contract deployment, C-36FFaE instead delegated this
task to an alternative contract, C-2C4691. Consequently, CoCo flagged C-2C4691 as
associated contracts. However, a manual review of C-1e3e4e and C-2C4691 revealed that
they were in fact deployed by different accounts, W-53C9dA and W-13666c, respectively.
Considering that FBI agents in this case would have no obvious evidence of the fraud
intention, I consider this as FP. Notably, CoCo still reported these two contracts since they
give FBI agents an important lead on potential contract abuse. I confirmed that these are rare
cases in my dataset. Overall, CoCo was 90.91%accurate in generating evidence, making it

robust for my evaluation.

4.6.2 Dynamically Resolved Recipients

Columns 7-10 of Table 4.5 present the validation result of CoCo generating Evidence @).
As illustrated in Column 8 and Column 10 of Table 4.5, CoCo identified 3,162,963 Deploy
Lengths (number of accounts involved in the deployment of a contract) and 17 origins of
recipients. As shown on Row 6 and Row 12 of Table 4.5, CoCo generated FP when analyzing
DCW W-3CD202 and W-5FFDdc. This FP is the direct result of the FP in the Evidence @)
generation, as discussed in §4.6.1. I also see one False Negative (FN) shown on Row 6

of Table 4.5 (W-3CD202) during the track of the recipient’s origin. As discussed in §4.6.1,
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when W-3CD202 invokes the intermediate contract C-36FFaE, it delegates the responsibility
of deploying fraud contracts to C-2C4691. By manually dissecting the implementation of
C-36FFaE, I found that the function it will trigger in C-2C4691 is not hard-coded. Instead,
it is resolved based on the transaction invoking C-36FFaE. Consequently, the absence of
a static entry point hindered CoCo’s capacity to pinpoint the contract deployment process
used by the DCW, W-3CD202, thereby impeding the tracing of recipient origins in contracts
deployed by C-2C4691. Nevertheless, as discussed earlier, such instances are rare cases. A

90.91%accuracy in generating evidence makes CoCo robust for my evaluation.

4.6.3 Capability Attribution

Columns 11-12 illustrate the performance of CoCo regarding the generation of Evidence @).
As presented in the Total row, CoCo has successfully grouped 18 associated contracts into
attributed capabilities from the 12 fraud contracts. Nonetheless, my verified ground truth
indicates 19 such groups. Further scrutiny, as discussed in relation to the earlier FP incident
detailed in §4.6.1, reveals that during the analysis of the transactions originating from the
fraud contract C-36FFaE (shown on Row 6 of Table 4.5), CoCo included contract C-2C4691
because it was designated by C-36FFaE to carry out the deployment of fraud contracts.
Since C-2C4691 operates as a multi-signature wallet contract, CoCo misclassified it as a
separate attributed group. It’s important to note that the FP in the Evidence @) generation
is intrinsically linked to the FP in the Evidence @) generation. FBI agents, by identifying
and excluding C-2C4691 from the forensic analysis of the DCW, can eliminate this error
in the generation of Evidence @) as well. Considering the minimal occurrence of FPs and
FNs, coupled with an accuracy rate of 90.91% , CoCo is validated as an effective tool for
generating the three pieces of evidence of the DCW that FBI agents require to mitigate

fraudulent activities.
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4.7 Discussion

Ethical Concerns. The data utilized in this analysis is sourced exclusively from the public
domain, specifically Ethereum. This research centers on conducting forensic investigation
of fraud contracts, and it is important to clarify that I do not engage in any exploitative

activities.

Challenges of Symbolic Analysis. CoCo leverages symbolic analysis, a technique adopted
by top-tier research [1], [32], [71], [84], [85], [86]. While symbolic analysis often faces the
challenge of path explosion, my evaluation in §4.5 shows this to be a rare issue in smart
contract analysis. This is likely because smart contract execution involves a cost, known as

‘gas,” leading malicious actors to prefer simpler contract designs.

ERC-20 & NFT. CoCo primarily focuses on the forensic analysis of fraudulent activities
involving the scam of ETH. ERC-20 [220] and Non-Fungible Tokens (NFTs) [221] have
emerged as extensions built upon Ethereum. ERC-20 tokens provide a standardized protocol
for fungible tokens, ensuring consistency in token interactions. Non-Fungible Tokens
(NFTs), in contrast, represent unique digital assets, each characterized by distinct metadata
and individual ownership records. Even though both token standards are implemented
through smart contracts, forensic analysis of ERC-20 and NFT requires distinct approaches.
In particular, both transaction and program analysis offer limited insight into the complex
behaviors associated with these tokens. While ETH transfers are directly recorded as
transactions, exchanges of ERC-20 tokens or activities like NFT minting and ownership

transfer are typically reflected as internal state changes within the contracts themselves.

Generalizability of CoCo. The design principles of CoCo are not tied to specific features
of any blockchain (e.g., Ethereum). This makes CoCo portable to other blockchain
platforms. Specifically, since blockchain technology mandates the public disclosure of all

transactions, the transaction forensics components of CoCo can be applied across different
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blockchains. Additionally, the program analysis components of CoCo can be easily
extended for use with any blockchain that supports smart contracts. For instance, BNB
Smart Chain (BSC) [222] is compatible with EVM bytecode, enabling direct application of
CoCo. Similarly, Solana [223] employs Berkeley Packet Filter (BPF) bytecode for its smart
contracts. Porting CoCo for Solana only requires a one-time effort to map the current

bytecode set used by CoCo to Solana’s bytecode set.

4.8 Related Work

4.8.1 Fraud Detection On Blockchain

Ponzi Scheme. Yu et al. [184] utilized graph convolutional networks to detect Ponzi
schemes using transactions, whereas Zhang et al. [185] improved on the LightGBM
algorithm for better detection efficacy. Extracting bytecode features [186] and leveraging
text convolutional neural networks [187] have also been proposed to identify Ponzi-like
characteristics in smart contracts. There are also works using opcode compression for
vulnerability detection [188] and identifying static features within smart contracts for Ponzi
scheme classification [189]. Techniques using opcode sequences [190], code analysis [191],
and enhanced convolutional neural networks [192], [193] have also been implemented to

identify Ponzi schemes.

Fraud And Phishing Detection. Beyond Ponzi schemes, broader fraud detection on the
blockchain is tackled through various innovative approaches. Liu et al. [195] utilized a
Heterogeneous Information Network to model smart contracts and apply graph Transformer
networks to detect abnormalities. Machine learning algorithms, such as XGBoost and
Random Forest, have been employed by Ashfaq et al. [196] to classify Ethereum transactions
and detect anomalies like double-spending and Sybil attacks. Furthermore, Hu et al. [197]
explored deep learning models to identify scams on a large scale by examining the N-gram

bytecode patterns of a smart contract. Notably, the identification of fraud contracts acts as
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the input for CoCo, enabling it to generate evidence that assists FBI agents in obtaining legal
authorization and implementing mitigation strategies. The research community has also
studied a wide range of Phishing transactions [224], [225], [226], [227]. Unlike these existing
studies, which treat the fraud contracts like a blackbox and focus on examining/triggering
transactions, CoCo bridges the gap between the contract implementation and on-chain

transactions to produce forensic evidence.

4.8.2 Smart Contract Vulnerability

Luu et al. [202] were among the first to address the security risks in smart contracts by
identifying security pitfalls. Symbolic analysis has been used frequently to detect such
vulnerabilities; Krupp and Rossow [203] developed techniques to automatically exploit
smart contracts by analyzing bytecode. Similarly, Zeus [204], a framework for the symbolic
verification of smart contracts, uses Constrained Horn Clauses to identify vulnerabilities, an
approach also adopted by others [205], [207]. With the rising complexity of smart contracts,
especially those involving multiple contracts, Ma et al. [206] proposed an inter-contract
analysis tool, while others have focused on state inconsistency bugs [208]. Online detection
methods have also been investigated, such as SODA [228], an online detection framework
for smart contracts.

Recent works have shifted toward leveraging machine learning to enhance the detection
process. Sendner et al. [229] introduced ESCORT, a method employing deep learning to
identify different types of smart contract vulnerabilities. There are also works utilizing
dynamic analysis [230], deep learning [231], and pre-training techniques [232] to identify
smart contract vulnerabilities. Others have focused on static analysis rules tailored to
specific blockchain platforms, like VRust for Solana smart contracts [233], or on defining
critical paths to address fund transfer vulnerabilities [234]. Moreover, combining expert
knowledge with graph neural networks has shown promise in enhancing detection

capabilities [235]. Another notable approach is the analysis of confused deputy
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vulnerabilities in Ethereum smart contracts [236], which highlights the importance of
understanding the security challenges in contract interactions. Contributing to a different
domain, CoCo conducts forensic analysis on fraud contracts, producing the evidence for

FBI agents to obtain legal authorization and execute mitigation strategies.

4.9 Conclusion

Applying CoCo to 157 Etherscan-flagged contracts [183], my research identified 1,283,198
associated contracts across 91 DCWs. These frauds have accrued 2,638,752 ETH
($2,089,504,682) in illicit profits, averaging 2.06 ETH ($1628.36) per contract. CoCo
revealed that these frauds date back to September 2017. Notably, my research found that
scammers tend to employ multiple fraud contracts to distribute the risk, suggesting the
efficacy of current flagging mitigation strategies upon scammers. In response, I am actively

collaborating with Etherscan [183] and the FBI [209] to take actions based on my findings.
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CHAPTER §
CONCLUSION AND FUTURE WORK

5.1 Conclusion

5.2 Future Work

My future research agenda follows a bottom-up approach. I plan to advance core program
analysis techniques, create new methods that automate proactive forensics as cyberattacks
evolve, and establish a scientific basis for converting extracted evidence into real-world
remediation. Achieving this vision will require multi-disciplinary collaboration with industry

partners and colleagues who bring expertise in security, economics, and law enforcement.

5.2.1 Detection of Malicious Traffic Targeting Web Applications

Prior work in this thesis—MARSEA and VADER—uses domain-specific knowledge such
as behavioral models of web applications to interpret malicious activity. Yet the growing
diversity of online platforms makes this strategy hard to scale for timely remediation. Future
systems must detect and remediate web application abuse while acquiring and adapting
domain knowledge as attackers shift to new environments.

Interestingly, when adversaries exploit benign services, they must operate within public
policies and technical documentation. These materials are written in natural language and
provide a valuable source of structure for automation. Future work will use Large Language
Models (LLMs) to parse, formalize, and encode this documentation into machine-readable
specifications that support context-aware program forensics. This line of work has already
begun in collaboration with industry partner Netskope, where HTTP endpoint documentation
is used to model the semantics of malware-generated traffic. Advancing this agenda will

require collaboration with colleagues who have expertise in LLM reasoning.
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5.2.2 Emerging Threats in AI-Enabled Cybercrime

As Al systems become part of daily workflows, adversaries are beginning to weaponize
them. They now automate reconnaissance, generate polymorphic payloads, and craft scam
messages. Future research will extend proactive forensics into this emerging Al-enabled
threat landscape through empirical studies and program analysis to characterize how
cybercriminals abuse Al services. This work will produce public datasets and taxonomies of
Al-driven campaigns.

Future work will also develop cross-platform analysis techniques that combine program
analysis, network forensics, and Open Source Intelligence (OSINT) to attribute Al
interactions to the online personas behind these attacks. To support more proactive
investigations, probabilistic modeling will be used to link these personas to real-world
entities. The goal is to develop attribution techniques that provide law enforcement with
reliable, prosecutable links between digital activity and the individuals behind cybercrime.
This research requires continued collaboration with law enforcement partners such as the
U.S. FBI and multidisciplinary collaborators working on LLM safety, adversarial machine

learning, and automated reasoning for security.

5.2.3 A Unified Science of Proactive Cybercrime Remediation

Despite progress in detecting and remediating individual incidents, cyber forensics still
evaluates success at the technical level—isolated takedowns or blocked connections—and
rarely measures impact at the ecosystem level, such as whether campaigns are deterred or
simply reorganized. The long-term goal is to build a science of proactive cybercrime
remediation that can digest emerging threats, extract actionable evidence, generate
remediation strategies, and synthesize effective detection methods. This science must also
connect technical forensics with economic incentives and legal outcomes.

Building on systems that already produce evidence for law enforcement and support

real-world takedowns, future work will create models that quantify how remediation actions
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change adversaries’ costs and risks, helping defenders choose actions that maximize durable
deterrence rather than short-lived suppression. This research agenda aligns with
interdisciplinary funding initiatives such as NSF SaTC, the NSF Social, Behavioral and
Economic Sciences (SBE) programs, and mission-driven programs at DARPA and the
Department of Justice, and will be pursued through collaborations with colleagues who

study the human dimensions of security, political science, and cybersecurity economics.
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APPENDIX A
MARSEA SUPPLEMENTARY MATERIAL

A.1 Web Apps And Available Information

Table A.1: Web Apps And Available Information

Category Web Apps Identity ~ Assets CT! UT! OA? Views

GDrive Email File v v -
Dropbox  Username File v v -
File Pastebin ~ Username Post v o v v
Sharing . .
Zippyshare - File v - -
Imgur Username Image v - v Vv
Tietuku Username File v - -
Sﬁ)gts\gﬂrge GitHub Username Repo/File v v Vv -
Telegram  Username Channel v o v -V
Social  Twitter Username Tweet v v Vv -
Engineering
Discord Channel  File/Hook v~ Vv - -
Slack Channel  Hook - - - -
Facebook Username File/Text v o v v -
V kontakte Username File/Text v o v v
) WordPress Username WebPage Vv~ Vv Vv -
Website
Builder ~ Webs Username WebPage Vv Vv Vv -
Tripod Username WebPage Vv Vv Vv -
Blog Blogspot  Username WebPage Vv~ v v -
Dynamic Afraid APIkey DNSrecord v Vv - -
DNS  DuckDNS APIkey DNSrecord v + - -

Anti-Virus VirusTotal APIkey - -

1: Creation Time (CT) and Update Time (UT).
2: Other assets from the same identity.

Table A.1 presents the web apps Marsea found during my study and the information
publicly available from each web app. Columns 1-2 present the web app category and the
corresponding web apps. Columns 3-4 present the identity and assets Marsea supported

to identify. Columns 5-8 show whether the web apps expose asset Creation Time (CT),
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Update Time (UT), other assets from the same identity (OA), and the views of the assets,
respectively.

Please note that as stated in §2.5.2, Local Info web apps shown in Column 1 of Table 2.4
have no concept of identity and assets, thus, are not included in Table A.1. Interestingly, as
shown in Row Rows 10-11 of Table A.1, Marsea found that WAE malware abuse webhook.
However, Slack does not expose information to the public, given only a webhook. Unlike
Slack, as shown in Row 11 of Table A.1, Discord revealed the channel ID in the webhook
endpoint, through which Marsea could harvest C'T"and UT'. As shown in Columns 7-8, only
10 (50%) and 4 (20%) web apps expose the OA and views of assets to the public. Given the
importance of OA and views of assets when IRs and web app providers pursue the Lateral
Remediation (§2.5.3) and extent of infection evaluation, making these data publicly available
or at the early stage of collaboration should be encouraged. Meanwhile, given Marsea’s
ability to identify vectors and attribute sessions to them, IRs could still collaborate with the

web app providers.

A.2 Response From Web App Providers

Figure A.1 presents my communication with Discord when they experienced high reporting
volume, and Figure A.2 shows the takedown confirmation by Discord. Figure A.4 shows the
takedown confirmation by MediaFire. Figure A.3 shows the case where GitHub needed 103
days to initialize the investigation.

= p(Discord)

Hello,

We apologize for the delay in responding to your request. We are currently experiencing increased volumes and are doing our
best to respond as quickly as possible.

In the meantime, we encourage you to use moderation tools, such as blocking a user or contacting a server admin to
intervene, as a first line of defense. Server admins are responsible for ensuring that their server acts in accordance with
Discord's Community Guidelines, including banning or blocking violating users.

Figure A.1: Late Response From Discord.
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mmm @ (Discord)

Hello,

Thank you for bringing this issue to our attention. We've initiated an investigation based on the information that you provided
and we'll take appropriate action based on our findings. Please note that for privacy reasons, we're not able to share the
specifics of the action taken, if any.

We truly appreciate your efforts in helping us to keep Discord a safe and friendly environment.

Sincerely,
Discord Trust & Safety

Figure A.2: Confirmation By Discord.

GitHub Trust & Safety (GitHub Support)

Hi,

Thanks for taking the time to let us know. Our team is currently investigating the account in question to

determine if their content or conduct violates GitHuh's Terms of Service.
Please let us know if we can help in any other way.

Regards,
GitHub Trust & Safety

e R

Figure A.3: Response From GitHub.
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mm mmm x (MediaFire)

Hi

Thank you for contacting MediaFire. This has been processed.

Best Regards,

"+ =

MediaFire | Customer Support

Figure A.4: Response From MediaFire.
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APPENDIX B
VADER SUPPLEMENTARY MATERIAL

B.1 Anti-Analysis APIs

Malware uses anti-analysis and defensive evasion APIs to avoid detection. VADER hooks
these APIs to facilitate malware exploration. The APIs used in VADER’s design are listed
in VADER'’s code repository [237]. These APIs were identified through manual malware
analysis, industry reports [36], [145], and prior research on system emulation and evasion

techniques [146], [147], [148].

B.2 De-manipulation Algorithm Source Code Similarity

I use Moss [143] to confirm that each decoding algorithm in VADER is distinct. The
comparison results are available in VADER’s code repository [238]. As shown in Row 6, no
algorithms overlap, where | R| is the set of all de-manipulation algorithms, and m, n index
different algorithms. Matches occurred only when an algorithm was compared with itself.

This confirms that each de-manipulation algorithm in VADER is uniquely implemented.

B.3 De-Manipulation Comparison Graphs

I made the symbolic expression of de-manipulation algorithm comparisons available in
VADER'’s code repository [239]. For example, Column 1, Row 1 shows comparisons for
three Base16 versions, totaling nine comparisons (e.g., Basel6v1 vs. Basel6v2, etc.). Each
graph covers a two-hour runtime (X-axis), with lines representing de-manipulation similarity
(Y-axis). A black vertical line marks the latest plateau, with all comparisons plateauing for
over 30 minutes. Plateaus occurred between 20 and 85 minutes. I selected the best algorithm

from each class for VADER to identify malware de-manipulation algorithms.
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B.4 Web App Accounts Identified In My Study

The dead drops identified by VADER in this research have been made publicly available in

VADER'’s code repository [240].
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APPENDIX C
COCO SUPPLEMENTARY MATERIAL

C.1 Start Of Fraudulent Campaign

As highlighted in §4.2.2, FBI agents were notified with a fraud contract C-98£804 associated
with a scam message on Telegram [14]. Further investigation into this message led agents
to uncover similar content on other platforms, as shown in Figure C.1 and Figure C.2,
reinforcing the message’s fraudulent nature.

@ MajorJS1 a

@neworder Mozes mi objasniti ovo :
Before we distribute airdrop we also want to reward you guys with this selfdrop you can get it instantly. please
only send ETH once to the sales address.

Send any amount of this ETH to our sales address: 0x70305B080eFc49eB5DFb9bdA78Aea516c398f804

0.005 ETH and get 600 SUB

0.05 ETH and get 1,500 SUB

0.5 ETH and get 3,000 SUB

1 ETH and get 5,000 SUB

sanjihovog je kanala , sad mene zanima Trebao bi neki wallet skinuti? Ali jos bitnije jeli scam ovo ili nije posto
san naletio na tweet od substratuma da nemaju trenutno nikakvih airdropova

Figure C.1: Scammers post the fraudulent message on forum.

C.2 Collaboration With Investigators

Figure C.3 presents my communication with the FBI [209]. I redacted the name of the agent

but kept the domain name for security and ethical considerations.

C.3 Full Forms Of Abbreviations

Accounts on Ethereum (i.e., wallets and contracts) are identified by 40-character hexadecimal

strings known as addresses, while transactions are distinguished by 64-character hexadecimal
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Ari The Lion
@ @AriCryptoLion

@envion_org
CONFIRM?
Envion

Before the airdrop we decide to reward you guys with this selfdrop you
can get instantly.

Send any amount of this ETH to our sales address:
0x70305B080eFc49eB5DFb9bdA78Aea516c398f804

.O05ETH and get 500EVN
0.5ETH and get 1500EVN
1ETH and get 5000

10:33 PM - Mar 22,2018

Figure C.2: Scammers post the fraudulent message on X.com.

strings, called transaction hashes. To improve the readability, I use abbreviations comprising
the last six characters of addresses and transaction hashes in the paper. The full forms of

these abbreviations are presented in Table C.1.

123



From: m@ FBLGOV>

Sent: . ero, 0:50 AM

To: Saltaformaggio, Brendan D <brendan@ece.gatech.edu>
Subject: FBI Referral

Good Morning Brendan,

| received your contact information from a complaint you submitted involving fraudulent Ethereum smart contracts. |
would love to set up a meeting to discuss the information you and your team identified during your investigation.
Feel free to give me a call to discuss in detail and we can schedule a day in the next week to come to your office.

Thanks
Complex Financial Crimes
FBI Atlanta

3000 Flowers Road South

Atlanta
Cell #:
Desk #:

From: Saltaformaggio, Brendan D <brendan@ece.gatech.edu>
Sent: Tuesday, December 5, 2023 1:18 PM

To: (AT) (FBI) F@FBLGOW
Cc: s ao@gatech.

Subject: [EXTERNAL EMAIL] - Re: FBI Referral
Hill
Nice to talk to you. | am also looping in Mingxuan Yao (cc'ed). He is the lead researcher on this project.

We are free next Tuesday or Wednesday. Let me know if that works for your team.

Feel free to call my cell any time: _

Best,
Brendan

RE: FBI Referral

@FBI.GOV>
Wed 12/6/2023 2:25 PM

To:Saltaformaggio, Brendan D <brendan@ece.gatech.edu>
Cc:Yao, Mingxuan <mingxuanyao@gatech.edu>

Good Afternoon Brendan,

Wednesday afternoon next week works for us. Let me know if that works for you all.

Thanks

Special Agent _
Complex Financial Crimes

FBI Atlanta

3000 Flowers Road South

Atlante

Figure C.3: Collaborating with FBI.
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Table C.1: Map Abbreviation To Full Forms.

Abbr

| Full Forms

Contract
C-98£804
C-48d304
C-6113fB
C-Fd562c
C-2el4CC
C-789332
C-D986ae
C-6786ae
C-2D3B2f
C-D3c82b
C-159624
C-8f428e
C-805a29
C-078228
C-0E712A
C-a5£260
C-db7aFF
C-18B228
C-57e2e8
C-4f99A8
C-a5CDE9
C-3D7D37
C-70aae3
C-CbEB9E
C-e18895
C-2C4691
C-36FFakE
C-le3ede
Wallet
W-521058
W-bceE76
W-82f98B
W-2499E7
W-b10£4B
W-6629BA
W-2b0878
W-09739F
W-223DcF
W-187307
W-3CD202
W-297£83
W-15467A
W-64EE46
W-1AB876
W-93abb5
W-5FFDdc
W-13666¢C
W-53C9dA

Transaction

T-8bbae5

0x70305b080efc49eb5dfb9bda78aea516c¢398f804
0x5BE1De8021cc883456FD11DC5CD3806dBc48D304
0xf97Bd29b8eE6E246Eb57¢Ecf5SDOES8486366113fB
Oxefef14C36C1F2de2ca3772Ba9539B6AS58cFd562c
0xcB3315A42E76b70D2f3e8E595a5d13855¢2¢14CC
0xcf50193¢c27DF08423BFe813676541B2268789332
0x8014FB4882b1f99a3E60AEce1d39400560D986ae
0x8014ae6574CAcE1f2435a86d4ea0472f466786ae
0x65a8135596AE13C0Dd5¢c17bA1059C61Bc42D3B2f
0xDD499857¢8539bEF04477B52782bE6A9FbD3c82b
0xCC326C1D41{64c5331bc7Ba555d75306C3159624
0xA77db707916aDEff81042ca57656931CcD8f428e
0x5F856630adBC27c0F5bC1DE1961D4f0fB 1805229
0x1bd913BBaDE46bF5AD8b1e5d117701fBEb078228
0xc25ab34E7F3aleb2C6a3a23DF851F351df0E712A
0xEb411D5Df13AC7020992306e78955fb7CBa5f260
0xBCC6C0feF89b87a12773Db7a9a8ECBCCCcdb7aFF
0x95115419B09E8Cea70a9bdbCA3fEe8C5el18B228
0x890bcE348BAE449Df3783ba0E1C7eB82C557¢2¢e8
0x6032D639E634E788FcE323B316E06d18194f99A8
0x6574CObF7F3D144F5837acC160773eC8f2a5CDE9
0x197e45d545F4DA0C3£15002222BcADDd9D3D7D37
0x4a96e9b57a229d94¢0c28950355A72Fa%70aae3
0xfdd46EOeal 7622d70AdaE6535948776160CbEBY9E
0x3cD6ef508c1c448e293075f1dE2ae96a49e18895
0x5BI9E8728E316bBEB692d22daaAB74F6cBF2C4691
0x131A99859a8bfa3251D899F0675607766736FFaE
0xbf0c5d82748ed81b5794e5905572557991 1e3ede

0x2E05A304d3040f1399¢8C20D2a9F659AE7521058
0x29203118cCbBF5277C1CEB49aF1333A91CbceE76
0xd6E56a65{795Fd136406e668c0eB69360F82f98B
0xA40b913D654D803b9833e9a699D5830f262499E7
0xF52426340e0548a8d58b970f2283e22¢c1bb10f4B
0xDOE680D5141f6E61E953903736E3637a6E6629BA
0xF7cC855E3BB2986729¢C47c1B6f64e36aA2b0878
0x848a757656650c9950fb1Aed03eaC8A92209739F
0xc2221f38dE2eB19125A5b77b5D82d5bFc7223DcF
0x4005de995109895BE7Eac74346a62Db28b187307
0x38c7eA86c8235b0CfCcFbI1153259¢85353CD202
0x7d3Bdf1b728386efDb9a3 A0328295D94b0297£83
0x7734aA368Df7bd09D2AbCBf925Cc92314A15467A
0xfa32e18Cf5e9E96eDBa979f40DCS55E465864EE46
0xe3172Dc735B44893303e2fd22D1d3647271AB876
0x9D31e30003f253563Ff108BC60B 16Fdf2c93abb5
0xd5e015739a8BEffF075C4e AA2013D27Df35FFDdc
0x058251232C086247cA91998472245D8Ae213666¢
0x604Df452158e7ddF3E44338308EdC079a953C9dA

0x58f6fb1d2440eb4d6d5ac64al52aal 56d3850effob3-
56ab86904ac28758bbae5
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