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SUMMARY

The web ecosystem has become an essential platform for communication, business, and

entertainment, yet it remains highly vulnerable to various forms of injection-based cyber

threats. These include not only technical exploits like code injection attacks, but also social

engineering threats that inject misleading content, invisible overlays, or malicious scripts

to deceive users and compromise web applications. While existing security solutions tend

to focus narrowly on either system hardening or user education, they often fall short in

mitigating the increasingly sophisticated and blended attack techniques seen in the wild.

This dissertation presents a uni�ed, multi-layered defense strategy against such

injection-based threats through the design and implementation of three novel security

mechanisms: TRIDENT, COINDEF, and COINDX. Each system targets a different class of

attack vector and collectively contributes to a reduced attack surface for both end-users

and developers.

We �rst introduce TRIDENT, a browser-based defense system that detects and blocks

social engineering attacks distributed through low-tier ad networks. By analyzing ad script

behaviors, TRIDENT identi�es and mitigates deceptive content injected to ad publisher

websites that lead users to social engineering websites. Then, we propose COINDEF, a

customized Electron engine designed to prevent code injection attacks by enforcing

execution policies. Unlike traditional XSS mitigation strategies that focus on browser

isolation, COINDEF ensures that only trusted code executes within the Electron

environment by validating the structural integrity of JavaScript's abstract syntax tree and

execution context. Last, we present COINDX, a root cause analysis framework for code

injection attacks in JavaScript applications. Given the complexity of JavaScript and its

dynamic dependencies, traditional vulnerability detection methods struggle with state

explosion or accuracy. COINDX addresses this by constructing a simpli�ed program

based on call stack traces and applying iterative symbolic analysis to reproduce the

xii



vulnerable state and pinpoint the root cause.

By integrating these three systems, this dissertation advances web security through a

proactive and automated defense model. Rather than reacting to known signatures or

relying solely on user awareness, the proposed framework reduces the attack surface by

preventing both social and technical injections before they can succeed. TRIDENT limits

user exposure to deceptive web content, COINDEF safeguards execution environments in

hybrid applications, and COINDX provides developers with precise tools for vulnerability

remediation.

Ultimately, this research underscores the importance of a holistic approach to web

security–one that recognizes the convergence of social and technical vectors under the

broader category of injection attacks. The solutions presented here contribute to a more

resilient web ecosystem by bridging the gap between content-level, runtime, and

developer-facing defenses.
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CHAPTER 1

INTRODUCTION

The modern web ecosystem is a cornerstone of digital communication, commerce, and

information exchange. However, its vast interconnectedness and reliance on user

interactions make it a prime target for cyber threats. Among these, injection

attacks—whether exploiting technical vulnerabilities or user behavior—pose a signi�cant

challenge to web security.

Injection attacks that target human behavior often rely on social engineering

techniques to deceive users into revealing sensitive information, clicking on harmful links,

or performing unintended actions. These include phishing, impersonation scams, and

misleading pop-ups that exploit psychological triggers such as trust, urgency, or fear. As

web applications become more pervasive, adversaries increasingly inject deceptive

content via email, social media, or compromised websites to manipulate user behavior.

Malvertising (malicious advertising) further complicates the landscape by embedding

psychological lures within technically legitimate platforms.

On the technical front, code injection attacks exploit �aws in web applications to

insert and execute unauthorized code. Common types include Cross-Site Scripting (XSS),

SQL Injection (SQLi), and Remote Code Execution (RCE), which can be used to

ex�ltrate data, hijack sessions, or alter application behavior. These attacks not only

compromise the integrity of web applications but also often serve as delivery mechanisms

for content designed to mislead or coerce users.

The convergence of these attack vectors—psychological and technical—has led to

increasingly sophisticated threats. Adversaries may use code injection to present fake

login interfaces, deceptive overlays, or malicious advertisements that facilitate social

engineering tactics. This hybrid threat model underscores the dual nature of modern

1



injection attacks, where both systems and users are targets of exploitation.

1.1 Problem Statement

Prior research in web security has yielded numerous techniques for addressing speci�c

classes of threats. On the technical side, approaches such as input sanitization, content

security policies (CSP), web application �rewalls (WAFs), and static/dynamic analysis

tools have been developed to mitigate code injection attacks like cross-site scripting (XSS)

and HTML injection. While effective in constrained contexts, these solutions often rely on

precise con�gurations, are bypassed by obfuscation or dynamic code execution, and

typically operate without awareness of the broader user interface or behavioral context in

which the attack occurs.

Conversely, social engineering defenses have largely focused on user education,

phishing detection, or heuristic-based classi�cation of suspicious websites and emails.

These approaches struggle with high false positive/negative rates and assume users can

make security-critical decisions with limited context. Moreover, attackers increasingly

employ social engineering content that mimics benign UI elements and/or misuses

third-party web infrastructure (e.g., ad networks, embedded widgets) to deliver malicious

payloads–effectively bridging the gap between social and technical layers of exploitation.

Despite these advances, existing defenses are disjoint. They either treat code injection

as a purely syntactic problem or treat deceptive injected content as a user perception issue,

overlooking the fact that many modern attacks operate at the intersection of both. For

example, clickjacking and fake browser dialogs exploit UI overlays (social engineering)

while enabling script execution (technical exploitation). Similarly, low-tier ad networks

often deliver payloads that deceive users and trigger code execution, bypassing traditional

threat models.

A key limitation in existing solutions is the lack of an integrated defense strategy that

proactively reduces the attack surface across both user-facing and system-level vectors.
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That is,there is a gap in systematic defenses that address both social engineering injections

(e.g., deceptive overlays, misleading scripts) and code injection vulnerabilities within web

applications.

This fragmentation in the defense landscape creates blind spots that attackers can

exploit. To date, there is no uni�ed framework that systematically mitigates both social

engineering content and code injection attacks by treating them as related manifestations

of injection-based threats. Addressing this gap is crucial for building resilient web

applications in an ecosystem where trust boundaries are �uid, attacker techniques are

blended, and the line between human and machine-level compromise is increasingly

blurred.

1.2 Thesis Contributions

To address these challenges, this thesis proposes a multi-layered defense strategy aimed

at reducing the web attack surface by hardening the critical bridge to the Internet – the

browser engine. The browser is the primary interface between users and the web, allowing

users to surf the Internet without installing applications locally. However, such capability

also intrigues adversaries to abuse the browser's functionalities by distributing malicious

content and compromising the users. Since most social engineering and code injection

attacks exploit browser-based interactions, strengthening the browser's security is critical

for reducing the attack surface.

In chapter 3, we �rst present TRIDENT, a customized browser designed to detect and

block social engineering attacks that are distributed at scale through low-tier ad networks.

Our research reveals that adversaries leverage these ad networks to attract a large number

of users to social engineering websites for monetization. TRIDENT indirectly identi�es and

mitigates social engineering threats by analyzing the behavior of ad scripts.

Next, in chapter 4, we present COINDEF, a security-enhanced Electron engine

designed to defend against code injection attacks. Traditional XSS attacks on websites are

3



typically con�ned to the browser, limiting their impact. However, Electron's architecture

fuses web and native environments, signi�cantly amplifying the power of XSS attacks.

COINDEF enforces strict execution policies by validating the structural integrity of the

abstract syntax tree and the execution context, thereby preventing unauthorized code

injection in a comprehensive manner.

Finally, in chapter 5, we introduce COINDX, a framework for conducting root cause

analysis of code injection attacks on JavaScript applications to help developers remediate

vulnerabilities. Analyzing JavaScript applications is particularly challenging due to the

dynamic nature of JavaScript and its complex dependencies. COINDX takes an innovative

approach by constructing a simpli�ed program based on a call stack trace generated by

security alerts. It then applies iterative symbolic analysis on this simpli�ed program to

accurately reproduce the vulnerable program state, effectively avoiding state explosion and

pinpointing the root cause of the vulnerability.

Collectively, TRIDENT, COINDEF, and COINDX contribute to attack surface

reduction by proactively identifying, preventing, and analyzing hybrid cyber threats.

TRIDENT reduces exposure to social engineering threats by detecting malicious

advertisements before users can interact with them. COINDEF mitigates the risks posed

by code injection in Electron applications by restricting unauthorized code execution at

the engine level. COINDX strengthens web security by providing developers with precise

root cause analysis, enabling them to remediate vulnerabilities ef�ciently. By integrating

these three technologies, this thesis aims to minimize the exploitable entry points within

the web ecosystem, thereby signi�cantly reducing the attack surface for users and

developers alike.
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CHAPTER 2

LITERATURE SURVEY

This chapter presents the literature survey for the risks of social engineering attacks and

code injection attacks in the web ecosystem, along with the countermeasures.

2.1 Web-based Social Engineering Attacks

Miramirkhani et al. [1] analyzed how tech support scams were distributed through

advertising networks. Kharraz et al. built Surveylance [2], which is speci�cally designed

to detect survey scams. Invernizzi et al. developed EvilSeed [3], a crawler that searches

the Internet to identify risky websites that install unwanted software. Vadrevu and

Perdisci [4] use visual clustering and heuristics to identify SE attack campaigns at the

landing page level, which is done of�ine and does not focus on detecting SE-ads. These

have studied web-based SE attacks through malicious advertising, and they either focus on

detecting speci�c web SE attack vectors or lack a defensive method towards their �ndings.

Ra�que et al. [5] built a classi�er to identify Free Live Streaming online services. They

found those free streaming players often had overlay ads, e.g., fake play buttons or fake

close ads buttons, that were particularly designed to �t the �ash player element. From

their measurement, there are 5-6 overlays present on the video players. Furthermore, 93%

of the video players are put under the overlays, which cover 90% area of the player. On

average, a click on an overlay ad has a 50% chance of taking the visiting user to a malicious

website. Though this study was done in 2015 and �ash player has been depreciated since

then, the same strategies are still widely used by the lower tier ad network [4]. The website

stream2watch.com and its sister sites reported in this study are still active nowadays and

accommodate millions of visits per month1. This work discovers that ads injected on free

1Traf�c data is obtained from https://www.similarweb.com/website/stream2watch.sx
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streaming websites may deliver malicious content, but it does not provide any defensive

methods to protect users.

Zheng et al. [6] instrumented Chromium to measure the click interceptions on the

Alexa top 250K websites. A click interception occurs when, for example, a user clicks on

an HTML element to open example.com, but opens suspicious.com instead. An injected

third-party script can easily achieve this goal by modifying an anchor tag'shref

attribute, registering event handlers that listen to mouse clicks and usewindow.open to

open a new page, or putting visual deception elements to lure a user into clicking. The

authors created a crawler to click every element on a website to trigger navigation and

note down the destination URL in May 2018. The result reveals that 624 websites use

different techniques to intercept clicks. The total visits to those websites, according to

Similar Web API, were 43.3M per day, which is almost 70k per day per website on

average. This vast traf�c essentially increases the chance of getting baited by regular

users. This work discusses the fundamental techniques adversaries can use to intercept

users' clicks. Unfortunately, it also lacks a systematic way to detect their proposed

harmful intercepts. The issues they found are still not addressed. For example, the authors

gave an example website that included a malicious script in Figure 1(b). This script

belongs to the AdSterra ad network. This ad network created more than 500 domains to

serve its ads, leading to 7,644 social engineering websites in the study of [4]. Based on

our datasets, AdSterra is still distributing such malicious scripts to its publishers to

mislead end users.

Sanchez-Rola et al. [7] present the �rst comprehensive study of user clicks' possible

security and privacy implications. This study proposes a click “Contract”, which means

what a user click is what the user should �nally see. Nonetheless, after crawling 100k

websites from Alexa Top domains and domains offering free content, roughly 20% of the

websites contain an invisible overlay that intercepts users' clicks; moreover, 10% of all

websites redirect the user to a completely different third-party domain. In addition, about
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80% of websites mislead the users by reporting incorrecthref attribute of links. Even

worse, 45% of these link point to third-party domains. Finally, they reported that 65% of

those websites have fake local clicks setup, which means the websites serve elements that

should not be clickable but registered with event listeners to capture users' clicks.

These studies have shown that users often reachSocial Engineering Websites

(SE-websites) by interacting with malicious ads. More speci�cally, attackers are inclined

to leverage low-tier ad networks to inject ads into many different publisher websites and

use these ads to lure users to their SE-websites so that various attacks such as lottery

scams, reward scams, tech support scams, etc., can be launched. Importantly, these

low-tier ad networks often do not inject traditional ads onto the page. Instead, they inject

Document Object Model (DOM) elements into ad-publishing web pages and leverage

different social engineering tricks to lure users into clicking these elements to trigger ad

network-driven navigation to a WSEA page. For instance, the ad network may inject a

transparent overlay covering the entire publisher page and listen to users' clicks on any

portion of the page. We refer to these non-traditional ads that leverage various SE tricks to

lure users' clicks asSocial Engineering Ads(SE-ads).

Clickjacking. Clickjacking is a UI redressing attack that uses multiple transparent or

opaque layers to trick users into clicking on third-party content to bypass the same-origin

policy [8]. The underlying motivation of this attack is to steal clicks on the �rst-party

website to achieve speci�c actions on the third-party website the user has logged in, for

example, making a �nancial transaction or clicking a “like” button on a social platform.

Often, these third-party contents are loaded in iframes by malicious scripts.

Framebusting [9] is a good defense against clickjacking. However, it degrades the user

experience on websites that require cross-origin iframes, and the implementation

inconsistencies are concerning [10]. Previous works [11, 12] rely on the users to verify

what they have clicked, which is not comprehensive and has usability concerns [13].

Although clicks initiate most web-based social engineering attacks, they are not
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traditional clickjacking attacks. However, both attacks may use the same techniques

nowadays.

Ad blocking. Generic ad blockers are ef�cient at blocking unwanted resources. However,

they suffer from incompleteness and are accessible to evade [4, 14]. More advanced ad

blockers [15, 16, 17, 18] employ ML techniques to complement the generic ad blockers.

Unfortunately, they are not trained to detect SE-ads and block the subsequent events

triggered by interacting with those SE-ads.

Din et al. [17] proposed PERCIVAL, a deep learning model put inside the image

rendering pipeline of Chromium browser to classify images that are about to be rendered

on the screen. Percival �rst collect images from Alexa top 1k websites and then label

those images by comparing their URL with the EasyList. Percival achieves an accuracy of

96.76%. This tool classi�es ads by the ad images. However, the DOM elements that

intercept users' clicks do not render visible images, which can evade Percival easily.

Iqbal et al. [15] created a system, ADGRAPH, to detect ads and trackers using features

extracted from a page's network activities. ADGRAPH leverage two sets of features:

structural features contain the information of what kind of scripts initiate what network

requests, e.g., is the script fromeval ?, is it a third party script?, the connectivity of the

nodes, etc.; content features which express what those network requests are like, e.g., do

they contain ad keywords?, what domain party it is?, what is the length of the URL? etc.

Then ADGRAPH determines whether to block a network request by examining these

features. This model outperforms the existing �lter lists and can correctly distinguish

benign ad/tracker resources blocked by �lter lists. Siby et al. developed WEBGRAPH [18]

to improve the robustness of ADGRAPH by removing the content features and adding a

network, storage, and shared information �ows.

ADGRAPH is tailored to block traditional online ads and trackers. Those SE-ads, such

as fake buttons, overlays, and event listeners, can easily evade ADGRAPH due to their

NON-AD nature. Creating those elements does not require any network requests except
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the �rst one to load the script, which can evade them by tweaking its URL a little, such as

removing AD keywords and shortening its length. Therefore, ADGRAPH, serving for

blocking general ads, will not work perfectly for those “fake” or “malicious” ads.

WEBGRAPH [18] is an improved version of ADGRAPH tracking information �ow by

collecting more network activities. Such improvement does not capture the features

demonstrated by SE-ads.

Browser Data Provenance.

Browser data provenance represents activities when visiting a website as a directed

acyclic graph (DAG) that describes information �ow between DOM objects (e.g., a

JavaScript function registering a listener on a button). DAG of a browsing session can

provide important insights into what a script does to the page in real-time. When a

sensitive event occurs, for example, a new browser tab is created, the graph allows us to

backtrack which script is responsible for the new tab.

JSGRAPH [19] instruments Chromium to log interesting DOM APIs to build a graph

for forensic analysis of�ine. MNEMOSYNE [20] builds a provenance graph by leveraging

the existing APIs in Chrome Devtool Protocol (CDP). PAGEGRAPH [16], as the successor

of ADGRAPH [15], instruments the browser and expose its API through CDP, which sends

a completed page graph when the web page emitsunload event. These tools are

ef�cient. Nonetheless, they are either for of�ine use or lack essential information

concerning relationships between tabs.

2.2 Code Injection Attacks In The Web Ecosystem

Web Applications. Web applications are prone to Cross-Site Scripting (XSS) attacks,

including Stored, Re�ected, andDOM-based XSS. Stored XSS persists on the server and

executes whenever users access the affected page. Re�ected XSS occurs when input is

immediately re�ected in the response, while DOM-based XSS exploits client-side

JavaScript to modify the DOM and execute scripts. XSS can lead to session hijacking,
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data theft, and unauthorized actions. Vulnerabilities arise due to improper input validation,

unsafe functions like innerHTML, and lack of a content security policy (CSP). Third-party

scripts and miscon�gurations increase the risk. These inputs usually come from user input

�elds (e.g., comments, search bars), query parameters, and dynamic content rendering.

Client-side JavaScript manipulation and external scripts expand the attack surface.

Node.js Applications. Node.js applications are vulnerable toCommand Injectionand

Prototype Pollution, which is the goal of code injection in the native environment.

Command injection allows attackers to execute system commands through unsanitized

input in functions like child process.exec() . Prototype pollution enables

malicious manipulation of object prototypes, affecting application behavior globally.

Vulnerabilities occur due to unsafe command execution, dynamic JavaScript properties,

and reliance on third-party libraries. Poor input validation and outdated packages increase

exposure to these risks. Attack surfaces include API endpoints that execute system

commands, functions interacting with the �lesystem, and JSON payloads in HTTP

requests. Prototype pollution often targets libraries that extend or merge objects, like

lodash.

Electron Applications. Electron apps combine Web and Node.js environments, exposing

them toRemote Code Execution(RCE), XSS, and Insecure IPC. RCE can occur when

nodeIntegration is enabled (e.g., throughopen-redirectto open a new window),

allowing malicious scripts to execute Node.js commands. XSS in Electron escalates into

RCE, while insecure IPC communication can lead to privilege escalation. Vulnerabilities

arise from miscon�gurations like enablingnodeIntegration , loading untrusted

sources with loadURL() , and failing to usecontextIsolation . Improper

validation of IPC messages further increases the attack surface. Attack surfaces include

untrusted web content, input �elds in web views, and poorly implemented IPC channels.

When nodeIntegration is enabled, injected scripts gain full access to Node.js,

leading to system compromise. Recent studies highlight the security risks in applications

10



built on the Electron framework. Xiao et al. [21] showed how shared contexts in Electron

could escalate XSS attacks to severe RCE incidents. They developed XGUARD to prevent

RCE, but it addresses only the symptoms, not the root cause of code injection attacks. Jin

et al. [22] studied vulnerabilities in the UI components of Electron applications, proposing

DOMTYPING to enforce DOM integrity, which effectively prevents code injection through

DOM modi�cations but doesn't address dynamic code execution oropen-redirectissues.

Ali et al. introduced INSPECTRON[23], designed to identify miscon�gurations in Electron

applications. However, even with proper con�gurations, attackers can exploit Electron

vulnerabilities [24] to gain privileged access.

Code Injection Mitigation. Security researchers have extensively studied code injection

vulnerabilities in the web ecosystem over the past decade. Prior solutions, such as

dynamic taint analysis [25, 26, 27, 28], achieve effective mitigation by instrumenting the

browser engine to track data �ows. However, these approaches often incur signi�cant

runtime overhead and are challenging to maintain due to the frequency of browser

updates. Other efforts [29, 30], attempt to replace the dangerouseval with “safe” eval

by modifying the way to invokeeval . While useful, this approach does not extend well

to the Electron framework due to its broad attack surface and lacks tamper-resistance as

they are in the same privilege layer as attackers for Electron applications. Additionally,

whitelist-based solutions [31, 32, 33] enforce AST integrity to prevent web-based code

injection, but they enforce policies before scripts are parsed, incurring high runtime

overhead. These methods also lack the execution context needed to counter mimicry

attacks in Electron applications, limiting their effectiveness in complex cross-environment

applications.

Program Analysis Techniques for JavaScript. Various program analysis techniques

have been developed to analyze JavaScript programs and uncover vulnerabilities.

Symbolic analysis-based solutions [34, 35, 36, 37] are commonly employed to detect

prototype pollutionvulnerabilities by examining possible object inheritance issues and
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property changes. Dynamic analysis-based methods [38, 19, 20, 39, 40] focus on

instrumenting the browser engine to gather runtime traces of JavaScript code, providing

insights into potential vulnerabilities through behavior tracking. Although these

techniques are effective for analyzing JavaScript behavior in traditional web

environments, they cannot be directly applied to Electron applications for defending

against code injection, due to the unique attack surfaces and shared contexts present in

these hybrid applications.

Root Cause Analysis for JavaScript. RCA has been widely explored for binary

programs but remains underdeveloped for JavaScript applications. Existing RCA

frameworks such as ARCUS [41] and BunkerBuster [42] leverage symbolic execution and

constraint solving to trace exploit origins in compiled binaries. However, these techniques

are not applicable to JavaScript due to its semantic gap. For JavaScript applications, prior

research has primarily focused on execution monitoring rather than RCA. PMForce [43]

systematically analyzes postMessage handlers to detect security violations in client-side

JavaScript. SilentSpring [44] explores prototype pollution vulnerabilities in Node.js

applications by analyzing object dependency graphs. While these works contribute to

understanding JavaScript security, they do not perform iterative symbolic analysis on

reconstructed execution traces as COINDX does.

Symbolic Execution for JavaScript. Symbolic execution has been successfully applied

to detect JavaScript vulnerabilities, but existing tools are not designed for root cause

analysis. ExpoSE [45] is a symbolic execution engine for JavaScript that ef�ciently

explores execution paths by symbolizing input-dependent variables. NodeMedic [46]

extends symbolic execution to analyze security �aws in the Node.js ecosystem. However,

these approaches are limited to bug detection and do not attempt to reconstruct execution

traces for RCA.

COINDX builds upon symbolic execution by introducing iterative symbolic analysis,

allowing it to re�ne and resolve symbolized unde�ned functions and variables. Unlike
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previous work, COINDX operates on simpli�ed subprograms reconstructed from call stack

traces, reducing state explosion and enabling more precise vulnerability diagnosis.

JavaScript Event Tracing and Instrumentation. Event tracing and instrumentation have

been widely used to monitor JavaScript execution for various purposes, such as

performance pro�ling and debugging. Chrome DevTools [47] provides a built-in tracing

tool to capture and analyze JavaScript execution events. SYNODE proxies eval and

exec functions to trace untrusted input �ows in Node.js applications. COINDX leverages

event tracing to capture execution events and reconstruct call stack traces for RCA.
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CHAPTER 3

TRIDENT: TOWARDS DETECTING AND MITIGATING WEB-BASED SOCIAL

ENGINEERING ATTACKS

3.1 Introduction

Social Engineering(SE) has become an ever more sophisticated and common attack

method [48]. Recent surveys report that 84% of hackers leverageWeb-based Social

Engineering Attacks(WSEAs) in the cyber kill chain with a high success rate [49, 50, 51].

Moreover, 64% of companies have experienced web-based attacks, and 62% have seen

phishing and WSEAs [52]. Attackers also target regular Internet users. The Federal Trade

Commission received 2.8 million fraud reports from consumers in 2021 in the United

States, which led to a $5.8 billion �nancial loss [53]. The top 3 fraud categories –

impostor scams (e.g., romance scams and tech support scams), online shopping scams,

and reward and prize scams (e.g., survey scams) – are commonly seen on the Internet [1,

2, 4, 14]. These scams account for $2.3 billion of losses, which almost doubled from

2020.

To mitigate the impact of WSEAs, researchers have been studying and developing

countermeasures. For example, Miramirkhani et al. analyzed tech support scams [1],

Kharraz et al. built Surveylance [2], which is speci�cally designed to detect survey scams,

and Invernizzi et al. developed EvilSeed [3], a crawler that searches the Internet to identify

risky websites that install unwanted software. However, these previous works only focus

on speci�c SE attack vectors. Because of the diversity of WSEAs that users can

encounter [48], there is an urgent need for new and more effective in-browser defense

systems that can accurately detect generic WSEAs.

This chapter proposes a new defense system that aims to detect and block generic
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WSEAs in real-time, while the user is browsing the web.

The main challenge we face is thatdirectly detecting malicious web pages related to

WSEAs is extremely dif�cult due to the large variety of social engineering tactics attackers

can employ and the freedom they have in building malicious content. Therefore, in this

work, we investigate how toindirectly detect and block WSEAs at their inception before

the user interacts with the related scam content.

Recent works have shown that users often reachSocial Engineering Websites

(SE-websites) by interacting with malicious ads [5, 6, 54, 2, 1, 55, 56, 4]. More

speci�cally, attackers are inclined to leverage low-tier ad networks to inject ads into many

different publisher websites and use these ads to lure users to their SE-websites so that

various attacks such as lottery scams, reward scams, tech support scams, etc., can be

launched. Importantly, these low-tier ad networks often do not inject traditional ads onto

the page. Instead, they inject DOM elements into ad-publishing web pages and leverage

different social engineering tricks to lure users into clicking these elements to trigger ad

network-driven navigation to a WSEA page. For instance, the ad network may inject a

transparent overlay covering the entire publisher page and listen to users' clicks on any

portion of the page. We refer to these non-traditional ads that leverage various SE tricks to

lure users' clicks asSocial Engineering Ads(SE-ads).

As mentioned above, SE-ads are non-traditional ads. They are often invisible,

malicious ads that, when interacted with, navigate the browser to a landing page

containing SE attacks. A previous study [6] reported that attackers often leverage two

types of techniques (registering click event listeners and injecting invisible links shown in

Figure 3.1a) to deploy invisible malicious ads to steal users' clicks. In addition, SE-ads

also appear as misleading in-page components, such as an in-page push noti�cation or

fake ”Skip Ads” or ”Play” buttons, as illustrated in Figure 3.1b, to induce users to interact

with them. Given these features, we can see that SE-ads are not traditional ads, although

we still refer to them as ads because they are injected into a publisher page by ad
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(a) (b)

Figure 3.1: Example SE-ads: (a) An invisible link covering the whole viewport to force
users to click; (b) Deceptive elements (fake noti�cation, ”Play” and ”Skip Ad” buttons) to
lure users into interacting with them.

networks. Therefore, rather than attempting to detect WSEAs directly by analyzing their

contents and/or URLs related to the WSEAs, we focus on detecting their leading causes,

namely SE-ads.

Although most SE-ads come from ad networks, existing ad-blocking tools are not

effective in detecting SE-ads for two major reasons. First, the ads are not generally

visible, so ad-blocking tools such as Percival [17], which block ads through the image

rendering pipeline, cannot detect them. Second, the ad networks that distribute these

SE-ads are extremely motivated to evade ad blockers [4]. For example, in Table 3.7a and

Table 3.7b, we show that neither commercial ad blocker [57] nor the most recent

state-of-the-art ML-based ad-blocker [15] is effective against SE-ads.

To address the challenge of detecting SE-ads to mitigate WSEAs, we propose

TRIDENT – a novel system that detects SE-ads in real-time and blocks the subsequent

web-based social engineering attacks. To this end, TRIDENT develops an in-memory

graph representation of a web page and its activities, for example, registering event

listeners to intercept clicks, manipulating Document Object Model (DOM) to inject

deceptive elements shown in Figure 3.1, which we call theWeb Action History Graph
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(WAHG). During a user's browsing session, TRIDENT uses the WAHG to protect users

from potential SE attacks that are launched through SE-ads in real-time. Speci�cally,

during a user's browsing session, TRIDENT vets each navigation event to determine if it is

initiated by a SE-ad. When TRIDENT detects the navigation is related to a SE-ad, it

redirects the user to an interstitial page to make the user aware of the danger ahead.

To extensively evaluate TRIDENT, we crawled over 100K websites obtained from

October 2021 to January 2022, which allowed us to collect 258,008 unique JavaScript �les

and their running contexts, including over 1,479 SE-ads. In our experimental evaluations,

we found that TRIDENT can detect SE-ads with an accuracy of 92.63% with a precision of

90.63%, and a recall of 96.28%, outperforming prior work [15] by more than 10%.

3.2 A Motivating Example & Challenges

In this section, we present a real-world example of SE-ads hosted on a high-ranking search

result from Google Search and discuss the limitations of prior, generic ad-blocking work.

3.2.1 A MotivatingExample

In this section, we introduce a real-world motivating example that demonstrates exactly

how victims arrive on SE-websites by interacting with the SE-ads.Figure 3.2 gives a clear

description of how an ad network manipulates the users to interact with SE-ads by including

JavaScript (JavaScript) code into a content-sharing website, also known as an ad publisher.

Google Search Result Leads to SE Attacks.The attack begins on the popular Google

search engine where the victim, Alice, completes a Google search for the phrase, “free

movies”. Despite Google Search being one of the most highly-respected search engines, it

still struggles to �lter out websites that include malicious content from the top results of the

search. For instance, at the time of writing, Google Search returns an illegal movie sharing

website (ww.movies123.sbs) in the top 4 resultsfor the query “free movies”. As a result,

Alice is unfortunately supplied with a mixture of benign and malicious search results. As

17



Figure 3.2: Motivating Example:1
 Alice typed “free movies” in Google Search.2
 Alice
clicked on the fourth result.3
 Alice wanted to search for “Spider-Man: No Way Home”,
so she clicked the input box to start typing.4
 Alice found the movie and clicked the
play button. 5
 Alice was annoyed by the ads and clicked “Skip Ads”.6
 The movie
�nally played, and an in-page noti�cation ward Alice that viruses had infected her Mac.
3
 , 4
 , 5
 , and 6
 are SE-ads. They are invisible elements, fake buttons, or in-page push
noti�cations.

this is one of the top results, many users may click on the link toww.movies123.sbs.

At �rst glance, this website appears innocuous while also providing a diverse selection

of popular, well-known movies. However, under the hood,ww.movies123.sbsincludes

scripts obtained from low-tier ad networks that have one goal in mind: to trick visitors

into clicking on the SE-ads these scripts so they can make money from their malicious

activity. Looking at Figure 3.2, several mouse event listeners, registered on#document ,

intercept Alice's click on the search box at step3
 . In fact, any click on the page triggers

the listeners, which dynamically determines what page to open for Alice. Due to these

click interceptions, Alice is obligated to interact with SE-ads when trying to search for

a movie to watch. Before Alice can type the movie name, the SE-ad opens up a new tab,

which asks Alice to install “Rainbow Blocker” which is a known AdWare [58]. When Alice

arrives at the spider-man movie, she clicks on the play button at step4
 and “Skip Ads”

at 5
 . Unfortunately, the SE-ads are attempting to trick Alice into downloading browser
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